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ik SSH B3 Linux MRS, Msei M & RET, B%5 10 DEfRRE 3
AN . XA AJRE FE e ? HSFRMWE Linux 5%, BRI ER
“sshhang” FECHIA], (HRRIRBIHERLE LR

-
@' Linux_Server - PuTTY EM

-
login a=s: root *

l ‘-|
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10 B Bh RN B FEAN A, HZANE i et i 25 1 o (H R AR BRIEAE SR
HILRBEAAFERAAE, FUILERE SR OCE, [RF R — N EFH Wireshark
B R R A [

BRI, BERINT.
1. 1£ Linux iRk554s ER BN,
2. MEEICA SSH # Linux fkd5 4%, A4 IFE %,

3. 10 M A, HEHBE R RN,
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4. 1F1EINAL.

KPR LA B — AR B SR B T o — B SE = TR TR R,
AN R PE AT DL AT, AN I FRA T R U E S S SR ) Al R e B I S, DA B AR PR
WEHRIAIA. FOARRAZ @ SSH P B, FrbAr DLE A “ssh” 3k
g, w2 FoR. SSH AR T, FHEMIEAHENMRETH 2R
B, AT, WE 2 Hraf DLE R, 21 SR 25 562 A5 iF A
f& 10 Fb.

Filter: | ssh |Z|Expresswon..‘ Clear Apply Save
MNo.  Time Source DesltinaFiDﬂ Protocol Info . .
10 0.019267 Laptop Linux_server SSHv2 Client: Diffie-Hellman Group Exchange Request (07d)
11 0.023411 Linux_server Laptop S5HvZ Server: Diffie-Hellman Group Exchange Group
12 0.128382 Laptop Linux_server SSHv2  Client: piffie-Hellman Group Exchange Init
14 0.180761 Linux_server Laptop SS5HvZ Server: Diffie-Hellman Group Exchange Reply, New Keys
15 0.344019 Laptop Linux_server SSHvZ Client: New Keys
17 0.344116 Laptop Linux_server SSHv2 Client: Encrypted packet (len=52)
19 0.344196 Linux_server  Laptop S5Hv2 server: Encrypted packet (len=52)
21 1.661846 Laptop Linux_server SSHv2 Client: Encrypted packet (len=68)
25 11.664153 Linux_Server Laptop S5HvZ Server: Encrypted packet (len=1460)
26 11.664160 Linux_server  Laptop SSHv2  server: Encrypted packet (len=100)
28 11.067277 Laptop Linux_server SS5HvZ Client: Encrypted packet (len=100)
30 11.668867 Linux_Server  Laptop S5Hv2 server: Encrypted packet (len=84)
34 13.548907 Laptop Linux_server SSHv2 Client: Encrypted packet (len=296)
35 13.550799 Linux_Server Laptop SS5HvZ Server: Encrypted packet (len=36)
36 13.551555 Laptop Linux_server SSHv2 Client: Encrypted packet (len=68)
37 13.553077 Linux_Server Laptop SS5HvZ Server: Encrypted packet (len=52)
2

XA BT & AE RS, WTRE S SEIX N E W ERE .. T2REH
“frame.number> 21 & & frame.number< 25”7 3%, 458 WE 3 fras.

Filter: | frame.number > 21 &8 frame.number < 25 |z| Expression.. Clear Apply Save
MNe.  Time Source Destination Protocol Info
22 1.662507 Linux_server DNS_Server DNS standard query Oxcbfe PTR 23.200.32.10.in-addr.arpa
23 1.701128 Linux_server Laptop TCP 22-57579 [ACK] Seq=2498 Ack=1381 Win=8544 Len=0
24 6.661771 Linux_server DNS_Server DNS standard query Oxcbfe PTR 23.200.32.10.1in-addr.arpa
3

M 3 HH AT LUE B, Linux AR5 248 40 IET% [ DNS R 4% %% £ 1A 10.32.200.23
1 PTR IC3% (RUAf@ENT), RIEZRARIXAS 1P HubkFroet Bk 4 . % IP & 138
AT IR A, HET DNS RS54 A T PTR 23k, ATLAR KA i)
HEE T S EIL AR, BIRTE T 10 B

FATHBLATLAHER, X & Linux AR SZ7EULE] SSH i EIEKEY, REEIMIZ
B IP X NAE PTRIZR. RNET 5 MR RAREINE, SBLA—XRE
. MREFZXRBEERFT 5 HEREE, RMKHFEIL. LALETLIHE
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AT BUEIXANEN, FAE DNS IRS#8 ¥ 7 10.32.200.23 1#] PTR i3,
4 FR, ARG RS .

_:._ dnsmgmt - [DNS'DC1%Reverse Lookup Zones', 10.32.200.5 Subnet]
2 File  Action View Window Help | =181

i l--@ nas.com _I 10.32.200.% Subnet 4 re
[ Reverse Lockup Zones

Type Data

10.32.16.% Subnet Painter (FTR) laptop.nas.com,

10.32.190.% Subnet | = Mame Server (NS dcl.nas.com.

10.32.23.x Subnet Mame Server (N3) dc2.nas.com,

10.71.34.% Subnet | | E] Start of Authority (S06) [2], dctnas.com., hostmas. ..

g 10.32.200.% Subnet
-{g] Event Wit

4

—RRARSLRI S 32 T . B 5 [ Wireshark (57 7] ., DNS /2 ik
IJJEI"J, ALl 21 51 26 S22 [8) J L2 %A B TaE R .

Mo, Time Source Destination Protocel Info
17 0.354656 laptop.nas.com Linux_Server 55Hv2 Client: Encrypted packet (len=52)
18 0.354689 Linux_server laptop.nas.com TCP 22-58426 [ACK] Seq=2446 Ack=1313 win=8544 Len=0
19 0.354756 Linux_server laptop.nas.com SSHv2 server: encrypted packet (len=52)
20 0. 562055 laptop.nas.com Linux_Server TCP 58426-22 [ACK] 5eq=1313 Ack=2498 Win=65536 Len=0
21 1.444473 laptop.nas.com Linux_Server SSHv2 Client: Encrypted packet (len=68)
22 1.445674 Linux_server DNS_Server DNS Standard query Oxda36 PTR 23.200.32.10.1in-addr.arpa
23 1.445870 DNS_Server Linux_Server DNS Standard query response Oxda56 PTR laptop.nas.com
24 1.446147 Linux_server DNS_Server DNS standard query Ox1a68 A laptop.nas.com
25 1.446319 DNS_server Linux_server DNS standard guery response 0x1a68 A 10.32.200.23
26 1.455106 Linux_server laptop.nas.com SSHv2 server: encrypted packet (len=1460)
27 1.455116 Linux_Server laptop. nas.com SSHv2 Server: Encrypted packet (l1en=100)
28 1.455806 laptop.nas.com Linux_Server TCP 58426-22 [ACK] Seq=1381 Ack=4058 wWin=65536 Len=0
29 1.458199 laptop.nas.com Linux_Server SSHv2 Client: Encrypted packet (len=100)
30 1.459701 Linux_Server laptop. nas. com 55Hv2 Server: Encrypted packet (len=84)

&5

WIH 7 DNS Bl g2 RIS A, 5P RBAEE AP 1. HELE
Google % “ssh dns”, 55— Il iR A EEHAR & 5 TR AN ) . B LA B
BN, BUERIZAER) Linux 415235 AR REILX AN M U FUIE T o JEORIRAMT 9
€ MAE “/etc/ssh/sshd_config” SCAFHT, BRIARC E R IXFER]:

[root@Linux_Server ~]# cat /etc/ssh/sshd_config |grep -i usedns

#UseDNS yes
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SO XA AURT LA T, AN 230 DNS RS54 EIBCE -

[root@Linux_Server~]# cat /etc/ssh/sshd_config |grep -i usedns

=iEEin
UseDNS no
Linux A1t RN . o i . _
P AUt MR EEE, Xl —. Fa T H Wireshark, HAh
NP J ¢

FHR 2 BRE R o

®
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P RAFLR, REREMNE D BUE R HER, BEUENN (FEEERD #
FHESE, AR RIRE M EA . JCHRMRE NI E R AR, TR
THLGS, SCREBAGEATE, Frel—PIR R RGEH O K, BOCmE B E 1.

eI — LR R O ) AR S Y o A L ER AL A Xl A Ak
KA AIIBLER, N Web Ik d% as i 5 2 LA A28 0 CRARIERHEA 2 3
T FIARSCRAAIR . Jrki 7 HiE, 8% 5w Web A ds s ELE, [ EH
KT, BN T Web 55 & M2 i A 7o XETE AR AS T PR 3 A 90 238 e 4
77 AR ORISR R R, A . WA 1, Z PR Web
REFEFERFMNE, hEHR— P EHREL.

A4

& P i 23 Web 5 2

&1
AN, XA F A T B R H R B Rl e . e g3 7l
FIKRWIHE T, RIFIMEiRiR. Web IR 8BARGFHATES, ATl REEER

Bt XS R wanlebing(15520495153) £ &R

HixHig

EREANE
—IFEE
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HixHEin

(Ed=AN=211
—E=E

A, SRR R AL AR Ve S I GO IRA R A . R — @ 22 ghie], TEHRIL
I EE A F W2 ANFEERTC Mk, ZOREAGZRAKK, fedis]—m5E—
Mo E 2B, Bk —UIERIER: § 3 MUESIRIETF, HERS
i T A HTTPGET 53K, RSS2 AU E] 7.

Me.  Time Source Destination Protocol  Info
1 0.000000000 Client web_server TCP 3106-B0 [SYN] Seq=0 Win=65535 Len=0 M55=1460 WS=2 SACK_
2 0.004205000 web_server Client TCP 80-3106 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 M55=1460
3 0.004212000 Client web_server TCP 3106-80 [ACK] seqg=1 Ack=1l win=65536 Len=0
4 0.162915000 «Client web_server HTTP  GET / HTTP/1.1
5  0.163066000 web_server cClient TCP 80-3106 [AcK] sSeq=1 Ack=385 win=30336 Len=0

& 2

BEARG I BRI, RATHEERNERTEER. 1 SEmiEE LA 3,
#PURE AR T M c0:62:6b:e2:bd:88 ] MAC Hiht, iZHiht)E T 2RI E.
BAZAEBINN IR AN, BN Web IR55#7E 73 — AT, TFZER K.
WL, M 15 HBA KI5 .

80-3106 [ACK] Seq=1 aAck=385 win=30336 Len=
I

4

Me.  Time Source Destination Protocol Info
1 0.000000000 Client wWeb_server TCP 3106-80 [5YN] Seq=0 wWin=65535 Len=0 M55=14
2 0.004205000 web_server Client TCP 80-3106 [5YN, ACK] Seq=0 Ack=l win=29200 L
3 0.004212000 Client wWeb_server TCP 3106-80 [ACK] Seg=1 Ack=l win=65536 Len=0
4  0.162915000 Client wWeb_server HTTP GET / HTTP/1.1
5 0.163066000 web_server Client TCP
|

@ |Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on '|nterface 0
Ethernet II, src: [00:50:56:8a:25:52) (00:50:56:8a:25:52), Dst:

B Internet Protocol Version 4, src: Client ( 192.168.111.111 ), Dst: Web_. SEI"VEI” (192 168.222.222)

& 3

HEEE AR 2 SUEE. ML AR—=, FEELAERNKNT . £
eI S 20, IR E QS Bk e s

Mo Time Source Destination Protocol Info
1 0.000000000 Client web_server TCP 3106~80 [SYN] Seqg=0 Win=635335 Len=0 M55
2  0.004205000 web_server Client TCP 80-3106 [SYN, ACK] Seg=0 Ack=1 win=29200
3 0.004212000 Cldient wWeb_server TCP 3106-+80 [ACK] Seg=1 Ack=1 Win=65536 Lens
4 0.162915000 Client web_server HTTP GET / HTTP/1.1
5 0.163006000 web_server <Client TCP 80-3106 [ACK] Seq=1 Ack=385 win=30336 Le
<

L

66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0

Ethernet II, Src: |00:10:f3:27:61:86| (00:10:f3:27:61:86), Dst: |00:50:56:8a3:25:52| (00:50:

= Internet Protocol version 4, src: web_server (192.168.222.222), Dst: client ( 192.168.111.111
version: 4

Header Length: 20 bytes
Differentiated serwvices Field: 0x00 (DSCP Ox00: Default; ECN: Ox00:

1 NOT-ECT (Not ECN-
Total Length: 52
IIdent'if'icat'ior‘l: 0x0000 (O)I

Flags: O0x02 (Don T Fragment)

Fragment offset: 0
IT'ime To live: 64]

& 4

Bt XS R wanlebing(15520495153) £ &R



B AEIXAMLEEIRSE M MAC Hihik 00:10:F3:27:61:86 it e, i A2 2 i 42 5]
FIERIA RN G 0:62:6b:e2:0d:88. FKANHITEIX A MAC HikibJ& T4 %4, HiXxE /D
Bl 2 S EM 1 SEE TR, A Timetolive (TTL) JE20E 64, seimaein
Hig B — B, TTL MiZgE 1, 2B 63 4 Xt . MARXm&ERE, ol
DAFEDN B B G AR (L B4R A iR . BIEMMEERERIZIZAE 5, BIEFiRAL (iR B
HENBRETIRBA, M Web FREFLITRNMWELETIRA. _ema

9

B Webflk 55 7%

&5

FS B Bkl DR E A T, AR, S TE. B TE 6
554, &I Identification TARE 49031, 1 [FIKER K H Web RSS9 2 54 (I
4) v, Identification 142 0. —f /& H! Identification Jy O N EEKIEHS K 0, A
S— T TkF] 49031, @& id, FHoL 2 SR 5 S & A 15 K H R,
IXEWRAETE Web IRZS SR i 2 7], AT RAErE— G & ERE =BT, Thike
s AR T 1 & AR T BE A2 X Syn flood B (7 k8% o

Bt XS R wanlebing(15520495153) £ &R



Mo,  Time Source Destination Protocol Info
1 0.000000000 <Client web_server TCP 3106-80 [SYN] Seq=0 Win=65535 Len=0 M55=1460 W
2  0.004205000 web_server Client TCP 80-+3106 [SYN, ACK] Seq=0 Ack=l wWin=29200 Len=0
3 0.004212000 Client web_server TCP 3106-+80 [ACK] seg=1 Ack=l wWin=65536 Len=0
4 0.162915000 Client wWeb_server HTTP GET / HTTP/1.1
5 0.163066000 web_server Client TCP 80-3106 [ACK] Seq=1 Ack=385 win=30336 Len=0
=Hix&in) il

@|Frame 5t 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
Ethernet II, Src: 00:10:f3:27:61:86 (00:10:f3:27:61:86), Dst: 00:50:56:8a:25:52 (00:50:56:8a:2
= Internet Protocol Version 4, src: web_server (192.168.222.222), Dst: Client ( 192.168.111.111 )

V— version: 4
@ﬂﬁ%\@ﬁﬁ Header Length: 20 bytes
Differentiated services Field: 0x00 (DsCP 0x00: Default; ECN: Ox00: NOT-ECT (NOT ECN-Capablg
fi($/EbEl\3;é Total Length: 40

|zdentification: 0xbf87 (49031)|
Flags: 0x02 (Don’t Fragment)

Fragment offset: O
/‘ O Time to live: 64

& 6

PRI 5 MR NEE AN HERS, BOZEIERE 7 R T EEABUTRE
B K3, PTREALER IS 1A LI AR AL 2

=

i R
?' =
-g-‘-/i-ﬁ B K Web B2
E7

ELL B RS E T R 2 5, R AR MAC Hiik 00:10:f3:27:61:86 L3
— GBI kRE . WIE R kS ER R ACE, T EUBATE R AR R,
BUEZ JESERE 2 T o ARSCH B B2 s W 76 ) 2 B0 o F 4R i SR AR R
ARG KBERIR, FrLAsAN B IF T .

NCRBIRE MR — TR, —AZIRA SRR ?

Bt XS R wanlebing(15520495153) £ &R



EE ATHRIPEPIEA, AXAREZE IPdbitfr MAC Hik#fk PS i,
XA 2R RB A ELERKA K.

Bt XS R wanlebing(15520495153) £ &R
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—fxF VMware I E
g

—RET Vmware

1)
- i 2E VMware BRI PE AR B 508, SRR A IF 2R B —
1D PRI, (R R AT, (ERIER AITIHEAR R, SR RAE s e,

R SR RMEE TR
iR

b {SCS| A4 P FILE IR IR I AL FEAN Y, £ E L0 VMware (3L
EYERE. XHEATR) TCP sEHlF A %,

BRRAN
1t VMware FIAFfi#FE 51 E G HEEIRFAIA (Delayed ACK)

VMware F1 iSCSI 77 fits FE 5 /e A4 2 BRAEFNRE BB — DMK, F
HCORAR A 5, KNP 1 frs. AT TEMAMRER, HEH iSCSI 1714t bk
FIME— G RS, R VMware 2{EHE P imat4T 17, P& i@ BLK M AE
i A

FH1t R4S R wanlebing(15520495153) = BEERRIY



Ethernet

iSCSI F71if [ %)

& 1

FAE, ﬁA“H@%L”%“%%ﬁﬁ”ﬁEﬂ%¢Tﬁ& RESHE S
FERPNER IR ARR? A T VMware 1) —BHEAE, R E =2 i
_."Fo

s N
ﬁ'%

AV REEH A A E IR, B R LU —NE R R U . £ EiERY
0K EBEh Wireshark T8, REH Putty ZEEF—& M T EREHRSSE.
HE 200, 7& Bk — SSHiERk G, & 149 =/t (B 1-5aA0 2
SEZIEMETZ) BT RENEE, X&IEFNAREE. B2 iEAKE
EEZfE, ZMEEMHEIA, MEBLERT 200 =E# AL (A 2S58M3SE8E
RIRTE)E) A#BiIA.

Bt XS R wanlebing(15520495153) £ &R
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HixHEin

I

14

Mo,  Time Source Destination Protocol Info
1 0.000000 shanghai Sydney SSH Client: Encrypted packet (len=52)
2  0.148774 sydney shanghai SSH server: Encrypted packet (len=52)
3 0.363628 shanghai Sydney TCP 64839-22 [ACK] Seq=53 Ack=53 win=254 Len=0
& 2

XA G HRAL VP IR BN, RAE L —ARPBhEAHEE. N TIEREE
I IR, RATFACA XL Sess . JREE A oG T BN, 25 FIRE
HRBHRS . WE 3 Tl 2 Saf 3 SazElFEarmzET (BfF
0.000121 #», W LLZHBE ).

Mo, Time Source Destination Protocol Info
1 0.000000 shanghai Sydney S5H Client: Encrypted packet (len=52)
2  0.148575 Sydney shanghai SSH Server: Encrypted packet (len=52)
3 0.148696 shanghai Sydney TCP 1207-22 [ACK] Seg=53 Ack=53 Win=63928 Len=0
3

JE FAEIRTIN R A BFAL ), RANEX S5EA7 1) 200 20 B, BigM IR
AEIRER, o] EREERMEHIMEE, A5 7T 1 aRnmilte. B 4
AT EXPEN . BICAKRE 11 SEE, &7 4 2044 (i) 11 SaF/ 12
S A AI 2 1A A A SSH B R B, sBEE A AR ET, K
BB T — NN . Z LA RZ TCP SR BRIN S F BRI, 1E2

vy . N N N ==
FET XA R —— D> — LB f AT DAY TE W
Mo, Time Source Destination Protocol Info
10 1.498030 shanghai sydney SSH Client: Encrypted packet (len=532)
11  1.646575 Sydney shanghai SSH server: Encrypted packet (len=532)
12 1.687833 shanghai sydney SSH Client: Encrypted packet (len=532)

4

SEBFINFISRAE BRI, SRS 2 M —BOEIR . XAHLUHIAIMEHIRE
PR FAS R B R, SRR MR T BRI IREE S0 — sl SRR T
—E R, (HRIZRE AP ES T .

R T IER BN R, AT EE VMware (RS CE . — Ok, R
TR PR 200 ZZEFP ISR [ FEA B 8 1) )@, VMware 4 BIX ATEENE? X
ARFEARZA 200 ZFb. HBAES] “IRZAN7 B, ZATHE T —X R E
W EHIAEAE — R 1) TCP BBl (RFC 2582), 4 SEZEmt Il £/ 200 =
P SEREI ) VRIS BB NS0T,

T4t X< R wanlebing(15520495153) 5 EEARKY



K 5 % 7 i AL A TR AR IR AR, St TCP Y SR AR AR EE % 2% 411
FEIS FPARDL o

N N i io
T RERHA Saan
1
%________________________________________> —fEAT Vmware
Al _ _—
Nkt E
6
7
: 15
Ack 3
Ack 3 .
Ack 3 - [5] — i 2]
Ack 3
3
- [%200ms
Ack 4
4
rFE200ms
Ack 5
5
+[FE200ms
Ack 10
10
B i i

&5

R R R T U HAT,

1. F /e — ) (S HE &) KiET 94 TCPA, Hrii 3. 4.5
SRONHZEERRT

2. BIKHRSSARH 6. 7. 8. 9 Sk T 44 “Ack 37, TR iRIEH
354, INEHFARIE4SEBET.

Bt XS R wanlebing(15520495153) £ &R



3. ATHRSHELERTEEHA, IULEWE 3SBZE, FHT 200 =28

FEE Ack 4.
iR 4 BRHER 4S50, RERSEXSHT 200 EHFEE Ak 5.
T Ve 5. RPHE 558, KERSEXEHT 200 EHFEE Ack 10,
o 6. % PTG 10 S, FHEMANRER AR T
16

TSR, B B SR REHEDN . 384T 51— M AT B R E A
200 = FP BRI FEH, B EAR RTO (Retransmission Timeout) L& # i A,
FrUAgE N 7 EBRTEAR B, LTS A AR, PEREES M E TR, Kt
VMware O HIER AR RATEEL R, AR EI GG E. RERIFEE
I SCE N LR ERAR, RN BLIE S B 108 8 3 2 BA KA R AR TE .

AN AE IR B AR A, 1% TCP B R A B ZE R RE A2 B &L 6 P
BIERA e, AR IEAEELTIN L) 600 ZAP i E Nk 1o R ELRIRE E A
KK, MR AL F A, Rl 128 Ml Eg.

T LRSI RN
1
2
Bl m e ‘
6
7
8
|- Ak3
Ack 3 i
Ack 3 =[5 — B %1
Ack 3
3T Acka
T AKS
5
Ack 10
10
B i Hi 55 2%
& 6

Bt XS R wanlebing(15520495153) £ &R



TACS TG VE T IR, WRRIR MBI 2B . TR A% m
TS TEIEHA, TR VMware OTERGAU T . B 7 RA LS 2 JE IR
L, RSO bE, RRESE T RSN, MEENEEEHERL s
#‘j—»\o

No. Time Source Destination  Protocel Info

147037 7.619754000 server Client TCP 3260+50481 [ACK] 5eg=153777 Ack=99943465 win=1024 Len=0

147038 7.622595000 client server TCP [Continuation to #146418] [TCP Retransmission] 50481-3260 [ACK] Seq=99943465
147039 7.622614000 Server client TCP 3260-50481 [ACK] Seq=153777 Ack=99944925 win=1024 Len=0 3
147040 7.625318000 client server TCP [Continuation to #146418] [TCP Retransmission] 50481-3260 [ACK] 5eq=99944825 JAN
147041 7.625325000 server client TCP 3260-50481 [ACK] Seq=153777 Ack=99946385 win=1024 Len=0

147042 7.628001000 client server TCP [Continuation to #146418] [TCP Retransmission] 50481-3260 [ACK] 5eq=99946385
147042 7.628019000 Server client TCP 3260-50481 [ACK] Seq=153777 Ack=99947845 wWin=1024 Len=0

147044 7.630617000 cClient server TCP [Continuation to #146418] [TCP Retransmission] 50481-3260 [ACK] 5eq=99947845 ﬂ 7
147045 7.630623000 Server Client TCP 3260-50481 [ACK] Seq=153777 Ack=99949305 win=1024 Len=0

147046 7.633305000 cClient server TCP [Continuation to #146418] [TCP Retransmission] 50481-3260 [ACK] 5eq=99949305
147047 7.633322000 server client TCP 3260+50481 [ACK] 5eg=153777 Ack=99950765 win=1024 Len=0

147048 7.635999000 client server TCP [continuation to #146418] [TCP Retransmission] 50481-3260 [ack] seq=99950765
147049 7.636006000 Server client TCP 326050481 [ACK] Seq=153777 Ack=99952225 win=1024 Len=0

147050 7.638615000 Client server TCP [Continuation to #146418] [TCP Retransmission] 50481-3260 [ACK] 5eq=99952225
147051 7.638621000 Server client TCP 3260-50481 [ACK] 5eq=153777 Ack=99953685 win=1024 Len=0

147052 7.641324000 client server TCP [Continuation to #146418] [TCP Retransmission] 50481-3260 [ACK] 5eq=99953685

&7

LA /> Z IR BIHREAE Wireshark HHREIREIR, SR J5F45 & il ik
BB o X R AR AR EE i, B E N A B4, 2RE A
Wireshark 41E ). W RLF 27 25 R K, BERBEAZRERN, EXREKHN
gk, RAHALE Wireshark & [ IR AN KEEENRE T, FHRERIE
AT — 2 2 HE KT

EE: R E VMware 89 L F &3tk , AL H 442 & hitp://kb.
vmware.com F 34 4% 1002598 kX3 E .

T4t X< R wanlebing(15520495153) 5 EEARKY



HiE&ia

RRBRERN

18

ERBRERN

Bl R SCEEATG, B ARSI T . TR BIRBORN ik B,
VILTE AT AL, AR AERER. e, BRI ARNERELNA T LR
BNAE I S AL IR BORE I, BAEGRAL 2 M T 2 AR

Jek B N REYE: R T VMware FTE ISR AISEIR BN, 30 FAl 59T
DU DRIX A ] e 2

BHREHTEM. B VMware [ISCE B “ FELEFRAL iSCSI U ] iR 470 K 51 7E
HH IR 28 A FE I AD AN 2, S IO A LA O 1 A FR A A, BIE T T AER
BAANE . R EAT I SOGR AN ? Ffit TIRZ RIS, R EAT S
FJEH T TCPSACK (Selective Acknowledgement) IffE, PRI AE K& 2 A1 A i
AT B EAE AN — K, WA E R AR 1. B 1 P i ) A
FEEoR T RAEEAMES T, B SACK [ TCP Hr Uk 2 ER A B E AL 1),

| Ji3 FHISACK |
1
2
A
bt - | f
8 \
3
8
9 -
. Ack3 Ellg
Ack3 fle, 7 )
k3 Filg 8 - [&]—H
k3 Fle 8. 9
3 ' L
4 ,">|'!. -]
5 :
10 >
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AR R R A T AN A

1. %/ umfeR—m %) (E A —& ) Kk T 94N TCPA, Hii 3, 4.5
SRONNEERRT

2. FiARRS 216, 7. 8. 9 54k T 4 “Ack 37,

3. HTERT SACK, FRLABRSSERFILAFE 41 “Ack 37 FEHE FimMpLL
BELKEIT.

4 EHREPHOEMEWLAET, PLODSEE), FUETU—OS5%
M.

SACK 15 B 1 Wireshark FRESE S WK 2 AR, HEH “Ack=656925"
HI “SACK: 661857-663035” ixX PRI 4 Ak >k, 2 i agh S 3 HEAE S5 T ) 4 aie
B 661857-663035 CL4ikih, (HAFEHITH ) 656925-661856 (3L 4932 F=41) XM
ERT, FiveFEEAXEEYE. WE 3L R EAAR Lenfd, U4
BN RAB B 3 55 T 4932 719

Mo,  Time Source Destination Protocol Info
824 4.472656 Server Client TCP [TcP Dup Ack 821#1] 8888-60479 [Ack] 5eq=829 Ack=5656925
« 1l

£ SACK: 661B857-663035
Kind: sack (5)
Length: 10
left edge = 661857 (relative)
right edge = 663035 (relative)

&2

Mo, Time Source Destination Protocel Info

825 4.472656 Client server TCP [TCP Retransmission] 60479-8888 [ACK] Seq=656925 Ack=829 Win=48363 Len=1388
874 4.531250 cClient server TCP [TCP Retransmission] 60479-8888 [ACK] Seq=658313 Ack=829 win=48363 Len=1388
876 4.535156 cClient server TCP [TcP Rretransmission] 60479-8888 [ack] 5eq=659701 ack=829 win=48363 Len=1388
878 4.535156 Cclient Server TCP [TcP Retransmission] 60479-8888 [ACK] Seq=661089 Ack=829 Win=48363 Len=768

&3

HTETT UL R T SACK sz b SR AR IR TN SE g 2%, R B AT BA— IR MR A%
ZANER, MARREEL AR — K Ack, E 32 MERI ] XA &I
IR RBIEA R, SRR GEE Y, — D IEF R R #R 2 AE
EH=R, WMERIZEH SACK 1. RAEKRIFE VMware A4 ALK

T4t X< R wanlebing(15520495153) 5 EEARKY

HixHig

RRBEREDN
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HixHEin

XRERER

20

AW

Y58 SACK, FIF—MEIMARERFIRM: R REEMAZH, EIEHIA
ERAEAT AT ™ B P RE ?

MERLEE, ERMAZHUSEXEEERTNME, EERACEZIIR
T REM (EZERAERRAMSHERNER) . MALHT LR FEUE
RN Z IR BIE 2 R GO IR MR BB R, A S IRE T %2 08 %
B, HESIBE—, WA NBRHEZ M TCP & DA/NIEGL, TR F FHER
M E RS L. B 43R T RS S EZICE 1R A 2920 71 RS T4
MSS), HXH T BN 35t BFEONE Fomts RIS EL k6 E 1, e
AFAE T RERF RS SR o BRI I /e AR 5528 LB A T REIR#fN, FE 29
SHI30 FZIE. 3255 33 5 [A]--- DL K 38 5 A 39 5 [A]H 7 22 45 £F 200
R, BREERACE S THREER. XM FRERHIARGHEKR, 3k
H B, FTLASE — UGB LB T AR A A J I o

MNo.  Time Source Destination  Protocol Info

28 1.2564660 client server TCP [continuation to #26] 445-2199 [AcCk] Seg=2545 Ack=885 win=65535 Len=1448
29 1.256474 client server TCP [continuation to #26] 445-2199 [Ack] Seg=3993 Ack=885 win=65535 Len=1448
30 1.256483 server client TCP 2199-445 [ack] 5eq=885 Ack=5441 win=2920 Len=0 Tsval=27476 Tsecr=378779

31 1.256714 client server TCP [continuation to #26] 445-2199 [Ack] sSeg=5441 Ack=885 win=65535 Len=1448
32 1.256720 client server TCP [continuation to #26] 445-2199 [Ack] Seq=6889 ack=885 win=65535 Len=1448
33 1.256729 server client TCP 2199-445 [ack] seg=885 Ack=8337 win=2920 Len=0 Tsval=27476 Tsecr=378779

34 1.256948 client server TCP [continuation to #26] 445-2199 [Ack] Seg=8337 Ack=885 win=65535 Len=1448
35 1.256953 client server TCP [continuation to #26] 445-2199 [Ack] 5eg=9785 Ack=885 win=65535 Len=1448
36 1.256961 server client TCP 2199-445 [ack] seg=885 Aack=11233 win=2920 Len=0 Tsval=27476 Tsecr=378779
37 1.257191 client server TCP [continuation to #26] 445-2199 [Ack] Seg=11233 Ack=885 win=65535 Len=1448
38 1.257201 client server TCP [continuation to #26] 445-2199 [Ack] Seg=12681 Ack=885 win=65535 Len=1448
39 1.257208 server client TCP 2199-445 [ACK] seq=885 Ack=14129 win=2920 Len=0 Tsval=27476 Tsecr=378779

& 4

HAN 7 S ERE —2, ALREURD, A —— 512 T . EEARE
f¥1, FEAN{TAE Wireshark HAZBUIEIR BN, FFTHEE s KR .

TR HAZ — N IEF ) TCP AL, A AR —TH, BrLl Wireshark 72
Ao MR AR & R, 1 H S Analyze>Expert Info S 2 A &40
JEIRTHINAT o METEJAT] R REFEN TR AN TA LRSS (A 2 3 LAE AT Rt
Rt i — k7 —— G AL [ F RIS — MR AR M 28 60, FRH] Wireshark
B REEA KL, B DU T Bk i BRI 2% e o0 . e k% T H B
KM 7 IERWRIA, YERESEIRFATE 7, SEFMEIFEHIEF LN . &I55 5k
I A R B Fpd: REF] “tep.analysis.ack_rtt > 0.2 and tep.len==0" i J€—F,

FE1 X4 R wanlebing(15520495153) E5 BEEERIY



AT DR AT @ 200 Z 80 FIRHIAER IR ok T CHAATH HREIA — 8 &2 LR
BN, ERMEFRTESIEAE D). B 5 IERRYEEB IS, HEE
JEHRIEIREL 0.2 7, wiAE KR 2 7 2 /DEHE . g

Filter: | tcp.analysis.ack_rtt 0.2 and tep.len==0 |Z| Expression.. Clear Apply Save
Mo. Time Source Destination  Protocol  Info _ _ 5 o
6079 121.946662 Server Client TCP 3260-34356 [ACK] 5eq=71983377 Ack=191109997 Win=24576 Len=0 ;E/\\\ETVT(JR Eq

6085 122.346677 server Client TCP 3260-34356 [ACK] 5eq=71983425 Ack=191202769 win=24576 Len=0
6099 122.746720 sServer Client TCP 3260-34356 [ACK] 5eq=71983425 Ack=191264617 Win=24576 Len=0
6221 124.946945 sServer Client TCP 3260-34356 [ACK] 5eq=102185617 Ack=197965957 wWin=24576 Len=0
6226 125.347023 server Client TCP 3260-34356 [ACK] 5eq=102185617 Ack=197994989 Win=24576 Len=0
6257 125.747026 sServer Client TCP 3260-34356 [ACK] 5eq=102186049 Ack=198074809 win=24576 Len=0
6273 126.547094 server Client TCP 3260-34356 [ACK] 5eq=102186049 Ack=198144457 win=24576 Len=0 2 /‘

& 5

X SCEFT AR, SR SR A . Al TR A2
HREZE, FTLMRZH P AR AL SEHA, Mi—HEE. H Wireshark T4~
WEEE, RaJREITHFHEE, Waf LIFIRE RGKIE T ERER .

T4t X< R wanlebing(15520495153) 5 EEARKY



SEXEFRNIR
HigE

= riEEH

TR

S TRJEA LN TOP = YR RS , MR BI7E S R X b R b LK T
2 B RO N BB A, RS — R,

FATEIE TCP FEiE N =R ok Erid sz, REwE 1R,

TCP=RIETF

& i g
1

M Wireshark -7 2R T FEAUE Kl 2 XFERT, /R7T AT Seq 5 F1 Ack 5
RANE 1, BREGFEIE.

MNe.  Time Source Destination Protocol Info
1 0.000000 client server TCP 54395-8888 |[S¥YN]| Seg=2771496961) win=65535 Len=0 M55=
2 0.007812 server Client TCP BBBE~54395 |[SyN, ACK] Seq=3290646529 Ack=2771496962|
3 0.007812 Client server TCP 54395~8888 |[ACK] Seq=2771496962 Ack=3290646530|win=1

& 2

I XY BHERKE, BEREARALL, JTHE T E XS S EnEEs
HEF . T2 Wireshark $24t 7 —ANZhg——3 Seq F1 Ack FIWIGE AR E AL 0, BIH

Bt XS R wanlebing(15520495153) £ &R



CHIAHAE” SRACE “E 7. FRATTATLALE Edit> Preferences—> Protocol s> TCP 3 i
1z | Relative Sequence Numbers ki H'E. B E, Bl 2 AR mE 3
FE, RAEHERTIRE?

Mo, Time Source Destination  Protocol Info
1 0.000000 Client server TCP 54395-8888 [[SYN] Seq=g Win=65535 Len=0
2  0.007812 Server Client TCP 8888-54395 |[SYN, ACK] Seg=0 Ack=1] Win=6
3 0.007812 Client server TCP 54395-8888 |[ACK] Seg=l Ack=1|win=139264

& 3

FRIIEEFH 2 —H8), KMBEFALSEANE, REERERTEEFE—
LERTTHY. HIATEE TCP e S AR, feka 2 R 5 20t /& FH Wireshark
Kortr. MBUAZRRERIRE AT, HRIRWEMAT, EUnRINE 55
K e BTy 1o RIS, BT RIG—BrPIRSER, BEapdE4,
BoEW 7. PR IE IR IE St a] DUE AL K 2 BRI T

FiAN 1: (tepflagsreset ==1) & & (tcp.seq==1)

MEH LA, B REEIER Seq 5N 1, HEH Reset b, T 51EF
J5%. 1H7E A ] Relative Sequence Numbers (K5I T, IX A4 R - 48 il Rl ot
AL T, SRaE 4 B Nk R R AL T g AL, 7 S Follow TCP
Stream #fi 7] DAE RO A AR o ok, LI 5o iR T 2 I S5 TR T 45 2
BALEN T 80 3 1, MBS 1% i 188 18 3K

Filter: | (tcp flags.reset == 1) &8 (tcp.seq ==1) D Expression... Clear Apply Save
Mo,  Time Source Destination Protocol Info
26 1.734347 server client TCP 80-60173 [RST, ACK] seg=l """ - -

Mark Packet (toggle)
Ignore Packet (toggle)
(O Set Time Reference (toggle)
@ Time Shift...
Edit Packet

i#1 Packet Comment...
Manually Resolve Address

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize Conversation
SCTP
I Follow TCP Stream I

- v v v v

& 4

T4t X< R wanlebing(15520495153) 5 EEARKY
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= EFH

NEDIR

24

Filter: | tcp.stream eq5 IZIExpression... Clear Apply Save

Mo, Time Source Destination Protocol Info
25 1.734177 Client Server TCP 60173-80 [SYN] Seg=0 Win=5840 Len=0 M55=1460
26 1.734347 server Client TCP 80-60173 [R5T, ACK] Seq=1l Ack=1l win=0 Len=0
5

FIER 2: (tcp.flags.syn == 1) & & (tcp.analysis.retransmission)

XL AT LA g8 AL R TFE R, — /METE R A=A, AT
& BRI 7 B R, B X7 IR MBI R R T o XA EARRHIE IR RIS I8,
SR 6 s 3ok i g i) A, P Follow TCP Stream #i ] AE
KGR RoR ok, WA 7. BREBEFRMIRERZ ZQ, BrURSa A 214E
TR

Filter: | (tcp.flags.syn == 1) && (tcp.analysis.retransmission) |2|Expression... Clear Apply Save

Mo, Time Source Destinaticn Protocol Info

847 28.921799 cClient server TCP [TCP Retransmission] 38957-5040 [SYN] Seq=0 wWin<
1020 34.937546 Client Server TCP [TCP Retransmission] 38957-5040 Fevml com—n e

Mark Packet (toggle)

Ignore Packet (toggle
(&) Set Time Reference (t
© Time Shift...

Edit Packet
i Packet Comnment...

Manually Resclve Add

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize Conversation

SCTP
Follow TCP Stream
6
Filter: | tcp.stream eql IZIExpression... Clear Apply Save
No.  Time Source Destination Protocol Info
765 25.914925 client server TCP 38957-5040 [SYN] Seq=0 Win=14480 Len=0 M55=1460 SACK_
847 28.921799 cClient server TCP [TCP Retransmission] 38957-5040 [S¥YN] Seq=0 wWin=14480
1020 34.937546 Client server TCP [TCP Retransmission] 38957-5040 [SYN] Seq=0 win=14480
7

EPAFIEAAR A, A E R AR E M RA R KIS T2 57— My, HlfE
A m R IR T At A B [ e ? 155 8 K 8 Fras iR o

T4t X< R wanlebing(15520495153) 5 EEARKY



TCP = K4 F 5

m
)

TCP=IR4EF KM

)

Lk
o 5
8

Hi 55 45

i Ji 55 45 &P

&8

FIFEREF RN, AERER M mk HEE T, AERUZRSERENEE
1o AR EREEEWREAF R BRI, B AmA—F. mMRIAERR
inile, BEXAMELHEREERMGRE ), SFaERBLE L,

UsEdE TR MUGHEE B TS, BATH RS AEFA M 2 m . Hos 4
() TARITA TR 5038, K DDoS (Distributed Denial of Service, 4375 2 4E 44 Ik
W) SR R SR OB . DDoS FIFE R R Z Rl Hodr 4T it 2 2
T =BT SYN flood, HJFE R MK E FHLKIE SYN WRE RS, Fd
BEHE ST TCP 4. 1X28 SYN 1K ] Be & A Rk, By LUR 55 4 i 5. J5 7K 3zt
WCAE] Ack, 2> half-open IR TCP &S, T4 TCPEREA & W FE
—EMREGIR, WMPRLEHEEMEE, EERERE, RS RN TR
Wekee, HEIERIH Ui a4 .

Wireshark A LL#2 Sy R L SYN flood. A —FT F AR B 7, W& 9 fr
TNy B RRBRAR 2 SYN. RN EARZ, 5SS Analyze>Expert Info->Chats
SEEL, AILLEF SYN R ES .

Mo.  Time Source Destination Protocol Info
1 0.000000000 Hacker victim TCP 53539-80 [s5¥YN] Seq=0 wWin=8192 Len=0 M55=1460
2 0.000683000 Hacker victim TCP 53540-80 [S¥YN] Seq=0 Win=8192 Len=0 M55=1460
3 0.001154000 Hacker victim TCP 5354180 [s¥N] Seq=0 win=8192 Len=0 M55=1460
4  0.001643000 Hacker victim TCP 53542+80 [SYN] sSeq=0 win=8192 Len=0 M55=1460
5 0.002109000 Hacker victim TCP 53543-80 [SYN] Seq=0 Win=8192 Len=0 M55=1460
6 0.002559000 Hacker victim TCP 53544-80 [s5YN] Seq=0 win=8192 Len=0 M55=1460
7 0.003006000 Hacker victim TCP 53545-80 [S¥YN] Seq=0 Win=8192 Len=0 M55=1460
8§ 0.003458000 Hacker victim TCP 53546-80 [sYN] Seq=0 win=8192 Len=0 M55=1460
9 0.003930000 Hacker victim TCP 53547+80 [SYN] sSeq=0 win=8192 Len=0 M55=1460
10 0.004387000 Hacker victim TCP 5354880 [SYN] Seq=0 Win=8192 Len=0 M55=1460
11 0.004839000 Hacker victim TCP 53549+80 [SYN] Seq=0 win=8192 Len=0 M55=1460
12 0.005317000 Hacker victim TCP 53550-80 [5YN] Seq=0 Win=8192 Len=0 M55=1480
13 0.005790000 Hacker victim TCP 53551-80 [s¥N] Seq=0 win=8192 Len=0 M55=1460
14 0.006253000 Hacker victim TCP 53552+80 [5YN] Seq=0 Win=8192 Len=0 M55=1460
15 0.006705000 Hacker victim TCP 53553-80 [s¥N] Seq=0 win=8192 Len=0 M55=1460
16 0.007177000 Hacker victim TCP 53554+80 [s¥N] Seq=0 wWin=8192 Len=0 M55=146&0

& 9
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20

FATAT LA SYN flood F 1 TCP MMM I Btk i, A IMEW LARTE, 217615
RER. BEITE RN A H A2 EEDEKE? FRARSZ, Hdfg—5%ian] UE
Wireshark & Huiifid . AT T T AR KR 25 B, SR AR
BICF K. ME 10 AR, SRR T ROARZE, bl Reset (RST)
TREZHIRETFER. WIRA B LT RST RN, thinm 2K TTL A
|dentification, tHVFILREHIMH TR RN BTG VL L TCP EFAHZ KM . AP
AWM a2, LA I T .

Mo,  Time Source Destination Protocol Info

24 0.010905000 Hacker Fake_Medicine_Store TCP 53562+80 [SYN] Seq=0 Win=8192 Len=0 M55=1460
25 0.011374000 Hacker Fake_medicine_store TCP 53563-80 [SYN] seg=0 win=8192 Len=0 Mss=1460
26 0.011828000 Hacker Fake_wmedicine_Store TCP 53564-80 [SYN] Seq=0 wWin=8192 Len=0 M55=1460
27 0.012282000 Hacker Fake_Medicine_Store TCP 93565+80 [SYN] 52g=0 wWin=8192 Len=0 M55=1460
28 0.012767000 Hacker Fake_wmedicine_store TCP 53566-80 [SYN] sSeg=0 win=8192 Len=0 MSS=1460
29 0.013346000 Hacker Fake_Medicine_Store TCP 53567-+80 [SYN] Seq=0 Win=8192 Len=0 M55=1460
30 0.013803000 Hacker Fake_medicine_store TCP 53568-80 [SYN] Seg=0 win=8192 Len=0 MSS=1460
31 0.014260000 Hacker Fake_Medicine_Store TCP 53569-80 [SYN] Seq=0 win=8192 Len=0 M55=1460
277 0.086529000 Fake Medicine_store Hacker TCP 80-53542 [RST] Seg=l Win=0 Len=0

278 0.086567000 Fake_Medicine_store Hacker TCP 80-53542 [RST] Seg=1 win=0 Len=0

279 0.086603000 Fake_Medicine_store Hacker TCP 80-53542 [RST] Seg=1 Win=0 Len=0

280 0.086638000 Fake medicine_store Hacker TCP 80-53542 [RST] seg=1 win=0 Len=0

281 0.086674000 Fake_Medicine_store Hacker TCP 80-53542 [RST] Seg=1 win=0 Len=0

282 0.086710000 Fake Medicine_store Hacker TCP 80-53542 [RST] Seg=l Win=0 Len=0

283 0.086746000 Fake_Medicine_store Hacker TCP 80-53542 [RST] Seg=1 win=0 Len=0

284 0.086781000 Fake_Medicine_store Hacker TCP 80-53542 [RST] Seg=1 Win=0 Len=0

285 0.086818000 Fake_medicine_store Hacker TCP 80-53542 [RST] seg=1 win=0 Len=0

286 0.087481000 Fake_Medicine_store Hacker TCP 80-53543 [RST] Seg=1 win=0 Len=0

287 0.087545000 Fake Medicine_store Hacker TCP 80-53543 [RST] Seg=1 Win=0 Len=0

10
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#wiziEn TCP

] A+
XA ] /8t

N—BRRREM B S, wURMER SR 1 IR IR 2 K15 R (5 2

NG R, AL TCP AR H £ 2 J5 WA B BN L) Ack, HAF E A2~
RiERIRZUF 7T, AR RFC L& BX#HMME, AftA
MIEBERIZ AR EY Ack BB ? JERA RS, 18250 F 2 M b A& H &
1, BEME TR HTTPIE R A £, wli—2 W —A HTTP R (WK 1),
BRI MERE R T TCP b HSAIE HTTP, 46K 2408 H E SR

XA — B AR T 5

:h\ﬁlﬂ-% Ju'f:f'&_

243 0.632784000 web_server Client
245 4.956797000 cClient web_server
687 6.202698000 web_server Client

Filter: | http
Mo, Time Source Destination
4 0.006080000 Client web_server

|2|Expre;swon.‘. Clear Apply Save

Protocol Info

HTTP GET /woriginal/70398db5jwlepzpi0g292j20xcl8gdos.

HTTP HTTP/1.1 200 oK (JPEG JFIF image)
HTTP  GET /large/70398db5jwlepzpi0g292j20xcl8gdos. jpg
HTTP HTTP/1.1 200 ok (JPEG JFIF image)

TCP SRt m] DR X Fh 75 5,

& 1

B E. BERNIRAEXEBRLATAE
RIsk, MEREAREE—H, BEREG AT RIR—LEBA I LIET Ack
—Ro BT Ack IR, AFKIRIERGA AFIIWE, tind s =

2 S B R AL Ack — Kk, LA 2,

rH ) Linux

Mo,
34
35
36
37
38
39
40
41
42

Time

15.
15.
15.
15.
15.
15.
15.
15.
15.

404708
404939
404948
404957
405187
405193
405197
405438
405445

Source Destination
server Linux_client
Server Linux_Client
Linux_Client server
server Linux_client
Server Linux_Client
Linux_cClient server
server Linux_client
Server Linux_Client

Linux_client server

Protocol Info

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

[Continuation to #16] 2049-703 [ACK] 5eq=18549 Ack=873
[Continuation to #16] 2049-703 [ACK] 5eq=19997 Ack=873
703-2049 [ACK] Seq=873 ack=21445 win=1567 Len=0 Tsval=|
[Continuation to #16] 2049-703 [ACK] Seq=21445 Ack=873
[Continuation to #16] 2049-703 [ACK] 5eq=22893 Ack=873
703-2049 [ack] Seq=873 Ack=24341 win=1748 Len=0 Tsval=|
[Continuation to #16] 2049-703 [ACK] Seq=24341 Ack=873
[Continuation to #16] 2049-703 [ACK] 5eq=25789 Ack=873
703-2049 [Ack] Seq=873 Ack=27237 win=1929 Len=0 Tsval=|

&2

1M Windows % 5 IS 2, BaLF 2 A4 Ack —k, WK 31197 S,

FHEHKER w

wanlebing(15520495153) £= EERIY

HixHig

HIRMERY
TCP

2/



HixHEin

HIRER
TCP

28

MNo.  Time Source Destination Protocol Info

86 2.998921 serwver windows_client TCP [continuation to #73] 445-64944 [ack] Seq=49993 ack=1964
87 2.998922 server windows_client TCP [continuation to #73] 445-64944 [ACK] Seq=51421 ack=1964
&8 2.998924 server windows_client TCP [continuation to #73] 445-64944 [ack] Seq=52849 ack=1964
89 2.998926 server windows_client TCP [continuation to #73] 445-64944 [ack] Seq=54277 ack=1964
90 2.998927 server windows_client TCP [continuation to #73] 445-64944 [ack] Seq=55705 ack=1964
91 2.998929 Server wWindows_Client TCP [Continuation to #73] 445-64944 [ACK] Seq=57133 Ack=1964
92 2.998930 Server wWindows_Client TCP [Continuation to #73] 445-64944 [ACK] Seq=38501 Ack=1964
93 2.998932 Server wWindows_Client TCP [Continuation to #73] 445-64944 [ACK] Seq=39989 Ack=1964
94 2,998933 Server wWindows_Client TCP [Continuation to #73] 445-64944 [ACK] Seq=61417 Ack=1964
95 2.998943 Server wWindows_Client TCP [Continuation to #73] 445-64944 [ACK] Seq=62845 Ack=1964
96 2.998944 Server wWindows_Client TCP [Continuation to #73] 445-64944 [ACK] Seq=64273 Ack=1964
97 2.998960 windows_Client Server TCP 64944-445 [ACK] 5eq=2027 Ack=65701 win=256 Len=0

& 3

KPR AR IER B, H Linux XHREE “RF R —al, Byl Ack
WHERER . HCER S TR BRK SR, AMICEAEFZMNNET .
AL FHUIRAE R ZHESIEN), s A i a7, aE
fE— gl WL E AU R TICE] MRS Ack [, A8 2IIX BB AL AE R I
K 4 2 RAERIE EFTOT— ke BN P AR R, VR XS R 20 Ack,
AN 93 40 TR

Mo, Time Source Destination Protocol Info
47 0.571283000 Client web_server TCP 51030-8B0 [ACK] Seq=2298005100 Ack=50025943 Win=45440 Len=0
48 0.571453000 Client web_server TCP 51030-+80 [ACK] 5eq=2298005100 Ack=50027343 Win=48256 Len=0
49 0.571653000 Client web_server TCP 51030-B0 [ACK] 5eq=2298005100 Ack=50028743 wWin=51072 Len=0
50 0.573684000 cClient web_server TCP 51030-80 [ACK] Seq=2298005100 Ack=50030143 win=53888 Len=0
51 0.573906000 client web_server TCP 51030-80 [aCk] Seq=2298005100 Ack=50031543 win=56704 Len=0
52 0.574070000 Client wWeb_server TCP 51030-80 [ACK] Seq=2298005100 Ack=50032943 Win=59520 Len=0
53 0.574228000 Client web_server TCP 51030-+80 [ACK] 5eq=2298005100 Ack=50034343 wWin=62208 Len=0
54 0.574401000 client web_server TCP 51030-80 [AcCK] Seq=2298005100 Ack=50035743 win=65024 Len=0
55 0.574572000 cClient web_server TCP 51030-80 [ACK] Seq=2298005100 Ack=50037143 win=67840 Len=0
56 0.574730000 client web_server TCP 51030-80 [aCk] Seq=2298005100 Ack=50038543 win=70656 Len=0
57 0.574885000 Client wWeb_server TCP 51030-B0 [ACK] Seq=2298005100 Ack=50039943 Win=73472 Len=0
4

WIFLUE A T mlite, RELUENER. MREAERXABES
e, HREWR “MBESREE.

BESRFE 7 AR — B U BB AN HEE Ack, B 3% 75 78 4 KniE R s 4, B ARV
FANLf) Ack, HELSZOZEIR TWR? 10, Ack 2 BRUMK, BlRE&T “4F
bz AT Rl i ®)” rEE, i 3 g 97 S Ack=65701 AU
FoRIE T 96 54 (H Seq+Len=64273+1428=65701), i H.H% 7~ 2 Al i oAb f0,
WAH] T Pk 86~95 T EARE A R 10 Ack, HKIATT MIEENIHEE
WkILT

F—A%F TCP BT Z RN A1 UDP H% . AR DHEARANGINA TCP B R
1€, EAEEEESEFEZTIERERBIN (Ack). T UDP LEMIA, EigE

T4t X< R wanlebing(15520495153) 5 EEARKY



MEMEE, MRS T . FLAAMII? KSR TCP ALHHLHI )™ 5 1%
fi o FATTAT MBS — N7 5ok TCP HY TAE 730 A RHL BT E N A Hiisft B
o AR A — B A oRIS s, S bt R — Ak ml i (RREAH 24 T TCP
7 Ack ), BERFASHARAR, X TCP RIRME T seth th B IX AN . EAnRAEATE
THHTSE N R BRI AR, Rk DR LIS, BMERACR S . TCP
KL DR E A TIRENSE, REFORBX, TCP WA IR ZEIREE
B R MRR AN BT AR BRI A TR AE /I 2 38, TCP it
B XA A = 0L

48R TCP Hfy St A R A £ 3R B 1] T PR R R BT A, LU T e A i /N B 540 11
WS ARBETE LAMEIRET A SE /N, ENEAMED: 3 IRIETF-FI 4 RIEF I
P8, DNS B & XM, HAl HTTP AR/ TCPER: |, Frilthss
(K28 TCP 1 — kK48 F 3 N L858 . /R o] Be W Ui i Google & A i QUIC(Quick UDP
Internet Connection) i, B2 RN T HFE TCP IILEIR I i1 AR E o 7Lk
QU T LA TCP [5e4exdF, HHITTE Google {1t F 2] DUAH T .

T4t X< R wanlebing(15520495153) 5 EEARKY
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R HAIMSSiTRE
HigEi

A

o) £ [0 B

30

FBRBE=AR .

RABVFRRAS BRI RS, AR 2 KM ER S Bt (v, FRAEAEE)

WsE

HIH XN . X AFREWR—DPERE A, WM AIX &0 il 21
Windows #2218, A7 1MB/s, ST HIITGE SFTP. BAIEE — R NLE
AL, SRIEIRIR Wireshark 1 1ERE =R 75

1. M Statistics > Summary 5. A] L, P E R 11 Mbit/s, FI#f R 1 MB/s

m, LA 1.

r -
; - -_ - T A —— - =

M Wireshark: Summary m— - - l ]
Traffic 1 Captured 4 Displayed 4 Displayed % 4 Marked 4 Marked % 4
Packets 904 813 89.934% 0.000%
Between first and last packet 0812 sec 0812 sec
Avyg. packets/sec 1112.723 1000.713
Avg, packet size 1238 bytes 1371 bytes
Bytes 1119304 1114366 99.559% 0.000%
Avg. bytes/sec 1377738740 1371660.611
Aovg. MBit/sec 11.022 10973 =
T

1

2. M Analyze >Expert Infos S HE, MZLRGLEFRESE. EER 2, E—A
Warnings Al Notes #7545 . IXFERIIIEREE 4 222

FE1 X4 R wanlebing(15520495153) E5 BEEERIY



F Y
- . - - T - =Nl ﬂ
‘ Wireshark: 0 Expert Infos - -

|Errors:0 (0) | Warnings: 0 (0) | Notes: 0(0) |Chats: 0 (0) |Detai|s:ﬂ |Packet Comments: 0 |

Group 1 Protocol 1 Surmmary

HixHig

I [ | 3

S HE
[T Lirnit to display filter H§~I/\E/]

p—
‘ - P 31

3. JEE AN AIX KAE Windows 6L, 4485 it Statistics> TCP StreamGraph
- TCP Sequence Graph (Stevens) ¢, MK 3F I, X 60 #rhHdf 4 4
SR, B TCP Zero Window 5% AEHL S 801 E 15

Sequence
number[E] Time/Sequence Graph (Stevens)

60000000 —
| 50000000 —|

40000000 —
|
| 4
l
| 30000000 —
Il
| 4
l
| 20000000 —|
|
l
| 4
|
l N
[ 10000000 —|
| 4

LA L Y O O A B O
5 10 15 20 25 30 35 40 45 50 55 60
Time[s]
&3

W=7, RATAREE 510, SoRmmtraREe, EUE
Wireshark 77 ({170 #r THARAHAARA R A, X ABVFREWRA R U E 2% 1, T
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HixHEin

B 2B
o) £ [0 B

37

R B Ri%T7 b FEGF Wireshark TMBREL BLMLE ERYE)E, thag kAR
BEAMEERN—LEE, RRFE—LERITRLHR.

R R 2 2 AL AILX #6473 £ Windows (1], BT AR 4 SFTP(SSH File Transfer
Protocol) ik, Bt ENIZE BIRZ HEIFEE T A AIX 2] Windows
ot b nTRHE 4 K, M AIX 3] Windows LB R 28, (HEIEZ /D
B IE] . BT A Windows | AIX /M (533 Fil 535) Z (A 5ashk& T 0.2 Fb. #%
W RAEBA LI B IR RS, YA E MR ZE I R Rt et b 7. R
AR AR R 4R R, 5 A EE AR ]

Filter: | ssh |Z|Expression... Clear Apply  Save
Mao. Time Source Destination  Protocol Info

524 0.411714000 AIX windows  SSH Server: Encrypted packet (Ten=1460)
525 0.411714000 AIX windows  S5H server: Encrypted packet (len=1460)
526 0.411714000 AIX windows  SSH server: Encrypted packet (len=940)
527 0.411715000 AIX wWindows  S5H Server: Encrypted packet (Ten=1460)
529 0.411836000 AIX windows  S5H server: Encrypted packet (len=1460)
530 0.411837000 AIX windows  55H server: Encrypted packet (len=1460)
531 0.41183B000 AIX windows  S5H Server: Encrypted packet (len=756)
533 0.412387000 windows AIX SSH client: Encrypted packet (len=96)

535 0.606583000 windows AIX SSH client: Encrypted packet (len=656)

536 0.606780000 AIX windows  SSH server: Encrypted packet (len=1460)
537 0.606856000 AIX wWindows  S5H Server: Encrypted packet (Ten=1460)
538 0.606858000 AIX windows  S5H server: Encrypted packet (len=232)

540 0.606985000 AIX windows  55H server: Encrypted packet (len=1460)
541  0.606987000 AIX windows  S5H Server: Encrypted packet (len=1460)
542 0.606987000 AIX windows  S5H server: Encrypted packet (len=1460)
543 0.606988000 AIX windows  S5H server: Encrypted packet (len=1460)
544  0.606989000 AIX wWindows  S5H Server: Encrypted packet (len=1460)

&4

WX 02F Z B AR A T A ale? AT IEFM 25152 T B 5 FR
(60 . 1] W, Windows &t 533 50 2 Ja % k4, BEF 0.2 F2 J5 AIX ] Ack
(534 54) Bk T4 K 535 5. Windows 15 KR E A AW ? XM
ML HE GBI R T 700 £ 775 (96+656) HIKIE, HEASRIEN TCP & 1%
LR PTEL.

T4t X< R wanlebing(15520495153) 5 EEARKY



Filter: |z|Expression‘.. Clear Apply Save
Mo. Time Source Destination Protocol Info
530 0.411837000 AIX windows 55H Server: Encrypted packet (len=1460)
531 0.411838000 AIX windows 55H server: Encrypted packet (len=756)
532 0.411851000 windows AIX TCP 59140-22 [ACK] Seq=2641 Ack=631713 Win=064240 Len=0
533 0.412387000 windows AIX 55H client: Encrypted packet (len=96)
534 0.6065344000 AIX windows TCP 22-+59140 [ACK] 5eq=631713 Ack=2737 win=65535 Len=0
535 0.606583000 windows AIX 55H client: Encrypted packet (len=656)
536 0.606780000 AIX windows 55H Server: Encrypted packet (len=1460)
537 0.606856000 AIX windows 55H Server: Encrypted packet (len=1460)
5

WHRIRIE AL TCP #hil, FIREC 43 T BEETOLLEAAE (Silly window
syndrome) FIZhtE (Nagle) BiE. fEIELEM T, R ZEL#8%S TCP EEdE
IR/, HnfE SSH & i A — ol FEFT 70, JL P RIENF LSS TCP JZ
(o A HANIX 4 /0 BB B 2N EEFE B 20 F717 IP k420 7745 TCP 2k, SR HIR T IW,
KRG K% T B E OLREE, i “/MVa#” (small packet problem).
N T RIS, SR T — AR, RIRR R E AR L0 U7 AR IA R X
FER:

if B s E ORIk
if =i MSS (RI—A~ TCP QLR y 1 s R &)
SLRP R %
dse
if ZAI&HEHBIRERFIA
EFBIRE TR, E1 NSS FMIARIEF XX
else
SRR IE
end if
end if
end if

5 FTus PR LA L /2 /NVEL I . Windows K T 533 ‘Sl Ja, ARRiZAL
HIAcik 535 1, {HAE T 535 # MHE &/ T MSS, 2AMMY, il Nagle 5
2 A 074 3 533 il (EICE 534) A REAE K. X —55ml2 0.2 %0, Prilikae
SR T ORMEEERZ M A4 AIX EEERAAA TIANE? KINE R FIEIR I T
AT ZHABH) (KT VMware [I3CE ).

Nagle MIERMHINA B #OBA [, (H— BRIt mPERE. MR IR R

FH1t R4S R wanlebing(15520495153) = BEERRIY

HixHig

2 HAY

W ZE ()RR
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HixHEin

A

o) £ [0 B

34

B, B ZE Windows 3¢ Nagle 5325, EALE AIX ERZERIN. XA
AERE TRIE, MERESLEVIRTE T 20 fi%.

WRIR BB, HFEEEREIE 3F W8l —BEAR L dmid F2 rh S A2
5 0.2 7, A4 E 3 BRBEEEMARAE? XEF MBI AKT, A
60 #b, FrLL 0.2 B trE B EEA K. B REBH i — ki, H
M Statistics > TCP StreamGraph->TCP Sequence Graph (Stevens) 2., {RitfHE
FHIE 6 LR, 0.2 RSl R g T .

number[B] Time/Sequence Graph (Stevens)

1000000 —
900000 —
800000 —
700000 —
600000 —
500000 —
400000 —|
300000 —|
200000 —

100000 —

005 010 015 0.20 0.25 030 035 040 045 0.50 0.55 0.60 065 070 075 080

Time[s]

& 6

YL, R ERAEA ST T Nagle FUIEEHN & AEEE, AR
A NUEEEIE 2 FAG MK 2 5052 538 HB A KX R, DA %A 2 BT L,
ol — B2 . REARZL T Wireshark, & KBIA T . ARG R Z,
RAWHEAR R Suart R Guh ) if s — AN g i, SCEREM A A
8% | http://www.stuartcheshire.org/papers/nagledel ayedack/. i 781X 55 3 2 f
PGB R T A, RAERIX 120 R —#

T4t X< R wanlebing(15520495153) 5 EEARKY



“IX 2 BRI AR BRI ? KIEE T
R SRR, SR
SEEin
RN oHE, MERIGER SIHE.”
AR
PRI £ () ER

35

Bt XS R wanlebing(15520495153) £ &R



HixHEin

AHAET
BF?

36

ALETRF?

— A I A S AR AR R, RA R BT T R SR e R HE T
M AEUR B R RIS, BRSO, a2 5, FRATHE
RIAGRUNR : AR 2 —FE RN, AIALAEFER, B ME S M
EE, AP (usen JETHT MY (group). X FHUA R A TR
NFS iR 25 a5 iF, KIL T — MR, B LSO B o vr 5 P 2405 1)
), ERBETZAMHPEVIRAT . N7 EFEEMSITEADNUER, RELKE
FEIE T — A A FE PR 5T R S B ]

1. 7£ Linux 2 P om e 7 —NIHEAIK 5 Y linpeiman,  FF# H oA 2] 20 4~ H
P, il 1 R

r
@ linpeiman@shifmli~/grouptest _ x E@lﬂ
[linpeiman@=zhifml grouptest]$ groups -
groupl groupd group3 groupd groups groupfé group’ groupf group9
groupld groupll grouplZ groupl3 groupld grouplS grouplé group
17 groupls groupl? group20 |:|
[linpeiman@shifml grouptest]$

E1

2. FEIA NFS g5 & LIS H 38 % w2,
E® root@shifml/home/linpeiman/grouptest R JE— El&lﬂ

[root@shifm]l ~]# mount 10.32.106.45:/grouptest /Shome/linpeiman/grouptest 4
[root@shifml ~]# cd /fhome/linpeiman/grouptest/
[root@shifm]l grouptest]# -

&2

3. H root kSRS HEHIE T 20 N IMRRSCrE, AR EATIEA 7
Bega 55— DR BRI 20 N, IRISBURFABOY 070 CGRos I A
AEAEVIRAR), WK 3. ik EIK'S linpeiman J& 11X 20 M4,

Bt XS R wanlebing(15520495153) £ &R



BT EARZAZ XTI 20 AN SCAFEAT U IR AR .

-
£ linpeiman@shifm1: -fgmuptest_ @_u
[linpeiman@shifm]l grouptest]# 13 -1lhtr
total 8.0K
————IrwWx——— 1 root groupl O Cct 13 21:01 1
————IWX—--- 1 root groupZ 0 Cct 13 21:01 =
————rwWx—-—-—- 1 root group3 0 Cct 13 21:02 =
————rwWx—--- 1 root group4 0 Cct 13 21:02 4

Jl-——--rwx--- 1 root groupS O Oct 13 21:02 =
————rwWx——— 1 root groupté 0O Cct 13 21:02 & i

|————-rwx——— 1 root group7 0 Cct 13 21:02 7
————rwWx——— 1 root group8 0 Cct 13 21:02 =

l--—-xrwx-—-- 1 root group® O Cct 13 21:02 2 I
————rwWx—--—- 1 root groupld 0 Oct 13 21:02 1C

l--—-rwx--—- 1 root groupll 0 Cct 13 21:02 11

I————wa——— 1 root groupl2 0 Oct 13 21:02 12
————IrwWx——-— 1 root groupl3 0 Cct 13 21:02 1-:

|l———-rwx——— 1 root groupld4 0 Cct 13 21:02 14
————IrwWx——— 1 root grouplS 0 Cct 13 21:02 15

l|-———rwx—--— 1 root grouplé O Oct 13 21:02 &

————rwWx——— 1 root grouplT 0 Oct 13 21:02 17

l————rwx——— 1 root groupls® 0 Oct 13 21:02 18
————rwWx--- 1 root groupl® 0 Oct 13 21:02 19

I————wa——— 1 root group2d 5 Cct 13 21:19 20 []

i [linpeiman@shifml grouptest]$ -

——d

& 3

4. HKS linpeiman iZ—4TJF (cat) X, KRILAT 16 NEA RS, H
TG 4 DHIEE T Permission denied 5%, WK 4 Fion. XAMER LT

& linpeiman A& 15 4 AN AL

[11npe1man@3h1fm1 grouptest]$ 13 —thr

[11npe1man@3h1fm1 grouptest]$ for EACH in "seqg 1 20°; do cat $EACH: done
cat: 17: Permission denied
cat: 18: Permission denied
cat: 19: Permission denied
cat: 20: Permission denied

[linpeimanf@shifml grouptestc]$

= — 3 = e e e soe e e S

4

1 [l

LN LR RSN PR FECE, o

Bt XS R wanlebing(15520495153) £ &R
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HixHEin

AHAET
BF7?

33

PEATTLLT R ? A T LRSI AR —FEAE R, Rl — 28 A 75 20k

e

PIAE— DA H AR T 20 D30, FHHERIR BRI = H 3 B —
B GERKIUEE— N SCHRETRT LOBAT I, WK 5.

groupl
group2
group3
group4
groups
groupé
group?
groupd
group?
grouplO
groupll
groupl?
groupl3
grouplsd
groupls
grouplé
groupl?7
grouplg
groupl?
group20
locall$
locall

r
@ linpeiman@shifm1:~/local
[linpeiman@shifml locall$
total 0
—-——-rwx-—-- 1 root
—-——-rwx-—-- 1 root
—-——-rwx--- 1 root
———-rwx—-—- 1 root
—-——-rwx-—-- 1 root
—-——-rwx--- 1 root
———=rwx--- 1 root
—-——-rwx-—-- 1 root
—-——-rwx--- 1 root
———=rwx--- 1 root
—-——-rwx-—-- 1 root
—-——-rwx-—-- 1 root
—-——-rwx--- 1 root
———-rwx—-—- 1 root
—-——-rwx-—-- 1 root
—-——-rwx--- 1 root
———=rwx--- 1 root
—-——-rwx-—-- 1 root
—-——-rwx--- 1 root
———=rwx--- 1 root
[linpeiman@shifml
[linpeiman@shifml

k.

1z -1htr

Oct
dct
Oct
Oct
Oct
Oct
Cct
Oct
Cct
Cct
Oct
dct
Oct
Oct
Oct
Oct
Cct
Oct
Oct
Cct

HOOoOODOOoOoODOoOOoOoOoDODOoOoDoOoDoOoooDoooo

14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14
14

or EACH

16:
16:
1a:
16:
16:
1&:
16:
16:
16:
16:
16:
16:
1a:
16:
16:
1&:
16:
16:
1&:
16:

in

B3 OPR3 PSR ORI PR ORI ORI ORI PRI ORI ORI ORI ORI RX ORI ORI R BRI ORI
k3 R3 RS R3 RS RS ORI RS RS RS R RS RS ORI RY RS ORI RS R OR)

*seq 1 20°; do cat SEACH: done A

& 5

R IR A SCAF R 4 10, AL U8 B 1) AR FT B AR AR 55 4% Lo i ELAR S A 4 B
JAHIUEE, FERATTSE S0 T NFS 55 4% L SEAAF AR AN I, ANJniE RS
LEIR . B VIR R EE CHOIH” T, RAEV IR LSRRI T A 2%

TR

1. BSR4 72 Permission denied, FRatH T Ctrl+F #7475 “denied”, I,

Kl 6.

T4t X< R wanlebing(15520495153) 5 EEARKY



-
‘ Wireshark: Find Packet

= !!!!E;S!!!!

Find

By: () Display filter ) Hexwalue @ String

Filter: | | denied|
Search In String Options Diirection
@ Packet list [] Case sensitive @ Up
(71 Packet details | | Character width: @ Down
() Packet bytes || |Marrow & wide IZI

& 6

2. XN B T RS AR B 375 S (ILE 7, e 7
I ) o AN L IE A B A 202 B B, BISR B %7 im i 374 5L,
MK 7 I AT L RPC (Remote Procedure Call) 2 R4 16 4~ Group 1D %

RS A%, AR 20 4

No.  Time Source Destination Protocol Info
374 4.005940 Client Server NFS V3 ACCESS €all (Reply In 375), FH: 0xc27dde52
375 4.006402 server Client NFS V3 ACCESS Reply (c€all In 3?4),|[Access Denied:lRD MD XT XE]

[Check: RD MD XT XE]

| n

S| Remote Procedure Call| Type:Call XID:0x60clc2ca

@ Fragment header: Last fragment, 172 bytes

XID: Ox60clc2ca (1623311050)
Message Type: Call (0)
RPC Version: 2
Program: NFS (100003)
Program Version: 3
Procedure: ACCESS (4)
[The reply to this request is in frame 375]
Credentials
Flavor : AUTH_UNIX (1)
Length: 92
Stamp: Ox0038980fF
® Machine Name: shifml
uIp: 505
GID: 804
® auxiliary GIDs (16)[[804, 805, 806, 807, 808, 809, 810, 811, 812, 813, 814, 815, 816, 817, 818, 819

7
3. XU 1D KRR e 2 FRATIREF Linux &7 i ) /etc/group SCAF

(LI 8), RERZRT 16 A, JaTH i 4 DAKNE N A gists 1. 2R
FRE, KBRS R AR P i) RPC JZ L, AKIEE N4

Bt XS R wanlebing(15520495153) £ &R
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HiE&ia

AHAET
BF7?

40

TR AN, RSS2 RBEAEN o A7 10 2 Jr LA AT 8, 2
PR AN 7 9 ] RPC 2 &% 4.

F bl
E linpeiman@shifmli~/grouptest _—ﬁﬂ——gl
groupl:x:804:Winpeiman, root -
group? :x:805: inpeiman, root
group3:x:806: Winpeiman, root
group4:x:807:linpeiman, root
groupS:x:808: Winpeiman, root
group6:x:809: Minpeiman, root
groupT7:x:810:Winpeiman, root |
groupf:x:81ll:inpeiman, root i
group9:x:812 :Winpeiman, root
groupl0:x:813:jlinpeiman, Toot 1
groupll:x:814:linpeiman, root 1
groupll:xX:815:flinpeiman, Toot |
groupl3:x:8l6:jlinpeiman, rookt
groupld4:x:817linpeiman, Toot
grouplS5:x:818flinpeiman, rookt

rouple:x:819Mlinpeiman, root
grouplT:x:820:1linpeiman, rookt
groupl8:x:821:1linpeiman, root
grouplf9:x:822:1inpeiman, rookt

group20:xX:823:1linpeiman, root F_
[linpeiman@shifm]l grouptest]$

1 |

&8

4. BRET RPC TR RFC 5531, AR F LT “gids<16>”
72 o
st ruct aut hsys_parns {
unsi gnedi nt st anp;
st ri ngmachi nenane<255>;
unsi gnedi nt ui d;
unsi gnedi nt gi d;
unsi gnedi nt gi ds<16>;
ji :
k2L 16 N P RFC RGN TRIER T, W5t F2EH
WERIXAMRFN N ? — B EZ )G, A KDL AN#RH T — M0y “HLE”
i, BRFEZE P 5 ) /etc/passwd Al etc/group SCF S HI B AR 45 2% 1, 75 52 21
JUH I B CAEIRSS & B, e Bng% S imilid RPC JEAE I REE R .
HSX A EBUE, HmbsER amizek 74, (ERSIEFE R RS

Bt X4 R wanlebing(15520495153) E= EE AR



28 E, BB )

KRBT AR S, BAAE 7T, (LRI Wireshark %30 1T 4R
P RETEAMEL AR, PRSE T — TR AR R

BH1tXER wanlebing(15520495153) £ BEARIY

HixHig
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SRR

BRG], “HT, BHIRHIMIE Wireshark 2 KA ARETHI? 7 FR—
ISR A FI AT 1%, RO AR BTG HL, (AR B el A 2 4, A
KBTI BT AT JakAFan—, A 2R B 2 3 A Sk gt A 2 BoR 7
Wireshark 1o AW ? X3 K BdEEE 2 145 R L] FCS (Frame Check
Sequence): FEAMMILE RKIEHT RS AOE T RRIE— IR, RIEHERM 4 N5 FCS
FEEMUR . WO ERIMIZ J5, X2 AR S F M — RS I A i FCS.
B AN AR ) FCS A 45 A —50 B Bz S8R, MRS T .
Bl 1R T — AN LUK o 2, ARS8 /2 R 58 i, BT AZE 341 B
IME—MEAR FCS X, HAeHEBIKEN] 4 X8, ZHEm AT XIRHRE
A, FABEMENRERT .

H ¥ MAC JE MAC RAKEE | F PSR Wit 36 751 (FCS)
6 6 2 46~1500 4
1

BESR antl, FRAVEFEA fe A WA Widi A We ? A B iE e s A Bl ], b
WAL RIS = B — NS RHEN A, BMEERMA A RENBH R E.
PR b 7 5 AN R R 28 B0, R R A S B T MR R, SR T AR
LRI T o WRAEIE, FTER#LIE D A FCS ARG,
Eb4n R T A show int #y i Linux B/ netstat -i i 2% 25 & 17 2R, Hip
HALFE FCS,

Errors (Since boot or last clear) :

FCS Rx . 142 Drops Rx

Al i gnment Rx 0 Col I'i sions Tx 0
Runts Rx : 0 Late ColInTx : O
G ants Rx 0 Excessive Colln : O

T4t X< R wanlebing(15520495153) 5 EEARKY



Total Rx Errors : 154 Deferred Tx . 0
DL EIXEEIRIR — EIRME AR, WA AR — M E % S EE (S
e PPN 2 BRI RITRE, BIEALE— A B L AR T Ak

_ s HiEEiT

5] (FCS) #ix. BLAR FCSAH, FmMCadiRh 1, Mt aBadm -~ E70e?
WA — RARARER, R AR AR LE B IR WU IR A B 2 FCS R R Gt A SR
IRV PN

MR 1. BEARE R REL AR TR, Jia RE R AT FCSHE?

No.  Time Source  Destination Protocol Info
381 1.680532 Client server UDP Source port: 59812 Destination port: 60752 [ Zj»g%
N 1

® Frame 38l: 74 bytes on wire (592 bits), |74 bytes captured (592 bits
=/[Ethernet 11, src:| 2d:74 4b:sc
Type: IP (0x0800)
Trailer: 0100000042010000
=]

FCS Good: False
=
= [Expert Info (Error/Checksum): Bad checksum]
[Bad checksum]
[Severity lewvel: Error]
[Group: Checksum]
# Internet Protocol version 4, src: DstT:
5 User Datagram Protocol, Src Port: 59812 (59812), Dst Port: 607532 (60752)
Source Port: 59812 (59812)
Destination Port: 60752 (60752)

&2

XS C& i 7 BB USRS SRR 7, MR Wireshark [f1i24HR
N2 RATANME T 2 JTAEN LM, RIUEE K2 75 UDP ZEBIMKEN
28 7, H B IP LAt 28+20=48 717, FE EMELER 48+14=62 . B4
ATREIRE] 74 FHTWE? 2 HSRAIX 12 7 Rk . A BRIEINX & ELH
T, AR 12 FAT R X AW T, R Wireshark 72 E MR B
—HZ AT, RS FCS Bon R T o RATIXANE M XT T, N %
G B — LU A R T 1

AR AR, WEEK 310 351 5. “UDPLength: 40” &8 UDP JZ M i%
#517 40-8 (UDP k) =32 7154, (HIE 3JEEH UDP JZ4 R4 T 20 #1 i)
i, YA 2 AT ELA R ERT . REFIEERHIK 12 45715 — 2
A 2 ZHORMARLE, (BIRTTRER 2. I i s, SERIXH M
SN, FTARAS KIS . J5R%& B 1 10 B, a2k T .

Bt XS R wanlebing(15520495153) £ &R



No.  Time Source  Destination Protocol Info

351 1.680030 Client serwver upp source port: 59812 Dpestination port: 60752
ll

m
Frame 351: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)

Eﬁgiﬁl = Ethernet II, Src: 2d:74 Dst: 4b:5¢C
Type: IP (0x0800)
Internet Protocol version 4, src: Client DsST: Server
=
SR AT M Source Port: 59812 (59812)
Destination Port: 60752 (60752
=]
[Expert Info (Error/Malformed): Bad length wvalue 40 > IP payload Tlength]
Checksum: 0x99d2 [unchecked, not all data available]
44 [stream index: 2]
Data (20 bytes

& 3

Wireshark it iX A tHar. EARE WAT IR ok, (H 2 6 B 5 )5 i i 1)
FRABERILHR, FrCABA TR LAREAT 2R HERE, AT ) 3L F ) R A
B CHEFR AR X 2 R AR B Sl iR, AR A E.

Bt XS R wanlebing(15520495153) £ &R



EiF—17%

AR T 3R RS, SR B AR T i — AN AT e e B, 5 TCP
PMCARHISF. B | TCP Wi FF B 1 DU YR HE T %R 8 Lk BEm (B2 IR %
BRI,

TCPIYRA%ETF

FIN Seq=X, Ack=y (FRiBWriZERE)

Seq=Y, Ack=xX+1 (HIIET, BIFFIE)

FIN Seq=Y, Ack=X+1 (R tHABMTERE)

Seq=X+1, Ack=Y+1 (&MiE T, hkfrﬂ?ﬂlﬁ)

Hi 55 a% P i
1

BSEIBI R ZH Mg, X AY PEE/FEEN AR B 2 s, )
AR s S E A X Y iHE—F, EEEGHSIE.

0. Time Source Destination  Protocel Info

28 12.534915 cClient server FTP Request: QUIT

29 12.536071 server Client FTP Response: 221 Goodbye.
30 12.536073  server Client TCP

21-53431 [FIN, ACK] Seq=268 Ack=83 Win=139264 Len=0

31 12.536198 cClient server 53431-21 [aACK] Seq=83 Ack=269 Win=7925 Len=0

TCP

33 12.539666 Server Client

TCP 21-53431 [ACK] 5eq=269 Ack=84 win=139264 Len=0

& 2

EAEEE R EABHHER 3 XMk, [FE 42 SEM
Aw4@,#%LEME BT AN %2 Ack=442+1=443 [1],

M A2 g 1 A
X+1 77?

Bt X4 R wanlebing(15520495153) E= EE AR

HiEEi

FEIR—17
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HixHEin

FEIR—1%

46

MNo. Time Source Destination Protocol Info
39 10.378327 Client server FTP Request: QUIT
40 10.378468 server Client FTP Response: 221 Goodbye.
41 10.378474 server Client TCP 21-36115 [FIN, ACK] Seg=442 Ack=107 win=139264 Len=
42 10.378491 Client server TCP 36115-21 [ACK] Seq=107 Ack=442 win=5856 Len=0 Tsval
43 10.378756 Client Server TCP 36115-21 [FIN, ACK] Seg=107 Ack=443 win=5856 Len=0
44 10.378867 server Client TCP 2136115 [ACK] Seg=443 Ack=108 wWin=139264 Len=0 T5v

&3

RERAF LA R, PUOMZ A SR )2 FTP IR, AR B A3
EEALSZ A TTHETT 7, WS AR BRSSO T HIX AN
P, WA RE Um0/ X+1 7, MR T 5E AR R X A bug.

Forth T ZERIEAE R BORRER, TR in) R AE AR 2 LA EINE AR R I T
EAUE . RITAE/NEE, RIEFRASE Ak BELSBHAERRE? EFES
B TCP ERM RN, B T—MNARRIZFENER, AMAZHKSSBIER
BN KW AtE T K bug 7, fHEHE ERAIT. AEREEERM T ISR K
DLRE AT W, METE R FO S A BT (s 2218 2 FE R TFORIGJLR L, FRAF-4th
A% 7 TCP %/ RFC iiiAs, tbin RFC 793, 1323, 5681 4%, {PFkt—AMd
RIIARRE, (RS AAHE.

JURJGRER Patrick (F2H9, B EARFBHAERIRAAT N BIRRHRE] T
RAFHN, ZAZRPUIRE, “ AR5 REid SE IR A AT DY T HIs2m s 2 XA
L ) R BCA R  SE IR IR AR ANE T, B T GRS A,
ACREC R 4 BIRE T

TCPIU R % F

FIN Seq=X, Ack=Y (F¢ABfiLH:)

FIN Seq=Y, Ack=x+1 (HIET,
W FFIE . Feth AR HriEE

Seq=X+1, Ack=Y+1 (HIIET, WFFFIE)

H 55 4% & P i

& 4

T4t X< R wanlebing(15520495153) 5 EEARKY



AL IAE P AMRLX AR . WK 5 33, 34, 35 54, #iffa bk
MRS, Al RaX IR 3 I RIL A — R

- - - s M
No. Time Source Destination Protocel Info gﬁglﬂj

31 9.308352 server Client FTP-DATFTP Data: 40 bytes
32 9.308361 cClient sServer TCP 33001-+61657 [ACK] Seg=l Ack=41 Win=5856 Len=0 TSval=9401060
33 0.308363 server Client TCP 61657-+33001 [FIN, ACK] Seq=41 Ack=l Win=65536 Len=0 TSval=4|
34 9.308519 (Client Server TCP 33001-+61657 [FIN, ACK] Seq=1 Ack=42 Win=5856 Len=0 TSval=94
35 9.308630 Server Client TCP 6165733001 [ACK] Seq=42 Ack=2 Win=65536 Len=0 T5val=421211| B‘?"?*lﬁ
4 I

& 5

Patrick 31— ik, WL HE 3 i 42 S0, AntiRi s wERmilan 4/
BB R AR TR I 42 B R R A S HUORIOIE 2 AR
WARE T XA SEREE LM, M EEER, FUBREAE 5
IR AT SR —4%. RERIEBEEMS S LIMMNE, MTANNZ LS AERE,
BREAA SHORIE. ITER S LB SRR EREIIR? RiE— FAS S,
HIRHZINE 6 Fi, PI4 B S5 41 S0 42 SA07EfE T A T WA B 52
W B PERERIEE, 41 AR 42 BN RO E — A% . thEhE
2 SERARBELSMAETIIE, ©REMRMIALE 40 SAFHE, BH
FRSIERIETIIARSERHEET 41 SARE, FUE L AR ETTi2n—

5. ELPRERHABIDEEROR 3N, FUREERRMT.

TCPIU K% F
P
39
40 R

€sponse: 221 Goodbye
\) 40

Ack=442 42
41 E
42 IN Seg=x Ack=y
41

EIN Seq=Y, Ack=Xrl 43
43
44 SE =X+1‘ ACk=Y+1
44

e 55 4 & i
6
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ZUIXAHRARHEE . BAREA KIUK bug, HIZANK IS FRATM6 0 2% 73 B

ERAEEE L fﬁﬁ):ﬁﬁ"]*@iﬁqj T PFRRARE I WURARAE X

i) B éjjﬁ‘ﬁ‘EET AUCHARA ) s — . /EA Wireshark PAZE T, WAZ0HE M
— Ui E] E’]HQ%@FP?E{WJEH%*%E’JM% 7 BE 3 B RIS L 5 52 4 ) 1) et

FEZIR—17

48
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NTLM {53 th

AL O H IS E] TR SN TSR . RS —F
S IUEPM U B ZESRE NTLM, BB ST Kerberos. WARZXS 75 % NTLM
HETES EE R AR Z 0, A FIGEREE, Sl 7 JUAE — St
TARIMABRIN, 5 YOS RARAT B I SO IR 45 28 #8578 A 58 NTLM il 51 43 58 01E
BESR N, FAOKRSE —RS NTLM [ TAEEENE, X b E S Bz kb,

NTLM 4%k /& NT LAN Manager, J& Windows NT B4k H 5L B 43 36 31E
. REHAFH AL NTLM, 208 2R BE RIAFAE . FATAT DU i 2 1)
SISV o

1. W LR, A R T AR, T R4,

=7 Run @

=== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open: \110,32.106.207\tearmn_share| -

8] ] ’ Cancel l ’ Browse...

1

2. B2 R HEHERE R T, ZR SOy IiiE, RG] - A4 AT .

T4t X< R wanlebing(15520495153) 5 EEARKY

HixHig
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HixHEin

NTLM #3¥

i

o0

Windows Security @

Enter Network Password
Enter your password to connect to: 10.32.106.207

—— |an.c0m\admini5trat0r |

|\:\ | — |
1 Domain: vx.com

[C] Remember my credentials

&4 Logon failure: unknown user name or bad password.

[ ok || cancel

& 2
3. ST 23X, MEILERATIT 7, BATHAT AVS iR B S

M FES, SZhr BB T NTLM SREGE G147 . FATREEE Wireshark
o BRI .

1. BERIRERESFLET—N NTLM 5K, RERSRIANEE—D
FEHLFEFTER{EH Challenge (W 3). XA Challenge 114 HWe? A
JE S FEAM PR EERS SRR B E “Error: STATUS MORE_
PROCESSING_ REQUIRED”, & k£#Hg 2t 17, HSLbr FixANFrif
(1) Error /& IE % AR —3 55

Filter: | ntimssp E|Expre;5|on‘.‘ Clear Apply Save
No. Time Source Destination  Protocol Info
216 12.003906 Client Server 5MB2 session Setup Request, NTLMSSP_NEGOTIATE

217 12.003%06 Server client SMB2 session Setup Response, EFror: STATUS_MORE_PROCESSING_REQUIRED, NTLMSSP_CHALLENGE|
| I

= NTLM Secure Service Provider
NTLMSSP identifier: NTLMSSP
NTLM Message Type: NTLMSSP_CHALLENGE (0x00000002)
@ Target Name: VNX
@ Negotiate Flags: Oxe0898211
|NTLM_Server challenge: 54228c190bcd0356]

3

2. BPimiEl Challenge 2 f5, RRFHREISETE 2 PEWANANBAE
VNX\Administrator, WX #HA Response B (W& 4). XH4> Response
MR EIWE? EAI#S 2 hash 1L i) FH P % 5 %) Challenge i 47 i N
PRAAS [E] s 7 207 A2 T AN IF] ) Responses & ik Bl AN AU T

FE1 X4 R wanlebing(15520495153) E5 BEEERIY



PR ZHOAEE AT ERE (HLLRFNEE H Ol TIRAR.

Filter: | ntimssp

o,

Time

Source

216 12.003906 cClient
217 12.003906 server
218 12.003906 Client

1

[+] Bxpression... Clear Acply Save

Destination Protocol Info

Server SMB2 Session Setup Request, NTLMSSP_NEGOTIATE

client SMB2 Session Setup Response, Error: STATUS_MORE_PROCESSING_REQUIRED, NTLMSSP_CHALLENGE|
server SME2 Sessijon Setup Request, NTLMSSP_AUTH, User: ENX\AUm‘im‘stratorl

= NTLM Secure Service Provider
NTLMSSP identifier: NTLMSSP
NTLM Message Type: NTLMSSP_AUTH (0x00000003)

mm

[ Lan Manager Response: a??guaﬁlﬂedmﬁﬂ?uieaf5d7111459(@69b0d7ﬂ:374b041[2|
i NTLM Response: 45986c4c26d368eae7bebsfa0645724720101000000000000. . .

4

M 2RIE T 2 )5, —RAMIEIZEFKIFX Y Response M HAM. Fit
EFLIE Challenge F1# /™ Response /4% & 44133 (Domain Controller),

IR

THIEEMR. £K 5 PATLLES], B A4 Chalenge Al

Response F1/ 3. ] 4 B2 —HE/.

Mo,  Time Source Destination Protocol Info
267 12.011718 Server D RPC_NETLOGON NetrLogonsamLogon request
268 12.015625 DC Server RPC_NETLOGON

NetrLogonSamLogon response

1

[ IDENTITY_INFO: Administrator

1

|challenge: 54228c190bcd0356]
= LM chal resp

Length: 176
Size: 176
El Bytes Array

= LM chal resp
Length: 24
Size: 24
£l Bytes Array

referent ID: Ox00747055
Max count: 176

offset: 0

Actual Count: 176

|LM chal resp: 45986c4c26d368eaerbcbfa0645724720101000000000000. . A |

referent ID: Ox00747055
Max Count: 24

offset: 0

Actual Count: 24

|LM_Chal resp: a??90a618ed460?0cggf5d?lll459ce695g§??53745041c3

& 5

S| 2 5, i hash T A9 FEEGRTZ Challenge BT, NS
MFLERFIXAA Response —H, FIHPABMBER, SWWIEET. &
I, S 0 A P T R IR 4 SR 2555, LI 6 JE BT 0%

Bt XS R wanlebing(15520495153) £ &R

HixHig

NTLM i
2

o



HixHEin

NTLM
P

o

Mo.  Time Source Destination Protocol Info
267 12.011718  server DC RPC_MNETLOGON NetrLogonsamLogon request
268 12.015625 DC Server RPC_NETLOGON NetrLogonsamLogon response
' T
= GROUP_MEMBERSHIP_ARRAY
referent ID: 0x0002000c
Max Count: 5
GROUP_MEMBERSHIP :
GROUP_MEMBERSHIP :
GROUP_MEMBERSHIP :
GROUP_MEMBERSHIP :
GROUP_MEMBERSHIP :
6
= N I Sl g, vy 9 .
5. ToRMRS A AT LA VR % o, ORI S et 1.7 s 7 ) 289
=) N g N H o JUE « .
S WRRMAE, RE B A X A R “ Session Setup
Response” 1, iK™ Error,
o. Time Source Destination Protocol Info
216 12.003906 Client Server SMB2 Session Setup Request, NTLMSSP_NEGOTIATE
217 12.003906 server client SMB2 session Setup Response, Error: STATUS_MORE_PROCESSING_REQUIRED, NTLMSSP_CHALLENGE
218 12,003906 <Client Server SMB2 session Setup Request, NTLMSSP_AUTH, User: WNX\Administrator
289 12.015625 server cClient SMB2 session Setup Response

&7

AR ST R 8 pr,  LUie Kerberos it/ FLHE ] L1 o

4B FINTLMIE 2 7 B5IE

DC

IR LSS, BIEXBRFHFSEMELSRE.

XXX, InE S ROTF:

{8 S IERIE T .

KE, FHEBEEXARTREMN?

Hi), BOEREMET T 5884

& 8

WIE 7R B, AT BB AR NTL

B XS R wanlebing(15520495

M IR ZHFAE T

153) &= EERY




1. 1T ML AEFE F) Challenge M1 Response, Sk [ 5E (1), Flr LS50 47
TEREE AR 1T e o R LR FH A HERE NTLM , AE Pk 7] L 21 Therefore,
applications are generally advised not to use NTLM ([, —fASEELUN i i)
FERPALEF NTLM) 7.

2. PRI RS B R E S, Ty Y

£248. WL Kerberos s MBI ticket, Wb vy s,

3. At GAETL A L — PR R SR BRI OO
TR . YT R b PR AL, A
Kerberos 3t/ B 5T 9 R SRR BTIOBEALIS ., T NTLM A

LIAVER] NTLM [R5, Wireshark KA 2 G@ A, &5
Bty 55 SR AN AR RE A L. BN P i I A 4 R P A A
4, B e M AERRIK S REAES ., ZMILRAE Wireshark §1—H
TR S S EUN R AT RERATE O RA T, T BB AR EOR SR, B
U2 BT Wireshark @ 2 PRIRE o LLUAS A BT BIB BIE — 4> B3 48R R U 5
%1, 1£ Wireshark & 2IFISIE IR N 9 Fow, B T4 At REE il AUE o7 1) 35K
b BRI AR B AR X MR IZ 20T Group Policy SRAF G . JXFf ]
U RBAT 2 Wireshark,  m] REEHIWHE I —J7 S EEA R 5 -

RPC_NETLOGON NetrLogonSamLogon regquest
RPC_NETLOGON MNetrLogonSamLogon response, STATUS_ACCESS_DENIED

&9
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HixHEin

Wireshark

£S5/

o4

Wireshark B3R=

I H A F ST 654 2] Wireshark, A {1738 21 155 — SRR BAEAS 1
Frm BRI R, TREKRAEK. WAL T, REELMRICE, w8
REA P Wireshark {7 il 2 B a2 AL, XTI F KU, WAae
R IX PR BT S RO AR REF LI

1. [Packet size limited during capture]

BIREFIXANER, WHBARC AR A, DA 16 4 Sa 01,
BAEKA 17174, BT 96 T gdnE 1, Kk Wireshark 45 1 IH#7R .

Mo, Time Source Destination  Protocol Info
1 0.000000 Client server TCP 48113-443 [5YN] Seq=0 Win=5840 Len=0 M55=1460 SACK_PE
2  0.001482 server Cclient TCP 443-48113 [s¥YN, ACK] Seqg=0 Ack=1 wWin=5792 Len=0 Ms55=1
3 0.001501 Client server TCP 48113-443 [ACK] Seg=1 Ack=1 Win=5856 Len=0 Tsval=4157
4 0.009432 Cclient server S5L I[Packet size limited during capture |
5  0.010923 server client TCP 443-+48113 [AcK] Seg=1 Ack=106 Win=5792 Len=0 Tsval=43
4 I
Frame 4:[171 bytes on wire (1368 bits), 96 bytes captured| (768 bits)

E1

RO — o I SRR . AR R ST, topdump ERILA N
BEANWUKIRT 96 >3, FATATELH “-s” SHCkR 2 MESNRIH 7148, bk
THTIZ 5 fir 4 7] LAIUE] 1000 777

[root@my_server /]# tcpdump -i eth® -s 1000 -w /tmp/tcpdump.cap
2. [ TCP Previous segment not captured ]

£ TCP AR RIL A, [Fl— & U e BUS 2 ELE ), BIfE—1NE
Seq SEFETHI—MEM Seq+lLen (=R TFMIYIKIETRBFISM . Wk Wireshark
KIa— M Seq 5 R THI— MUK SeqtLen, b AEPIRIGA T — B
B R 2K A8 BOBCE A A N R A R AR AN B CBIHERR 7LD, stz [TCP

T4t X< R wanlebing(15520495153) 5 EEARKY



Previous segment not captured . ELAN7ERE] 2 1IX M1, 6 S Seq 5 1449 K
T 5 S SeqtLen=1+0=1, i B o A A5 1448 AT AL AR, Bt

Seg=1, Len=1448", i)

Mo, Time Source Destination Protecel Info
1 0.000000 cClient  server TCP 48113-443 [5YN] Seq=0 win=5840 Len=0 M55=1460 SACK_PERM=1 TSval={
2 0.001482 Server Client TCP 443-48113 [SYN, ACK] Seg=0 Ack=1l Win=5792 Len=0 M55=1460 SACK_PE .
3 0.001501 client server  TCP  48113-443 [Ack] Seg=1 Ack=1 Win=5856 Len=0 Tsval=41576587 Tsecr= Wireshark
4 0.009432 Client Server S5L [Packet size limited during capture] T
5  0.010923  server Client TCP 44348113 [ack] [EE0=T] ack=106 win=5792 [[en=0] Tsval=439748224 Tse —
[ 0.011691 Server Client 55L [TCP Previous segment not captured]| Continuation Data[Packet siz E/\ji‘\Em

[

[ Transmission Control Protocol, Src Port: 443 (443), Dst Port: 48113 (48113), |Seq: 1449| ack: ].UE,
source Port: 443 (443) 66
Destination Port: 48113 (48113)

& 2

AL AR 7 IR DL: —MREINE T R MEKbs ERA %,
BN THIRE 1. £ Wireshark s anfaf X 70X piFpG HL0e ? A 2% 7 Bl 2
AN CAck) AT 1o RN S T BB, 2 INE T H R
wimg, SUMERNET .

JGASE 23 A7 — T B 2 XA AL, B HTTPS A& %0 57 W B 1 & 7 i) o A
“Len: 6677 HJ/MU (HI 6 5D FLLXIL, {H “Len: 1448”7 HIRBEIE T, W]
AR LA REA M E T MTU BBV, 2 BFFRE. RRE# T ESE 1
ASEI, R EEEREA L AR MTU /7 — 20 [EE R T

3. [TCPACKed unseen segment]

4 Wireshark & ILHE Ack AR MELE AR, #iaddn [TCP ACKed unseen
segment 1. X AT HEAZ i UL Wireshark 3278 17, I EJLF R AT LA ZEEHY .
PLE 3 A, 32 51K Seg+len=6889+1448=8337, uﬁﬁﬂ%ﬁlﬁ%%&?ﬁ&ﬁﬁ?~/\@
MiZ & Seq=8337. M3 A1 & 2 A1 & 35 ‘511 Seq=11233, iX &4 8337~11232
KB AR X B AL IAE 34 520, bl Wireshark #2275 1
[TCPACKed unseen segment] .

No.  Time Source Destination Protocol Info

32 1.256720 Server Client  TCP [continuation to #26] 445-2199 [ACK] Ack=885 Win=65535 |Len=1448| Tsval=3787
33 1.256729 client sServer TCP 2199-445 [ACK] Seq=885 Ack=8337 Win=2920 Len=0 TSval=27476 TSecr=378779

34 1.256961 cClient server TCP |[TCP ACKed unseen se?ment]l 2199-445 [ACK] Seq=885 Ack=11233 win=2920 Len=0 Tsval=27
35 1.257191 server Client TCP CONtinNUation To #26 TCP Previous segment not captured] 445-2199 [ACK] [seg=11233|

3
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HixHEin

Wireshark

£S5/

o6

ARG, £ DB EIITRSREERRZ DR, FOYRINE T Ja K
Ack {EILHIE iy T ) Hedfa 2«

4. [TCP Out-of-Order]

1E TCP & OV =R IEFRMIXIETF), [F—& EVUKH EEE
ARZIEELL N, BIE— 18R Seq SFTRI—MEM Seq+Len. WATLLH, J&
—/MLE) Seq 2K T EEETHT— MUK Seq. 24 Wireshark KL G — ML Seq 5
NTHT—/ M Seg+Len B, L IAHRELT 1, Bltk#E R [TCPOut-of-Order]
WKl 4 Prox, 3362 5HLH) Seq=2685642 /N T+ 3360 ALl Seq=2712622, it LAkl
FEELST o

Mo. Time Source Destination Protocol Info

3360 5.007813 server client TCp 494548888 [ACK] Ack=2761 Win=32768
3361 5.007813 cClient Server  TCP 8888-49454 [ACK] Seq=2761 Ack=2639576 win=2457 L
3362 5.007813 server client Tcp  [[TCP out-of-order]] 49454-8888 [ACK]
3363 5.007813 cClient Server  TCP 8888-40454 [ACK] 5eq=2761 Ack=2664291 wWin=2457 L

E 4

NESFEEL AR, LRI EARN Y N 1 20 3 4 5 S RBATELR 2. 1.
3. 4. 5B HESERMELFF I el A PRI HAL, EEANTELAR 2. 34 4. 5.
10, ok 2% 2 1) DUp ACK, M FE 15 Ek,

5. [TCPDupACK]

MELF B BER AR, BT SR L Seq S HLIIREE R A, BRI
B =X 2 Ack —UHEER) Seq i, DALy ACREEIE K% T, T =4
e H G Ack. Wireshark 2 fEXFHEE ) Ack FFRIC[TCPDUpACK] .

CAKEL 5 i, MRSS2RUCEIN 7 5608 “Seq=29303, Len=1460", At Ll i
TN iZ A Seq+Len=29303+1460=30763, KA FSzhrIL B2 8 54
Seq=32223, #iH Seq=30763 ML ATRE ER T . FIRS A LITE 9 Sk T
Ack=30763, F/n “FEML Seq=30763". HITH FRRSSAEULHK 10 5. 12
T 14 SHAERE KT Seq=30763 11, Kt E R R — AN H R 2 — K Ack=30763,
M AT WL Wireshark 7EiX 2 [H 57 F#ixicd 1 [TCP Dup ACK].

T4t X< R wanlebing(15520495153) 5 EEARKY



No.  Time Source Destination Protocol Info
7 0.007813 client server TCP [continuation to #3] 55448-445 [ack] [Ee0=20303] Ack=245 win=868
8 0.007813 Client sServer TCP [continuation to #3] [TCP Previous segment not captured] 55448-145 [ACK] [Sea=32223]
9 0.007813 Server Client TCP  445-55448 [ACK] Seq=245 [Ack=30763] win-16384 Len=0 SLE=32223 SRE=33683
10 0.007813 client Server TCP [continuation to #3] 55448-445 [ACK] Seq=33683 Ack=245 win=868 Len=11680
11 0.007813 Server client TCP [TCP Dup ACK 9#1] 445-55448 [ACK] Seq=245 [Ack=30763] Win=16384 Len=0 SLE=32223 SRE={|
12 0.007813 client Server TCP [continuation to #3] 55448-445 [ACK] Seq=45363 Ack=245 win=868 Len=1480
13 0.007813 Server Client TCP [TCP Dup ACK 9#2] 445-55448 [ACK] Seq=245[Ack=30763] Win=16384 Len=0 SLE=32223 SRE=4|
14 0.007813 client server TCP [Continuation to #3] 55448-445 [ACK] Seq=46823 Ack=245 win=868 Len=1460 gi;g‘uj
15 0.007813 server client TCP [TCP Dup ACK 9#3] 445-55448 [ACK] seq=245[Ack=307 wWin=16384 Len=0 SLE=32223 SRE=4| = I
I
5
6. [TCPFast Ret . Wireshark
| ast Retransmission]
—
EN77an

%7 E] 3 AN EL LA _E[TCP Dup ACK], iR AT KA REE T,
TP FEAL T (X2 RFC R E D . LK 6 ], 2 P amilie 2] 1T 4 4~ Ack=991851,
TR 1177 SR EME T Seq=991851.

o/

Me.  Time Source Destination Protecel Info

1169 0.882813 server Client TCP 49454~8888 [ACK] 5eq=1098048 Ack=1105 Win=32768 Len=1448 T
1170 0.882813 server cClient TCP 494548888 [ACK] 5eq=1099496 Ack=1105 wWin=32768 Len=1018 1|
1171 0.882813 <client Server TCP 8888-49454 [ACK] s5eg=1105 Eck=9913 Win=2457 Len=0 Tsvalg
1172 0.882813 server Client TCP 494548888 [ACK] sSeq=1100514 Ack=1105 wWin=32768 Len=1448 7|
1173 0.882813 server Client TCP 494548888 [ACK] Seq=1101962 Ack=1105 win=32768 Len=1017 |
1174 0.882813 <client Server TCP [TCP Dup ACK 1171#1]| 8888-49454 [ACK] Seg=1105 |ack=991851
1175 0.886719 (lient server TCP [TCP Dup ACK 1171#2]| 8888-49454 [ACK] Seg=1105 Jack=991851
1176 0.886719 C(Client sServer TCP [TCP Dup ACK 1171#3]| 8888-49454 [ACK] 5eg=1105 JAck=991851
1177 0.886719 server Client TCP [TCP Fast Retransmission]|49454-8888 [ACK] [Seq=991851] Ack<

6

7. [TCP Retransmission]

MR—MLEMET, A RSN LIERSOT il [Dup Ack], HiA stk
E AL . XAESL R RIETT RIS R T B EAL, R EA ARS8 Wireshark
Fr_E[TCPRetransmission]. LA 7 461, % Pk TR (8% 1053) 25,
—HEARFIFN Ack, T2 HAEE 100 222 EEfE T (85 1225).

Filter: | tcp.seq == 1012852 IZI Expression.. Clear Apply Save

Mo,  Time Source  Destination Protocol Info

1053 0.804688 cClient Server TCP 494548888 [ACK] |5eg=1012852) ack=1105 win=32768 Len=
1225 0.937500 cClient server TCP [TCP Retransmission] 49454-8888 [ACK] |5eq=1012852] Ac

& 7

FEIN FE AL — AN EEE A HOR S B BRI A BN SR R I 1) (I KA 2 14D
ASCHAA UL T, HETE R B AIAR D

8. [TCP zerowindow]

TCP ) “win=" AR E DR, RIRTFXNMENEL XS HEIEH

>
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Wireshark

£S5/

53

OB EXTTLUEWEE. 4 Wireshark 7£— MR “win=0" i, #tadhw
1 b “TCP zerowindow” Wikridi, FRARGAFIX O, AReFEICEERE 7. thwnE
8 W& M S 2 I GATIX O, BT LUB AR i A EE R REUE T . BRATHE R LITE
3258~3263 X JLAME T E HE B R ETECD SR, BEAN win=15872 Ji/NF|
win=1472.

Mo. Time Source Destination  Protocel  Info

3258 3.140625 server Client TCP 88868-62758 [AcCK] Seq=7467 Ack=11928601 win=15872 Len=0 Tsval=226971
3259 3.140625 server Client TCP 88868-62758 [Ack] Seq=7467 Ack=11931449 win=13056 Len=0 Tsval=226971
3260 3.140625 Server Client TCP 8888+02758 [ACK] Seq=r467 Ack=11934345 win=10176 Len=0 T5val=226971
3261 3.140625 Server Client TCP 8888-027398 [ACK] Seq=r467 Ack=11937241 win=7232 Len=0 T5val=2269712
3262 3.140625 Server Client TCP 8888-027398 [ACK] Seq=r467 Ack=11940137 wWin=4352 Len=0 T5val=2269712
3263 3.140625 Server Client TCP 8888-02758 [ACK] Seq=r467 Ack=11943033 win=1472 Len=0 T5val=2269712
3264 3.140625 server Client TCP [TcP Zerowindow] | 8888-62758 [ACK] Seq=7467 Ack=11944497 Len=0
3265 3.140625 serwver Client TCP [TcP Zerowindow] | 8888-62758 [ACK] Seq=7467 Ack=11944529|win=0|Len=0
3266 3.160156 serwver Client TCP [TcP Zerowindow] | 8888-62758 [PSH, ACK] Seq=7467 Ack=11944529

3267 3.167969 serwver <Client TCP [TcP Zerowindow] | 888862758 [PSH, ACK] Seq=7743 Ack=11944529 [y

& 8

9. [TCPwindow Full]

4 Wireshark 7£—/M3, 4147 _E[TCPwindow Full bR, sl iz AN ) & %
J BRI AR AERRNZERE DR T . LUK 9 NfKl, Britain —ELH IS MK
& H A4 65535, mMkE Middle East i £ B4 & K% 65535 715 Y HE 1M JC 75
N, B “PEBE 1407 e % v 65535 7711, 4 Wireshark 7563 #1151 Middle East
T4 65535 F i AMMIART, whies kKRR, 2T Wireshark /& /E-4THE T,
HSEABR GHE “fElT i) —3.

Mo, Time Source Destination Protocol Info
71 0.392805000 Mmiddle East Britain TCP [TCP window Full] 64560-12345 [ACK] 5eq=202344 Ack=1
72 0.395142000 Britain Middle East TCP 12345-64560 [ACK] Seg=1 Ack=142521 win=65535 Len=0
73 0.395219000 wmiddle East Britain TCP [TcP window Full] 64560-12345 [aCk] Seq=205200 ack=1
74 0.397470000 Britain Middle East TP 12345+64560 [ACK] Seq=1 Ack=145377 Win=65535 Len=0
75 0.397549000 wmiddle East gritain TCP 64560-12345 [ack] seq=208056 Ack=1l
76 0.400139000 Britain Middle East TCP 12345-64560 [ACK] Seq=1 Ack=148233 wWin=65535 Len=0
77 0.400218000 wmiddle East Britain TCP [TcP window Full] 64560-12345 [ACK] Seq=210912 aAck=1
78 0.402431000 eritain Middle East TCP 12345-64560 [ack] seq=l Ack=151089 win=65535 Len=0

4 [

Checksum: Oxaddc [validation disabled]
uUrgent pointer: 0O
= [sEQ/ack analysis]
[iRTT: 0.040996000 seconds]
[Evtes in flight. 655351

E9
[TCP window Full]fR %5 5 i [ TCP zerowindow ] &V, SZbr bEeIthf
Lz b FI# RRIEANAIRIE T B INEBRZEYIE T, FERREANH
(R 3 7 8T B R I TR T, Rl Ul R I R R R R 1, FR A
SIS E AR .

T4t X< R wanlebing(15520495153) 5 EEARKY



10. [TCPsegment of areassembled PDU]

BIRIEEIX AR, B E D4 Edit>Preferences> Protocols>TCP S #L
Ja F 7 Allow sub dissector to reassemble TCP streams. ‘& %7~ Wireshark 7] L&
FE—A N JZE PDU C(EL i SMB 1) Read Response 11 Write Request 2 2%) ] TCP
G k. W 10 R, X4~ SMB Read Response 1 30~48 gt //reshark
F5e, B Wireshark {500 — A AT TS tLgeb ik, iBE A T
IFab, HiRTTLAAE AT A 10 RETHE, 4% Copy->Bytes>Printable Text 59
Only, M & il 2N B H Z 1 PDU. S A& 1 [R) 2% ] fig bl /R EX AN Th e .

HixHig

Fiter = | Expeestiva. Clea
Mo, Time Source  Destination Pretecel Info Length
36 5.011522 Client Server SMO  Read Andx Request, FI0: Ox0043, 14215 bytes at offser O
39 5.0013998 Server Client TcP [Tcr segment of a reassesbled pou)
40 5.014009 Server Client TCP [TCP segment of a reassembled FOU]
41 5.014024 server cliemr  TCe [7cP segment of a reassembled Pou]
42 5018028 Server Client TP [Tcr segment of a reasseabled Pou]
41 5.014033 Server Client Tc@ [TcP segment of & reassesbled POU]
44 5.014007 server Cliemt TCP [7cP segrent of a reassembled FOU]
45 5.014040 Server Client TP [TCP segment of a reasseabled Pou]
46 5.014044 Server Client TP [TCP segment of a reassesbled POUJ
47 5.014047 server Clfent TP (TP segment of a reassembled Pou)
48

5,014050 Server client g Read andx Mesponse, FID: Ox004a, 14715 byTes

# Frame 48: 1313 bytes on wire {10504 bits), 1313 bytes captured (10504 bits)

+ Ethernet src: clariion_af:0d:07 (00:60:16:3F:0d:07), Dst: veware_al:58:41 (00:50:56:a1:58:41)

P Internet Protocol version 4, Src: Server (10.32.106.73), ost: client (10.32.106.103)

# Tramsmission Control Protocol, Src Port: 445 (445), Ost Port: 2212 (3212), Seq: 14901, Ack: 1913 iten: 1247

+[[10 measseabled 1cr segments (12379 bytes): S30(1448), S40(1448), #4l{l4d8), #47(1448), #43(1448), #4a(14d48], Sas(Itdd), sI6[1446), #d7(1448), saa17ard]|

[ 10

11. [Continuation to #]

PRFE FIX AL, UEB D47 Edit> Preferences Protocol s> TCP 3% B B G 1
7 Allow sub dissector to reassemble TCP streams. L& 10 flABLets, — 5L
A% 11 Xk .

No.  Time Source Destination Protocol  Info
38 5.011522 Client server SMB rRead Andx Request, FID: Ox004a, 14215 bytes at offset 0
39 5.013998 server Client SMB Read AndX Response, FID: Ox004a, 14215 bytes
40 5.014019 server Client TCP [Continuation to #39] 445-2212 [ACK] Seq=3317 Ack=1913 Win=65535 Len=1448 1
41 5.014024 server Client TCP [Continuation to #39] 445-2212 [ACK] Seq=4765 Ack=1913 win=65535 Len=1448 1
42 5.014028 server Client TCP [Continuation to #39] 445-2212 [ACK] Seq=6213 Ack=1913 win=65535 Len=1448 1
43 5.014032 server Client TCP [Continuation to #39] 445-2212 [ACK] Seq=7661 Ack=1913 Win=65535 Len=1448 1
44 5.014037 server Client TCP [continuation to #39] 445-2212 [Ack] 5eq=9109 Ack=1913 win=65535 Len=1448§ 1
45 5.014040 server Client TCP [continuation to #39] 445-2212 [ACK] Seg=10557 Ack=1913 win=65535 Len=1448
46 5.014044 server Client TCP [Continuation to #39] 445-2212 [ACK] Seq=12005 Ack=1913 Win=65535 Len=1448
47 5.014047 server Client TCP [continuation to #39] 445-2212 [AcK] seq=13453 Ack=1913 win=65535 Len=1448
48 5.014050 server Client  TCP [Continuation to #39] 445-2212 [PSH, ACK] Seq=14901 Ack=1913 win=65535 Lend
L

& 11

frgmxt LI 10 AT 11, R4 K& Pl Read Response 7£ & 10 HH gl 5H4E | 48 544
kb, mERE 1 b ER T 39 Sk B XFESHR—AMERMSER: K101
L0 S [] g 2.528 20 (38 ‘5 AL 48 S AL [R] 22 ), T ] 11 Fis2 e B 1 A] 9
2.476 ZF» (38 SHLF1 39 SELMNT R ZE) . FUTEMB N IERANE 2 XA i @R 3 =]
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HixHEin

Wireshark

£S5/

o0

B WRAET R LPR S ERE, ABUE AT WIRAE 2 TCPIP Pl KIHAE,
FRE RS SR HIMA NI E , A Ja . ARG LT, RMEMZEIEE K,
JITLLAL TR 2

12. [ Time-to-live exceeded (Fragment reassembly time exceeded) ]

ICMP [IREEA I 2 Fl, KEBAHMERLMR, BT LLRRATT R 283 A iy — i oA 1
[Fragment reassembly time exceeded] % /s X AN 1 K165 2 ATIRE] 7 —284 B, fH
& T JR IR IR ey A Ak ok . thindE i 12 1, i T il R AR — L
Weor AkH, HA e LRRT, Frbldbsiy oAk, (R
A~ ICMP 4t 5 50 L7 .

Filter: | icmp E|Expres;ion”. Clear Apply Save

MNo. Time Source Destination Protocol Info
404394 117.738399 Beijing shanghai IcMP  Time-to-live exceeded (Fragment reassembly time exceeded)
404395 117.738399 Beijing shanghai ICMP  Time-to-Tive exceeded (Fragment reassembly time exceeded)
404396 117.738399 Beijing shanghai 1cvp  Time-to-Tlive exceeded (Fragment reassembly time exceeded)
404397 117.738399 Beijing shanghai ICMP  Time-to-Tive exceeded (Fragment reassembly time exceeded)
404578 117.994370 Beijing shanghai 1cmp  Time-to-Tive exceeded (Fragment reassembly time exceeded)
404802 118.762281 Beijing shanghai ICMP  Time-to-Tive exceeded (Fragment reassembly time exceeded)
543888 200.416848 Beijing shanghai 1cmp  Time-to-Tive exceeded (Fragment reassembly time exceeded)
543889 200.416848 Beijing shanghai ICMP  Time-to-live exceeded (Fragment reassembly time exceeded)
543890 200.416848 Beijing shanghai 1cmp  Time-to-Tive exceeded (Fragment reassembly time exceeded)
543891 200.416848 Beijing shanghai ICMP  Time-to-live exceeded (Fragment reassembly time exceeded)
543892 200.416848 Beijing shanghai 1cmp  Time-to-Tive exceeded (Fragment reassembly time exceeded)
543893 200.416848 Beijing shanghai ICMP  Time-to-live exceeded (Fragment reassembly time exceeded)
543948 201.440730 Beijing shanghai 1cmp  Time-to-Tive exceeded (Fragment reassembly time exceeded)
549061 204.896331 Beijing shanghai ICMP  Time-to-live exceeded (Fragment reassembly time exceeded)
549062 204.896331 Beijing shanghai 1cmp  Time-to-Tive exceeded (Fragment reassembly time exceeded)
549063 204.896331 Beijing shanghai ICMP  Time-to-live exceeded (Fragment reassembly time exceeded)
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5ELLRTE [ R A 1

L L Feh, — /M TP AL B 1 Fis

AR [ TCPAE 4
1
2
Ack 3
3
4
Ack 5
5
6
Ack 7
7
8
Ack 9
2 i 5525
& 1

v FEASCI B, B0E Bl AR a7 10 e P o B AR 55 4 T ELAR 55 25 ke 281 i Kol
Bt ACk — o SKBRHAET AN R IR [, AN IR Ack SR . [ rh T ]
HECT RIS — MR AR, BE L VIZH Seq. Len Al Ack SRR A A, A
LI 4 Ak S E

Bt XS R wanlebing(15520495153) £ &R



TVERRY
Wireshark

PLETIE?

o4

HE LA, % A A B L, RS LR Ack — R D&l
et Ack 3R RUREN T 158 2 S HAM, IEFERIRE 3 54; Ack 5 R IR E| T
3G 4 SHA, IEENR 5 5. BE 1 XSRS EaERIREITT (R
ARG MBI QT HFHEEE R, g 2 MRS 23 SBW
“Seq=8413, Len=1448", MEZ FIRIFEFT 24 SEH “Ack=9861", FTll 245
BHMEX 2358 (UK 22 S8) WA 72480016 0T DR E 2 B i i
—F, BERARIEEYEGE 1A,

Mo, Time Source Destination Protocol Info
22 15.403709 Client Server TCP [Continuation to #16] 2049-703 [ACK] Seg=6965 Ack=873 Win=49152 Len=1448 T5v
23 15.403938 client server TCP [continuation to #16] 2049-703 [Ack] Seq=8413 Ack=873 win=49152 Len=1448§ Tsv
24 15.403948 sServer Client TCP 703-2049 [ACK] Seq=873 Ack=9861 wWin=843 Len=0 TSval=2234706033 TSecr=63379094
25 15.403958 (Client Server TCP [Continuation to #16] 2049-703 [ACK] Seg=9861 Ack=873 Win=49152 Len=1448 T5vi
26 15.404189 client server TCP [continuation to #16] 2049-703 [ack] Seq=11309 Ack=873 win=49152 Len=1448 TS
27 15.404199 server Client TCP 703-2049 [ACK] Seq=873 Ack=12757 win=1024 Len=0 TSval=2234706033 TSecr=63379
28 15.404208 C(Client Server TCP [Continuation to #16] 2049-703 [ACK] Seq=12757 Ack=873 Win=49152 Len=1448 TS
29 15.404438 client server TCP [continuation to #16] 2049-703 [Ack] Seq=14205 Ack=873 win=49152 Len=1448 TS
30 15.404444 server Client TCP 703-2049 [ACK] Seq=873 Ack=15653 win=1205 Len=0 TSval=2234706033 TSecr=63379
31 15.404449 (Client Server TCP [Continuation to #16] 2049-703 [ACK] Seq=13653 Ack=873 Win=49152 Len=1448 TS
32 15.404689 cClient Sserver TCP [Continuation to #16] 2049-703 [ACK] Seg=17101 Ack=873 win=49152 Len=1448 TS
33 15.404697 sServer Client TCP 703-2049 [ACK] 5eq=873 Ack=18549 wWin=1386 Len=0 TSval=2234706033 TSecr=63379
34 15.404708 cClient server TCP [continuation to #16] 2049-703 [AcK] Seq=18549 Ack=873 win=49152 Len=1448 TS
35 15.404939 cClient Server TCP [Continuation to #16] 2049-703 [ACK] Seg=19997 Ack=872 wWin=49152 Len=1448 TS
36 15.404948 server Client TCP 703-2049 [ACK] 5eq=873 Ack=21445 wWin=1567 Len=0 TSval=2234706034 TSecr=63379

& 2

RTIE H 2 NBRIER A M AERRBRIN . ZRNE ML FAFAERER, FrbAfE
Bl ik (RSO ) MBI S AEx 488 T . ME—T, [FH
FERE 1 R, ﬁiﬂ?/’éi IR RS R AT RI? IEER 3, X
B Ack GBI % i 2 5 — 2, BT RA% P i K 58 6 S B4 U3 Ack 3, K¢ 8
SHEA W E] Ack 5. i%%iiﬁm CEAERTINT, HIXRSEARFA TCP K.
DRI W) 2 3 B b PR A [E N R, SRS, DA SR AR v
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c pc,\ka‘

6 \

pek >

.

S

ack !

9
Ve
1 p@\kg
- —

oS 1
= Ui R %5 2%
3

YL 3 X FhAE XARHR IR R T IE R BRI, FRAE T o AR AR A
We? ERABNBRIZ Wireshark, A Wireshark 3T F—NEREEREI—iaH
1B, MUBRTERGAEEF—INAEREE, XHSERIAAE Wireshark &
BENHETF. SRR R VT, R A —FF AR Sk TR RE ik Ty (Hp
ASCHRE D ISR, 3E— WA SEL, RENEEE 4.
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TVERRY
Wireshark

B EETIE?

00

10

11
12

SRR 2 P i 2] FITCP AL i

Ack 3

Ack 5

Ack 7

Ack 9

el

& 4

Hk 554

M Wireshark & HSEMAEER 1, B 5 Hi —MEBIE KILTT BT
f. Hrh 7 542 “Seq=263611, Len=249", #j#& 2 1 263860 iz kT 8 511
1) “Ack=3284", W W, Ack B HEMifE 1. AE E— AR E RG] NIZXFE K
B, RO F IR IE KR Ack IRIE T . AMARARRBRERAEN, X

AR

ANB—ERE, RiBHNNEARLNFE. GRHEEE

RegnthE EXREMM—i, B TORMMNER SCREZZE.

Mo. Time Source Destination Protocol Info
6 0.000000 <Client Server TCP 65096-8888 [ACK] Seq=262223 Ack=1 Win=65535 Len=1388 Tsval=21
7 0.000000 cClient serwver TCP 65096-8888 [ACK] 5eq=263611 Ack=1 wWin=65535 Len=249 Tsval=212
& 0.339843 server Client TCP 8888-+65096 [ACK] Seq=1 Ack=3284 win=4096 Len=0 TSval=2955010 |
9 0.339842 (lient server TCP 650968888 [ACK] Seg=263860 Ack=1 win=65535 Len=1388 Tsval=21
10 0.339843 cClient Server TCP 635096+8888 [ACK] 5eq=265248 Ack=1 win=65535 Len=180 Tsval=212
11 0.457031 server Client TCP 8888-65096 [ACK] Seq=1 Ack=5033 Win=4096 Len=0 T5val=2955010
12 0.457031 cClient Server TCP 65096-8888 [ACK] 5eq=265428 Ack=1 wWin=65535 Len=1388 Tsval=21
13 0.457031 client server TCP 65096+8888 [ACK] Seq=266816 Ack=1 win=65535 Len=361 Tsval=212
14 0.589843 server Client TCP 8888-65096 [ACK] Seg=1 Ack=6876 Win=4096 Len=0 TSval=2955010 j
15 0.589843 cClient server TCP 635096+8888 [ACK] 5eq=267177 Ack=1l win=65535 Len=1388 Tsval=21
16 0.5B9843 (Client Server TCP 65096-8888 [ACK] S5eq=268565 Ack=1 Win=65535 Len=455 TSval=212
17 0.589843 server Client TCP 8888-65096 [ACK] Seq=1 Ack=8529 Win=4096 Len=0 TSval=2955010
18 0.589843 client server TCP 65096+8888 [ACK] S5eq=269020 Ack=1 win=65535 Len=1388 Tsval=21
19 0.589843 (Client server TCP 650068888 [ACK] 5eq=270408 Ack=1 wWin=65535 Len=265 Tsval=212
20 0.628906 server Client TCP 888865096 [Ack] Seq=1 Ack=10372 win=4096 Len=0 T5val=2955010
5
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T{echad

Wireshark

e ‘T

P

08

itH “‘ERFHE

T HELHHT - BEENEERE —8E BHEAM R E FE
Fo AN TIREDHMNAD, FIRHERAEA TN, SN F RN
R T .

WL )R E B AU — DR R RME . ERERESE? WE 1 PR,
I 747 BERSARE LT, T SR ANLRREARE A, EAUR T
ENAFRRARE. S mE, W buREREIZ L Tz TR YR,
HEfNEeELK, BEXREIEENBHEREKE.

E1

RUEHHLLL, M4 KRBT LU BE L RN %, BMARTANTSY
B AEFL AR, TG “bytes in flight” KHke, RMA “78
BRI BT

ML SRR T, R KA E S TR T N S I X 2 1R 2
AeJ), MaZOElt, X2 NTFEREEMERRE. BEATHER? g -
R —> TCP ERAEME, W4k nT LU I 7 56 e IR KT 5 R 2 Re R 3 2 1
WFTE MSEPRARAL MR 2 P, F—%MERAERLHEZ 6 EHZMILE
(1), ARAANFIIE 22/ EO M) () B8 2 73 L 25 H A TCP 4% o IR I ik 75 22 FH 21 2%
14188 Wireshark £ #7 7 -
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e ‘T

)
TIEX

/70

ALK 3 (55 e EREHPEILE —AIHE ROFFREN Tl T IRSHRAEIZRZ
AT ® 8 SAIFALRIEIR T “Ack 97 (For 9 5 Z AT BRI E] 1), FrifEiE T
THOY 0. MR U, AEREREEOTINN B RS AR TR, At

P IRAEE 3 R imREA PO — AN ) SRR N T2, B TFEZAES
B 10 SEEKLXH K, BB “Ack 77 RER 7 SZRINEHIKE T, thED
BRE 7. 8, 9, 10 SEEEREBHIA, FALUEEFHHEMEX 4 NEFRIETH
HimE . IXULIHTEEE K I% 7 IRBI a4 B8 F SR A BT e 7 1 4K

MBS SRR T O, B2 TR T WA Wireshark K47 G106 T . [ 4
R CHARRIETT) SREI, nSRARATAATIES 0.400000 B HI7EIE 517
B, SIS

Mo, Time Source Destination  Protocol Info
6 0.000000 Cclient server TCP 65096-8888 [ACk] Seq=262223 ack=1 win=65535 Len=1388 Tsval=2
7 0.000000 Client server TCP 65096-8888 [ACK] 5eq=263611 Ack=1 wWin=65535 Len=249 Tsval=21
8 0.339843 server Client TCP  8888-65096 [ACK] Seq-1 [Ack=2284] win-4096 Len-0 Tsval-2055010
9 0.339843 Client server TCP 650968888 [ACK] Seq=263860 Ack=1 win=65535 Len=1388 Tsval=2
10 0.339843 client server TCP  65096-8888 [ACK] ck=1 win=65535 [Cen=180] Tsval-21
11 0.457031 Server Client TCP 8888-65096 [ACK] Seq=1 Ack=5033 Win=4096 Len=0 TSval=2955010
12 0.457031 Client server TCP 65096-8888 [ACK] 5eq=265428 Ack=1 win=65535 Len=1388 Tsval=2
13 0.457031 Client Server TCP 65096-88B88 [ACK] Seq=266816 Ack=1 wWin=65535 Len=361 TSval=21
14 0.589843 server client TCP 8888-65096 [ACK] Seq=1 Ack=6876 win=4096 Len=0 T5val=2955010

4

FEAZIS 8] 532 FT 25 7 0 R IE B2 10 560, B “Seq=265248, Len=180" F-77,
FORF T E 265248+180=265428 Z HI T T LA RIBH £ T . 58 0.400000 52
AR5 2310 Ack Ty 3284, FIRFFSTE 3284 ZRIMIFHCLIE 7. WAL T
B AL 265428-3284=262144 FAT . WIREIFNH — A, ATEARIRAL:

TEEF 1720 = Seq + Len — Ack

Hrh Seq 1 Len & KH E— 1MEIBRIEFME, 1M Ack NkE E— MR
BWA KA. RATEES 0.500000 FhK4:>]—F, ERA AT LA B AR 735
M i% & 266816+361-5033=262144, 545 0.400000 o1 —HFE% .

BT AR TR, TR T R (RS IE D) T
BORIEAKEE, B EEPE

S
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HERSEHES

HIRES T A%, HSEHGEN TR ARSI AR . XA 10t A M 4%
RE R —HKIETT— HRRAME RN KRR, wl T RER T 1% M 2% 1K %
REITT SEUMIE, 16/ 2 DU R I JE 0 S Bt Rk 2e5 . e LB,
FE R _ESCHT R “AER T8 AR RANE?

FSEA KRR RUHEM K ERAR AR G — 2RI, AT 2K, WO A
W0, BRI T R R KR . KRR R N LR,
KBS SRS, HERL. JrUCRBOTLON, RERERNARFTH

BIRIZAITRIMMEIRER. ARTX—R, HERECSR AR =R
ZINAERFTHHT .

AT Wireshark H R B IER ZIWE? AP A A, 28 RFAE R R
B, EOZEMaEfE, M Wireshark s2REMEAR IR EAAGRT . FIEIATAT LR
FEXAN IR TR e Wireshark kB —E R EEEHPE—, BIREZ
EREH Seq ERBIHFERE, REHEZRIGELENZINERFTH. BT
P28 AN IE B AR R AE B R B I 2R 2R, T DX AN R 71 O RERE
THZE IR

AR .

1. fE Wireshark | H.i7 Analyze 25, P Expert Info T, 152K 11

O SCH “HITE A B B TR “congestion point” » IR — MBI, TEP L

FYFREH “PHZE S RERR CORAEEMAT A, B “congestion node” o TEULEETE X
TRIEHE, Uk Rm.

T4t X< R wanlebing(15520495153) 5 EEARKY

TVERRY
Wireshark
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ZER
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HAEGR.

Tfechly e e i S R i e (i
Wireshark !

|Errors.: 3 (2390) |Warnings: 3(159) | Motes: 121 (4538) |Cham 0 (0} | Details: 7087 |Packet Comments: 0 |

Group 4 Protocol 4 Summary 1 Count 1~
| |2 Sequence TCP Retransmission (suspected) 335 | M
St | .
{EE %X é%}ﬂ% Packet: 1225 1
Packet: 1227 1
-
ER Packet: 1229 1
| Packet: 1231 1 '
72 I Packet: 1233 1) I
1 |
1 |
I I

E1

2. M EAEM No.1225, FI VB Seq=1012852. T2 “tep.seq ==
10128527 {E iy, WHE 2.

Filter: | tcp.seq == 1012852 IEIExprE;;ion... Clear Apply Save

Mo. Time Source Destination  Protocol Info

1225 0.937500 client server TCP [TcP Retransmission] 49454 > ddi-tep-1 [ack] sSeq=1012852 ack=1105
1226 0.937500 server Client TCP [TCP Dup ACK 1171#51] ddi-tcp-1 > 49454 [ACK] Seq=1105 Ack=991851
1227 0.937500 Client server TCP [TCP Retransmission] 49454 > ddi-tcp-1 [ACK] Seq=1026650 Ack=1105
1228 0.937500 server Client TCP [TCP Dup ACK 1171#52] ddi-tcp-1 > 49454 [ACK] 5eq=1105 Ack=991851
1229 0.937500 Client Server TCP [TCP Retransmission] 49454 > ddi-tcp-1 [ACK] Seq=1033235 Ack=1105
1230 0.941406 server client TCP [TCP Dup ack 1171#53] ddi-tcp-1 > 49454 [ack] seq=1105 ack=991851
oy

.

= Transmission Control Protocol, Src Port: 49454 (49454), Dst Port: ddi-tcp-1 (8888), Seq: 1012852, Ack: 1105,
source port: 49454 (49454)

pestination port: ddi-tep-1 (8888)
[stream index: 0]

Sequence number: 1012852 (relative sequence number)
[Next seguence number: 1013668 (relative sequence number)]
Acknowledgment number: 1105 (relative ack number)

2

3. i Apply €2 5152 T R IGH No. 1053, LK 3.

Filter: | tcp.seq == 1012852 |z| Expression... Clear Apply Save
MNo. Time Source Destination  Protocol Info
1053 0.804688 Client Server TCP

49454 > ddi-tcp-1 [ACK] Seq=1012852 Ack=1105 win=322768 Len=816 T3
[TCP Retransmission] 49454 > ddi-tcp-1 [ACK] Seq=1012852 Ack=1105]
1
= Transmission Control Protocol, Src Port: 49454 (49454), Dst Port: ddi-tcp-1 (8888), seq: 1012852, Ack: 1105
Source port: 49454 (49454)
Destination port: ddi-tcp-1 (8888)
[stream index: 0]
Sequence number: 1012852 (relative sequence number)
[Next segquence number: 1013668 (relative sequence number)]
Acknowledgment number: 1105 (relative ack number)

&3

1225 0.937500 Client Server TCP
<

4. E&5E 1053 ‘S, G AHE Clear {ERIEIE. 7 W E—/ kB RS 25um 1

Bt XS R wanlebing(15520495153) £ &R



Bt 1051 S, WK 4.

Filter: Eaprassmnm Clear Apply Save
No. Time Source Destination  Protocol Infe

1051 0.B04688 server client TCP ddi-tcp-1 > 49454 [ack] seg=1105 Ack=910546 win=2457 Len=0 Tsval=24415168 Tsecr=
1052 0.804688 Client Server TCP 49454 > ddi-tcp-1 [ACK] 5eq=1011404 Ack=1105 wWin=32768 Len=1448 T5val=41365538 T
1053 0.804688 client server TCP 49454 > ddi-tcp-1 [ACK] Seq=1012852 Ack=1105 win=32768 Len=816 Tsval=41365538 Ts
<[ 1

= Transmission control Protocol, src Port: 49454 (49454), Dst port: ddi-tcp-1 (8888), seq: 1012852, ack: 1105, Len: 816

4

5. R ESC SRR 75 507) M2 2, ARSI ) AEE 7 50N 1012852
(No.1053 ] Seq)+816(No.1053 f1J Len)— 910546(No.1051 f#] Ack)=103122
T

BUXAE, IR ZE S R T o XA TTVEAR B IR K, (H RN
A2HER N ROV ZUCKRE, RIEIEE — D EE MBI NGB 10 ZE
H2RERMEA FAIE? A ANVNARRZECF I, 1 S AZE— MR/ . Hen
Wi 10 YCRFERA 5 KA 32 KB, 5 & 40 KB, B34 ZE 252 8 32 KB, 1
A PH4ME 36 KB.

AT A E W AR E 73X 15 AL B 28 0 B IR SR . AT e
R, RN T REEREE DIRGIEXMNZE SR, TRz, Refthm
PERE. BRHIAE 32 KB BL TS AT LS 2 BRI 28, AR Wi 7 AP 11H 36 KB, T
AR 2 — i EE . RAE E—ABrhe@a o, B kAR R
AT RERC AR R, BIME T2 & — BB 2 LS BUE R K 38, ORSF — ik /2
ERN. ETMESEHRE, WAERSPICE D RBIEMELUT, ARRK#RE
RGEAARIKITE, Windows M EEA] LAZ2% KB 224829 15K .

ASY

T4t X< R wanlebing(15520495153) 5 EEARKY
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@SR LSO

BRI IR s T AL SR IO 2E 7, R REIE B — MR IBILR, Ll T i
AT

FI®E T —ANEAERF SN 491, H Seq 54 349974, {F LLILAE At iEs%
, WE 1R

Filter: ' tcp.seq == 349974 B Expression.. Clear Apply Save

No. Time Source Destination Protocol Info
491 7.425781 Client Server TCP [TCP Fast Retransmission] 65096-8888 [ACK] Seq=349974 Ack=277 W
492 7.425781 server Client TCP [TCP Dup Ack 486#4] B888-65096 [ACK] Seq=277 Ack=349974 win=409
493 7.425781 server Client TCP BBEB-65096 [ACK] Seq=277 Ack=351362 Win=4096 Len=0 TSval=295503
4 ‘ 1

= Transmission Control Protocol, Src Port: 65096 (65096), Dst Port: 8888 (B888), seq: 349974, ack: 277
source Port: 65096 (65096)

Destination Port: 8888 (BBEB)
[stream index: 0]
[TCP Segment Len: 1388]

Sequence number: 349974 (relative sequence number)
[Next seguence number: 351382 (relative sequence number)]
Acknowledgment number: 277 (relative ack number)

&1

s Apply i 9€, FRSSRA A WEAN, AWEEE, WE 2 PR, 24
AR R E T AR ?

Filter: | tcp.seq == 240074 [] expression... Clear Apply Save

No. Time Source Destination  Protecel Info
491 7.425781 client server TCP [TcP Fast Retransmission] 63096-8888 [ACK] Seq=349974 Ack=277 win=65535 Len=1388

4 [

m

= Transmission Control Protocol, Src Port: 65096 (65096), Dst Port: 8888 (8888), Seq: 349974, Ack: 277, Len: 1388
Source Port: 65096 (65096)

pestination Port: 8888 (8888)

[stream index: 0]

[TCP Segment Len: 1388]

Sequence number: 349974 (relative sequence number)
[Next sequence number: 351362 (relative sequence number)]
Acknowledgment number: 277 (relative ack number)

& 2

o RXMURAEFENBTIIN, BEARCLMH b ERIFIAEZIERI;

FE1 X4 R wanlebing(15520495153) E5 BEEERIY



o JFURINEMINI IR, FIRECAIEE T, HEARE WA SHN;
e Wireshark ! 1 bug, 28— IEHfbrics [ TCPFast Retransmisson] T .

AL FBRIEHRIFATTERX 3MARE. RIGEER L2z T, REH
B/ Seq FabEA R

REEAEFREOCALIMBIE? 5K 3, RIDEIEFMSKR “tep.seg
< 3499747, RINE i o KIER — Mg “ Seq=348586, Len=2776", 1ELff
BT RAVEE ARG “Seq==349974, Len=1388" (A F4i.

Filter: | tcp.seq < 349974 IZIExpression... Clear Apply Save

Mo, Time Source Destination  Protocol Info
129 3.023437 client Server TCP 650968888 [ACK] Seq=348586 Ack=1 Win=65535 Len=2776
el 1

= Transmission Control Protocol, Src Port: 65096 (65096), Dst Port: B888 (8888), sSeq: 348586,
source Port: 65096 (65096)
Destination Port: 8888 (8888)
[stream index: 0]
[TCP Segment Len: 2776]

Sequence number: 348586 (relative sequence number)
[Next sequence number: 351362 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

&3

L IHIRAFR AR, XA TCP #E MSS Ul KB BK &) 2 1388,
B4 Len=2776 (R 1388 1Hifi) HIELHIINE? J5REE] T Wikipedia b f—
ANEH, A RETEX LT TR LSO (Large Segment Offload).  H i Feik B Wr
Bk “AFRHE” MBIRE, FrRLEE DL LSO SRFRIFENE .

LSO ZAtaWe? &= T ¥R CPU T th LI — B 5 o Bl A X 48 33E N T-JR Al
JiJREFAR, CPU [ TAE S AH B BN EE 1 .625MB/s 11 /9 2% i it K 20 75 B FE 9% 5 GHz
) CPU, RXEALFE MW 2.5 GHz CPU (A ALBEE S 1. N T 2% CPU
R 7, BB E ) — 8 TSN (offload) #43RI4, HLin TCP 2B TAE.

Gt 2% TAE 7 AORIXBERT: B E = A 8 =e 45 TCP )2, TCPJZH
R MSS K/AN#EAT /0B (f CPU $157), AREHRZ4AMNFK. MEaA LSO 2/E,
TCP EFAILIEART MSS HEIEREZELBNF, iILMFRAFTHIEIET .
Eban A5 F iy “Seq=348586, Len=2776", mIGEH MK “Seq=348586,

T4t X< R wanlebing(15520495153) 5 EEARKY
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Len=1388" F1 “Seq=349974, Len=1388" WMHE. HTELZEHIMBFENT
SH7E CPU WML A, FTLBEIMZ— 17 BRAITNAE. BRUREREAE, M2
RS RENFEAN N T . A B A I TR L b SR, BE %
HAMR XA KA LL B 3T LR @FT BB GREE EfERTE Bk T — RS,
HAE T IEANHAR.

FERE LU, RAFH AL NZE (8 LSO, KMlH e Rt ek
JEHIRE T, KA INETHE . AL RAIHT LSO MtkReiLIZ i, t
a1 VMware bR REIUL R A I & PEREAT KH LSO Imitkge 28 4. LSO
fIlc B 7 AR 7 5, Windows b A /5 BEAE M K [ 2 M #8 %) Large Send
Offload gt AT & (WK 4).

e ™~
Intel(R) Ethernet Connection 1217-LM Properties M

General | Advanced | Driver I Dietails | Power Managementl

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its value

on the right.

Property: Value:

Adaptive Inter-Frame Spacing - Enabled -
Enable PME N

Flow Control

Gigabit Master Slave Mode

Intermupt Moderation

Irtermupt Moderation Rate i
|Pv4 Checksum Cffload

Jumbo Packet

LaEe Send Offload V2 |'IPV4§
arge Send Offload V2 (IPvE
Locally Administered Address

Log Link State Event
Pricrity & VLAN 2

Energy Efficiert Ethemet ‘ ‘

' e R LM (dumbo Frame) (1194 ei 6 SR ACHY TP 0., {ELHSR LA AR 7 32 4 B,
BT A 77 AN EWCTT T B RHR—#F

Bt XS R wanlebing(15520495153) £ &R



#i%E RFC

WAEBIFAZRZH, FramMEA FTP T# TRZ 50k, A RFC 30y, H
SN A BN, RREAERNE, UgANZR. ALY
JUEEJE, BITIREARE] RFC AN ARG 1o X S5l T A 8 0 94 2% ) 7L,
A 2 RFC A REAR R, BTkt IR 2 4 1 n] LUIE I IX — ki

LM TREITHRARE, PR AR e, OB AR ] AT,
FATHORA — D PEREAR AR BINE A7 KA R BRI ML XA — AN [, AR
B i R B SR S5 AR AR AR . R BT AREENE ? SR A A
2, WBIRFEM T 100M 7558, HLPRAEREAZ] 5M FIRCR, HE A
B o DS S ) MUE AR R XA

o FHPANSE TSR 9 A AL
o IZETHHNE TR BIULEA;
o JHPTEHEAAIE LT

HsHAEZ e, M Wireshark 40081 — 1, SEAASREK ZIRTHERER
Jithe BRI A, ARE TR =G

1. 1£ Wireshark ] Analyze->Expert Info->Notes 25 1 E 5| & 1 fEAL ST,
EHMIPRE TAREESE, WA

T4t X< R wanlebing(15520495153) 5 EEARKY
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# — — — ———
M Wireshark: 361 Expert Infos . S R . — E@g

|Errors:0(0] Warnings: 2 (303) | Motes: 12 (58) |Chats: 0 (0) | Details: 361 | Packet Comments:0|

Group 4 Protocol 4 Summary 4 Count 1)«
Sequence TCP This frame is a (suspected) retransmission 7 |

k Sequence TCP Duplicate ACK (£3) 6

Ll Sequence  TCP Duplicate ACK (#4) 6 _| N

|| ] Limit to display filter

== o= |

& 1

=
|
|
|
|

2. Bl A RBERS R Ack BB AR A (RTT). HK 2 JKEHA W, K
Mise 78 =, FEENL AT TIREZA Ack, #BEAZ ZEXME.

Mo,  Time Source Destination Protocol Info
63 0.394531000 Client Server TCP  58512-+8888 [ACK] 5eq=699075 Ack=829 win=65333 Len=38304|
64 0.394531000 cClient Server TCP  58512-+B888 [ACK] 5eq=737379 ack=829 win=65535 Len=1000
65 0.394531000 server Client TCP  B888-58512 [aACK] Seq=829 ack=630006 win=19660 Len=0 TS

4 1

options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
= [sEq/AcK analysis]

[This is an ACK to the segment i
[The RTT to ACK the segment was: |0.078125000 seconds]

2

W X o5 Bt AT AW 0 1. REAZ, RTT WRRE, (HEIE A%
AR o HETE 27 P 0 ) TCP RIE T R/ T 05 2 35 313X LA 75 B0 78 A 2t 1

P & o ROk DR RA A, 20 M2 ERHZEE 1 (Congestion
Window, 454 cwnd) RS EIRRE M. EESARZEITLR (DL XF
AL, T HAEARBE (FARE TE) —SChifgind T, XEMAFEKR.
ALEHMREAEAEGER cwnd, 2= TCP W H) THRIT#AE, cwnd 135
KAk “BEah”, SREHEEN “HHZEEG”, BT R AR R RER K, )5
Hi A E, HAEA RTT HEEHII—4 MSS (Maximum Segment Size, F£/rx—
TCP BT RE4E T (8 &) . TEARFRAN T R IXFER R cwnd MR KIS FER), WA 3.

FE1 X4 R wanlebing(15520495153) E5 BEEERIY



|
[
1
1
1
1
1
]
i
1
I
1
1
1
1
1
]
I
]
]
|
I
I
1
1
1

1 1

3

Time

TR sE RN, BAIE R LEF Wireshark B cwnd. i — AN EIEE D
T E IR, BURT LA 2SI “Bytesin flight”, ‘EEAR RG] H#AE T cwnd
IR/ FBENLES T 1970 S48, M 4 ] LI cwnd 25 76020. 45 & 3 (13
W, WECURAE T “HHZERG” BB, R —AN cwnd ROzt & 76020 hnb—A
MSS (LUK H KAy 1460 715D, ALk 77480, WS Z2ENG BB, Almtic

e o
A A K.
Me.  Time Source Destination Protocol Info
1969 17.437500000 Client Server TCP  58512-8888 [ACK] 5eq=24207689 ack=25393 win=65535 LHq
17.437500000 Cclient Server TCP  58512-8888 [ACK] Seq=24225473 Ack=25393 win=65535 L{
1971 17.449219000 server Client TCP  B8BB-38512 [PSH, ACK] 5eq=23393 Ack=24150038 wWin=194
1972 17.515625000 Server Client TCP  B888-58512 [ACK] 5eq=25669 Ack=24207494 win=19660 Lq
1973 17.515625000 client Server TCP  58512-8888 [ACK] Seq=24226058 Ack=25669 win=65535 Lq
1974 17.515625000 Client Server TCP  58512-8888 [ACK] 5eq=24283514 Ack=25669 win=65535 LHq
1975 17.515625000 server Client TCP  B888-58512 [ACK] Seq=25669 Ack=24226058 win=19660 Ld

<

I

urgent pointer: O

& options:

= [SEQ/ACK analysis]
[Bytes in flight: 76020]

(12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps

& 4

SR K 5, Wireshark 141 278 T —A> RTT (1974 54D i) cwnd ¥ 76215.
WHRUWETT T — D RTT ZJa AT 195 AN, m AR R . &%
EXAETE T RIT, B2 —FERENL. IX R R b R0k & FIG K IER
18, BT LME SR AR

Bt XS R wanlebing(15520495153) £ &R

IR
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50

Me.  Time Source Destination Protocel Info

1969 17.437500000 client Server TCP  58512-8888 [ACK] Seq=24207689 Ack=25393 win=65535
1970 17.437500000 client Server TCP  58512-8888 [ACK] 5eq=242253473 ack=253393 win=65535
1971 17.449219000 Server Client TCP  B8B8-58512 [P5SH, ACK] 5eq=25393 Ack=24150038 win=
1972 17.515625000 server Client TCP  8888-58512 [ACK] 5eq=25669 Ack=24207494 wWin=19660
1973 17.515625000 client Server TCP  58512-8888 [ACK] S5eq=24226058 Ack=25669 win=65535
El?. 515625000 Client Server TCP  58512-8888 [ACK] 5eq=24283514 Ack=25669 wWin=65535
1975 17.515625000 Server Client TCP  B8B8-58512 [ACK] S5eq=25669 Ack=24226058 win=19660

4| m

urgent poincter: u
@ Ooptions: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
= [SEQ/ACK analysis]

Bytes 1n 1ght: 76215

5

PEREZ IR A KRB T, (HEZ Nt A H MG HRINE? B
TREAE,  [FIRE AR s A e 2 T R 5% SR A A X AN ), PRI ERAT TIE AN e AT
I AR E o2 2% /7 o b o 2R RBANS ER A%, Sl 2 XS HEEE cwnd
RIS RAGRA . (HAUER B 2 i AR, BB MRS A A e ?
ik RFC MRS MAADLH R T . 75 RFC5681 H k3 7 2 cwnd [T 7730, H
AT — T I

Another common formulathat a TCP MAY use to update cwnd during congestion

avoidanceis given in equation (3):
cwnd += MSS*M SS/cwnd ©)]

PENXNARE G, FANEBRE— NN B o 4w
cwnd K/NA n AN MSS, EiaE—ANE DR HE n AN, REIHEE n A
Ack. FHIE] 14~ Ack ‘Bt cwnd 3 “MSS*MSS/cwnd”, F2UE] n 4N Ack
ZIERLEI T “MSSH(m*MSSewnd)”. BT cwnd Z5F n > MSS, Fi LLIE S
HE(n*MSSlewnd) K295 T 1, Ml V24t 14 RTT sisgim 14~ MSS (1)
H 1.

B 7 vt K FH Rt 2 X AN B, AR FTRE 80 ownd 318 1),
NERAERE] n A Ack 5N A REFL UMK, Mt 7 EIFAERE & IR 240
SRR n AR EE RS n AN Ack . FRSEEGE 1 Linux RS 48 52 BT UE]
PN B0 A Ack — I R ERE % o fE e it 14 RTT HREIG K 1724 MSS.
A2 R Rt L R TR I B3 20, 195 N FATIEAE] U7 A MSSHE. X
Wi Ack (B ARE 2 A%, 7E Wireshark LR 2% 5 E 92X — fi o

Bt XS R wanlebing(15520495153) £ &R



TR W B e AT 32 s RS 4 1 Ack e 7. JLEM R G, i
RIVIX G RS 20K FJ3 T Large Receive Offload (LRO), £f1ZE %4 TCP
AL AL EE, PRI Ack Ut LIRSS 38 MR 2, IXARRE T AT 4 AR RS
PBATVERE A, 5ok RS B ethtool fiv 426 ] LRO il 1t vl AR whfst 1

MEETR R, REFIFIF bR T —MA KRR cwnd 5B0%, RS
NJEH T LRO. M2 TAERIBHR AR A M, (H2R&iiE ke 38 cownd
Tttt AR RHLEC N T PERE . X IS AN R Wireshark, BATIE TR TE
EESL: MWRAZGL RFC, Wi M L Wireshark A8 0138 anf gk . k45 ol pk
ANUEEL N RIS — R, P AR E

T4t X< R wanlebing(15520495153) 5 EEARKY
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— MRAZAE
fiERAYIBlER

87

—MEFZAERERAYiD)E

IRZER, 1T AFERSE A X —1EE 58 —75% TCP #1 UDP
Iz . FiE UuE@f“%%dﬁ%dﬁf)%ﬁﬁE%ﬁéﬁ, Ebin TCP /&R %), UDP
RATTREN), 4%, AR TR HEM P BOR R E A S Bk

AR IR A SEX BRI E, RUOMRZ NP2 000 R 1, 5¢
EAHRE RIVHAE S o AT R AU A B AR, AR RE ATz
ASCE TP ZES], g KT TCP A1 UDP 2% 5 o

WO T SRR B ) ) B P Do B AE i, S 2T R
PR BHR, B 10 728H AP — K. TUH SRt HkI1E ﬁﬁﬁ% ML) 98 2 ™
PR PTUIE S AR FoK, W] FTPARMGIEN 1. AR AniE N f4
S 5 A TCVAAE 10 73 A 5 BB R o St [ BASE 37 BOR IR e, HAEMR
SEAL I R 981 B R TR, TR AN R 2 SR AR BN T AR LR L B

Bl R A ERTCH 1, WHAPGEI AR, e T K
EREZ e TR =05, ATERA KBRS, T R et a Ay
M ERE 1.

1. A Wireshark ) Statistics 8., T &4 Conversations, W& 1.

T4t X< R wanlebing(15520495153) 5 EEARKY



. ——
! UDP.pcap [Wireshark 1,.12.2 (v1.12.2-0-g898fa22 from master-1.12]]

| File Edit View Go Capture Analyze Statistics Telephonx Tools  Internals  Help
(SO 1535 8 & 0 summay @
Comments Summary
Filter. Show address resolution Cesle i
Mo, Time Source Destini Protocel Hierarchy
i Ve IHLOIL [ IJ IIIH el pl=0] . v 3 [
77 0.942891 shanghai Beij & Conversations 204 D
1

2. M TCPFRZEW WAL I E & (Bytes) /b, WK 2.

| Ethemet: 1| Fibre Channel | FoDI | 1Pwa: 1 | 1puti | 1| sx74 | nep | Rsv | scTp| TCP: 52 | Token Ring| uDP: 5] U

TCP Conversations

Addre 4 Port A 4 AddressB 4 PortB 4 Packets 4 Bytes  ~ Packets A—B 4 Bytes A—B 4 Packets A—BE 4

Beijing 33871 Shanghai 5040 945 158 992 472 123006 473

Beijing 49871  Shanghai 5040 503 76 646 251 55494 252

Beijing 39353 Shanghai 5040 455 63 310 227 43 666 228

Beijing 60163  Shanghai 5040 441 65984 220 45 926 221

Beijing 35123 Shanghai 5040 437 65 253 218 45155 219

Beijing 51709  Shanghai 5040 436 65 061 218 46 287 218
& 2

3. FF UDP#R%:, KIUEmIIEEE (Bytes) MR KEGZ, WK 3.

| Ethemet: 1 | Fibre Channel| FoDI| 1pvas 1 | 1pvs | x| x1a | e | Rsve | scTe | Tcp: 52| Token Ring| UDP:5 |use|

UDP Conversations

Address A 4 Port A 4 AddressB 4 PortB 4 Packets 4 Bytes 1 Packets A—~B 4 Bytes A—B 4 Packets A—B 1 B

Shanghai 5204 Beijing 5204 473434 41623226 415984 37871149 57 450

Beijing 5203 Shanghai 5202 10533 685178 5225 344 830 5308

Shanghai 5203 Beijing 5202 10531 685 046 5307 350 262 5224

Shanghai 5040 Beijing 2040 845 113210 425 26 948 420
&3

PA_E I8 o dr R WA 2 8L UDP A&, AR YE UDP ££) s i — 51
MIAFEERIL OFAZ U UDP XAMMUA B AEEE, TR Z 2T UDP IR
FEFP B U PEREARAL ), BOANNIX — iR EE BT TRESUHKE T — T
Wireshark )£ & H, RINABUR Z &I 4 IXHE R4 -

Bt XS R wanlebing(15520495153) £ &R

TVERRY
Wireshark

— MRAZBE

fRRAYEE

83



TVERRY
Wireshark

— MRARZRE

fRIRAYIDRR

84

No
404394
404385
404396
404397
404578
404802
543888
543889
543890
543891
543892
543893
543948
549061
549062
549063

Filter: | icmp

Time

117.
117.
117.
117.
117.
118.
200.
200.
200.
200.
200.
200.
201.
204.
204.
204.

738399
738399
738399
738399
994370
762281
416848
416848
416848
416848
416848
416848
440730
896331
896331
896331

Source

Beijing
Beijing
Beijing
Beijing
Beijing
Beijing
Beijing
Beijing
Beijing
Eeijing
Beijing
Eeijing
Beijing
Eeijing
Beijing
Eeijing

Destination

shanghai
shanghai
shanghai
shanghai
shanghai
shanghai
shanghai
shanghai
shanghai
shanghai
shanghai
shanghai
shanghai
shanghai
shanghai
shanghai

Protocol
ICMP

EE}(prEssmnm Clesr Apply Save

Info

Time-to-Tive
Time-to-Tive
Time-to-Tive
Time-to-Tive
Time-to-Tive
Time-to-Tive
Time-to-Tive
Time-to-Tive
Time-to-Tive
Time-to-Tive
Time-to-Tive
Time-to-Tive
Time-to-Tive
Time-to-Tive
Time-to-Tive
Time-to-Tive

exceeded
exceeded
exceeded
exceeded
exceeded
exceeded
exceeded
exceeded
exceeded
exceeded
exceeded
exceeded
exceeded
exceeded
exceeded
exceeded

(Fragment
(Fragment
(Fragment
(Fragment
(Fragment
(Fragment
(Fragment
(Fragment
(Fragment
(Fragment
(Fragment
(Fragment
(Fragment
(Fragment
(Fragment
(Fragment

reassembly
reassembly
reassembly
reassembly
reassembly
reassembly
reassembly
reassembly
reassembly
reassembly
reassembly
reassembly
reassembly
reassembly
reassembly
reassembly

Time
time
Time
time
Time
time
Time
time
Time
time
Time
time
Time
time
Time
time

exceeded)
exceeded)
exceeded)
exceeded)
exceeded)
exceeded)
exceeded)
exceeded)
exceeded)
exceeded)
exceeded)
exceeded)
exceeded)
exceeded)
exceeded)
exceeded)

4

IXAAERE WL, 1F 1981 FEAHi ) RFC 72 i G4 1 -

If ahost reassembling a fragmented datagram cannot complete the reassembly due
to missing fragments within its time limit, it discards the datagram, and it may
send atime exceeded message. (43I KN 7 A 25 O T TE VAR I 5 R B HE

B EAR, R BURFE I R AN R D

v, N EE&REILRE UDP BIEBH S REMT . ERTHELEYRE
B EEK, SRIAR—FRETHRES, MUARBITE 4 Fa0iRE, SR

K 5 o

o

£

i3

—~UDPEUE B I e A

IE=

il 7 A F e R

B LA Sk e —

» X EeMFHER

Jbnth ik i
7 F, BT AN R

T4t X< R wanlebing(15520495153) 5 EEARKY
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WATR—ASHEER, SSRGS A PREL—E, RERE. &1

WIT0) T UDP AR HESCR et (740 Bt BTV SIS s 3R] T pectapy

T UDP RARTIGEA, EHEMHLERI AR Y% 20535, FTRBHENE  \wireshark
KA AN

P THUARIE B, RV AL T o (BRI IL UDP iz il
At AT A ), FREE R LA R TOP, R REIRG LB KB i, T
I r. a5

o TCP AHHZEIEHINLE], RS LE IR Z AR, X— Rk
KE A, AR EE T 225 T E— A 70~79 01, ASCHABER T .

o RIETEEBMERE—FEIIELN T TCP AR, TCP #I5 ERHLHIAT LR E 1
FNEHRESINEE, BRTHRNERESF. Eff TCP GMEALLE
BRORS%T . WWFEMRNEEES K 6 4> TCP W fkh, FEREX
TR, EESREWE 6 Frr.

X [&—EEHR ¥ eI TeP i i o

-------------------------- X HelTePEER

AckRI5 P TCPE

F-iff 75 S A2 Fe B A Ak,
FTLL e BT >

Jb 5 7 B e
[ 6

AW, TCP RFEERELNI—NE, MAZREE, FIUSELESEDR
=% 7. ZfRREEPNARETARRERSEEH, EA TCP 2FEH, AR
W REEIE, AXWBIFHRRAT 6 M, FrUXHIEANEIE . fRan—ik
B EYI R 50 AN skAE, A TCP ML A B RERBLHI SR T .

T4t X< R wanlebing(15520495153) 5 EEARKY



TVERRY
Wireshark

— MRARZRE

fiERAYIBlER

50

I H AR R TCP 2 )5, PERESRIRSL 125 1o PRIHIX AN [ A fi
Emtixafiis, fE— A T ERMARRZE S H . WERA KRS BRI 2
[f], W Z—A> Wireshark R4 £ 4 .

PIRT, FHABERRNIEANZFHAE UDP MNE, i3 EAR T2
DNS & #1415 2 UDP #E ARl &t & A5 1 . RIEAEA SCI st R
RHEANZ 77, H UDP . n] DLSCHURGF (1 RE . 4+it TCP A1 UDP BR/NSELT, 4
B MR R AE PPN R0 22 SR WETE 7 —FETCI . AT TR A e £, R
H—MESERR, A—MEEERAMC.

T4t X< R wanlebing(15520495153) 5 EEARKY



NAXF 5 Fadial

ERSCE (AMRAS LB ) A e ROR B B AR s, 1B T
AR SR  FM AR T I A RIER), AR IFRIE T, A B R R
SRR o

B 1: AL BHA?

20 40 60 AR LAHT, HHii 5 2 IR S R S e R I, ARAA 0 — it
P A% G LT o H T PR S 8 R 00T B o B L BT AR FH SR ARG, H 31 Paul Baran
H1 Donald Davies K& T M 4HACHe MR, HEAHE 43 30 il VL S5 A S B T B i 3L
2. BRESE, MESEME—NEIKR, BRI AR A7 R BT
TESRIG RS T 128 P N —AMES AL . A3 T 20 t4d 80 FFARAILLK
W e, g B A 1500 7 AR N s KRB AL 1, B MTU(Maximum Transmission
Unit) 24 1500. fIl2 20 45k, —A 1P iR 2 a) LA 1500-20=1480 =7
MEHE o 4 EAR S I B R P 1480 T I, ML 2SR E 0 Fr, B3R
LAWK

BlRR 2: REFREHBES FRNE?

— R, RIETTRAKYEE B H MTU SRR E S KR, B 1R T 5
R MTU SN 1500 (R IE T 0 EI R T 23 N i IFE 7. BATAT LA “off=0",
“off=1480". “ off=2960" %5l #% & 11 5 H 1K L8 7y J A48 s A B4 =41 v 1480 #717,
A 1A o — 5

FH1t R4S R wanlebing(15520495153) = BEERRIY

AR
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AOIB)ER
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b1 (4T E

VN Fo A
fis1f=

68

Mo.

=

ime Source Destination  Protocol Info
003174 cClient server IPV4 Fragmented IP protocol (proto=upP 17, off=0, ID=008c) [Reassembled in #29]

0.

8 0.003182 client server IPv4 Fragmented IP protocol (proto=upp 17, off=1480, ID=008c) [Reassembled in #29]
9 0.003186 client Server IPva Fragmented IP protocol (proto=UDP 17, off=2960, ID=008c) [Reassembled in #29]
10 0.002189 client Server IPvd Fragmented IP protocol (proto=UDP 17, off=4440, ID=008c) [Reassembled in #29]
11 0.003191 client Server IPvd Fragmented IP protocol (proto=UDP 17, off=5920, ID=008c) [Reassembled in #29]
12 0.003194 client server IPV4 Fragmented IP protocol (proto=upP 17, off=7400, ID=008c) [Reassembled in #29]
13 0.003197 client server IPv4 Fragmented IP protocol (proto=upP 17, off=8880, ID=008c) [Reassembled in #29]
14 0.003201 client Server IPva Fragmented IP protocol (proto=UDP 17, off=10360, ID=008c) [Reassembled in #29]
15 0.003203 cClient Server IPvd Fragmented IP protocol (proto=UDP 17, off=11840, ID=008c) [Reassembled in #29]
16 0.003206 client Server IPvd Fragmented IP protocol (proto=UDP 17, off=13320, ID=008c) [Reassembled in #29]
17 0.003208 client server IPV4 Fragmented IP protocol (proto=uDP 17, off=14800, ID=008c) [Reassembled in #29]
18 0.003211 client server IPv4 Fragmented IP protocol (proto=upp 17, off=16280, ID=008c) [Reassembled in #29]
19 0.003213 client Server IPva Fragmented IP protocol (proto=UDP 17, off=17760, ID=008c) [Reassembled in #29]
20 0.003216 Client Server IPvd Fragmented IP protocol (proto=UDP 17, off=19240, ID=008c) [Reassembled in #29]
21 0.003219 client Server IPvd Fragmented IP protocol (proto=UDP 17, off=20720, ID=008c) [Reassembled in #29]
22 0.003222 client server IPV4 Fragmented IP protocol (proto=upP 17, off=22200, ID=008c) [Reassembled in #29]
23 0.003224 client server IPv4 Fragmented IP protocol (proto=upP 17, off=23680, ID=008c) [Reassembled in #29]
24 0.003227 client Server IPva Fragmented IP protocol (proto=UDP 17, off=25160, ID=008c) [Reassembled in #29]
25 0.003230 cClient Server IPvd Fragmented IP protocol (proto=UDP 17, off=26640, ID=008c) [Reassembled in #29]
26 0.002233 client server IPvd Fragmented IP protocol (proto=UDP 17, off=28120, ID=008c) [Reassembled in #29]
27 0.003236 client server IPV4 Fragmented IP protocol (proto=uDP 17, off=29600, ID=008c) [Reassembled in #29]
28 0.003238 client server IPv4 Fragmented IP protocol (proto=upp 17, off=31080, ID=008c) [Reassembled in #29]
29 0.003240 client Server NFS W3 WRITE €all (Reply In 142), FH: 0x2823a191 offset: O Len: 32768 UNSTABLE

E1

R UTR T SRS R L, 2RI L5 v IR 2455 1480 7
ﬁﬁ%ﬁﬁ@i’ﬁ%d\o XS K A B8/ 2% % Jumbo Frame (FEilil) 5% PPPOE 2
K, EATH MTU A 1500, T2 REEK 17, MTU AS— SR A4~ 9 4% 2 [8] £
WEEA? s FHEMZ G M MTU 52 9000 745, AFMEZETT R 4a
9000 7, FH—&id—A MTU R 1500 715 ML ¥ 4%, 02 n] BEM ¥ 00 A
HRFEF . EXPEN T RSB TTEEFEPGE S RN, A RN MTU A3
7 (70 A 2 B A B AR ) i At Sl it Path MTU Discovery B SR ER I 4% L )
/N MTU, AT 20 iR/ e AT Z I BUR R EE ICMP SRR, SR %
M2, FIUAKEE. 852, BRiLiEREE—MREFRINLEH Sk
EREFRERND, FFUSLHEMZEAREE MTU RIRRIEZXIE, REEMLE
FEMEREA MTU RF—BALER X E RS E—SEHT MTU FCE B
TS5 B0 1)

B]RR 3: FEWHAXERTLERTHA?

fan o & 2A BT T, B EAEAIE? W 1 AT AN B A
T “off=xxxx, ID=008c” K& 5, HBTT 2RI XPAME, 21D AR5 Fr 4%
M off (A (WFgE) BHATEN). BERBEAER TR, ME— 1 ) B2 BT Qe 0 W
BE— N C&3k, NMiFGEA 7. EEE 2 iaiRE A0 R, mi
29 54, BEAE T A “Morefragments= 07 ] Flag, R ERE — M0,
AR T T AT AR E A T

T4t X< R wanlebing(15520495153) 5 EEARKY



Mo,  Time Source Destination  Protocol  Info

RvIvE o T T T Lr v

~ Flaymsiniteu £r P ULuULU T LGP ULUSUDIE Ly U s L UL, LUUUO g
25 0.003230 client Server IPvd Fragmented IP protocol (proto=upp 17, off=26640, ID=008cC)
26 0.003223 client server IPv4 Fragmented IP protocol (proto=upP 17, off=28120, ID=008c)
7 0.003236 Client Server IPvV4 Fragmented IP protocol (proto=UDP 17, off=29600, ID=008cC)
28 0.003238 cClient Server IPv4 Fragmented IP protocol (proto=upP 17, off=31080, ID=008c)
29 0.003240 client Server NFS v3 WRITE call (Reply In 142), FH: O0x2823al191 offset: 0 Len

[E Frame 29: 402 bytes on wire (3216 bits), 402 bytes captured (3216 bits)
# Ethernet II, Src: Intel d4:4d:e2 (00:04:23:d4:4d:e2), Dst: Clariion_3f:0d:07 (00:60:16:3f:0d:07)
= Internet Protocol wversion 4, src: Client (10.32.106.159), Dst: Server (10.32.106.72)
version: 4
Header Length: 20 bytes
@ Differentiated services Field: Ox00 (Dscp Ox00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable TH
Total Length: 388
Identification: Ox008c (140)
= Flags: O0x00

0... = Reserved bit: Not set
.0.. = pon't fragment: Mot set
-0 = More fragments: NOt seq

& 2

MHARR 5 Fr, Heanf 3 (1) 28 S A E 7 —4 “More fragments = 17 1
Flag, PICENTT M REEEHEL 5, LR EAEH . A ML
i Rt R FF ALK i%E “More fragments” 4 1 14, SEEROT—BHEG SR, N
MFER AT

Mo. Time Source Destination Protocel  Info
Lu wewusced  wiimne oooves e FLAYISIILEU AP i ULULU 1 Pl ULU—ULE Li gy Ul —£SLUv,  L—wuos
25 0.003230 Client sServer IPvd Fragmented IP protocol (proto=uDP 17, off=26640, ID=008c)
26 0.003233 cClient server IPvd Fragmented IP protocol (proto=uDP 17, off=28120, ID=008c)
7 0.003236 Client server IPvd Fragmented IP protocol (proto=uDP 17, off=29600, ID=008c)
28 0.003238 Client sServer IPvd Fragmented IP protocol (proto=uDP 17, off=31080, ID=008c)

[+ Frame 28: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
# Ethernet II, Src: Intel_d4:4d:e2 (00:04:23:d4:4d:e2), Dst: Clariion_3f:0d:07 (00:60:16:3f:0d:07)
= Internet Protocol version 4, src: Client (10.32.106.159), Dst: server (10.32.106.72)
version: 4
Header Length: 20 bytes
Differentiated services Field: 0x00 (DSCP Ox00: Default; ECN: Ox00: NOT-ECT (Not ECN-Capable T
Total Length: 1500
Identification: 0x008c (140)
= Flags: 0x01 (More Fragments)
O... .... = Reserved bit: Not set
. 0.. pon't fragment: Not set
| More Traaments: Set|

3
)RR 4: TCP RUEBEEAEFDTHEN?

TCP AJ LB Gt KI5 543 Frs R NNE 1 a3t $ds o BN B RS 4R 2% )2
BRABNSERANRHA MSS (Maximum Segment Size), ERLETFIE MTU gl IP
A TCP Az FHIK N, FrA— MSSIRIFRERHE— MTU .,
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b1 (4T E

N EFH A
fis1f=

90

MTU
|

[
[macsk 145745 [ ipsk 2047 | TCp3k 207 i

1
MSS
&4

Kl 478 T MSSHI MTU KR, AR TCP kAR 20 775, Frblefz
i —28 MSS 7S], L an ] 5 sl At b A 12 7151 TCP Options, A& 4
2 HAE R AR R T 1500-20-20-12=1448 ‘735 T . XS T B H AL AE
Wireshark & o 15 & A 20 W 268 BOBATTR J4HEE Wireshark, 7RIS H
e—H T,

Frame 58: bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
Ethernet II, Src: Intel_d4:4d:e2 (00:04:23:d4:4d:e2), Dst: Clariion_2b:5d:b2 (00:60:16:2b:5d:b2)
= Internet Protocol Version 4, src: Client (10.32.106.159), Dst: Server (10.32.106.62)
Version: 4
Header Length: 20 bytes
pifferentiated Services Field: 0x00 (DScP 0x00: pefault; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length:
Identification: Ox8led (33261)
Flags: 0x02 (Don't Fragment)
Fragment offset: O
Time to Tive: 64
protocol: TCP (&)
Header checksum: Oxcall [validation disabled]
Source: Client (10.32.106.159)
pestination: server (10.32.106.62)
[source GeoIP: unknown]
[Destination GeoIP: Unknown]
= Transmission Control Protocol, Src Port: 706 (70€), Dst Port: 2049 (2049), Seq: 9133, Ack: 1049, Len:
Source Port: 706 (708)
pestination port: 2049 (2049)
[stream index: 2]
[TCP Segment Len: 1448]
Sequence number: 9133 (relative seguence number)
[Next sequence number: 10581 (relative sequence number)]
Acknowledgment number: 1049 (relative ack number)
Header Length: 32 bytes
.... 0000 0001 Q00O = Flags: Ox010 (ack)
wWindow size value: 694
[calculated window size: 22208]
[window size scaling factor: 32]
Checksum: 0xf320 [validation disabled]
urgent pointer: 0
options: Ihz bytesl, No-Operation (NOP), No-Operation (NOP), Timestamps

5

UDP MIBCAH MSS [, — BN Mz, BTl gesio . 2 frAE
Mo FEMmTERE, BTl UDP/EX — i B TCP ¥ 5 —Lk.

@F 5: A TCP X2 EHEERIZEWHAII MTU #?

e 4 R 734t 7 A4 TCP BRI TT M ER 200 Fr o 8T — 3T

T4t X< R wanlebing(15520495153) 5 EEARKY



MTU L RETT I/ NEATp? teinkikJ7 EH T Bl (Jumbo Frame), #2 MTU 4
) 9000 T, (HAEU T I B AE 1500 o B I . XA 1) B S e R b —
AR B, TCP @ALBEFEN A AT =R T (Wi 6 Fros), {ERTMAME
FAA BT EAHFER T H K MSS, %A T MSS=8960, fR%5#sA A T
MSS=1460, —XIETF-Z )5, % mAnE | A MTU LRGSR, g —4
9000 7 AT BRI RefE s Eaigli o Rl E3E . TR ERE T, B b
IRIRFIHBAE B O MSS B S 1460 735, MIMTERL T 80807 (1 MTU.

Mo, Time Source Destination  Protocol Info
1 0.000000 client Server TCP  33763-111 [SYN] 5eq-0 Win-17920 Len-0[Ms5-8960] sack_PERM-1
2  0.000000 server Client TCP 111-33763 [SYN, ACK] Segq=0 Ack=1 wWin=65535 Len=0
3 0.003906 cClient Server TCP 33763-111 [AcK] Seg=1 Ack=1 Win=17920 Len=0 TSval=27300530

6

TCP fEME 47y i — i b MG L, RS T MR #H R 1.
SR 2% B AR, RN AR LA A SCHALE) MTU BOARIE TS AWy
RIS /AN, IRIE R 2 H ] R

[a)8% 6: A4 UDPEL TCP EiEAEZIRIE?

IR UDP A TCP AR M Az tiis T, A& g2 E B+, et
B ETREEAE: MEEAR/NRER, X7 2/DNAREZER L. B
FAR AR R 20 &, FOBSKHEE, T8 UDP g — AN i)k . 16 1%
OERF XA, BN ERETIARER, M.

K UDP &4, i RAT St 5k, LT 7T LIk 3 2 - 4k S A%y Ho Al £ o
BT — MR ESPCRIERIRZ N, R — e R R &5,
HREIRBE L

MR TCP AR, HIMEGH — € L HfL, EAHSHRLER. X2 TCP
AR AR i, RIS FH 2 AR 2 BE B ARSI o BSOS TCP IR A& T &,
A EREALNLE], XA SRS AT AR BT B WTE R 1 5 AR,
EC IR AE TR S ORISR Zoidt, “IX 2 RMISA%, A4mm? 7 WiAE <k M R
Z MBI 2 H—BAEiB, W Rt e ge A . xRk, B~ 7 AR
JE4E Rl —4], “ARAZ 17
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TVERRY
Wireshark

MTU S209
A

97

MTU Sa93ER!

MTU HR I RESEAE R Z T, (B ETIEZE, SOt B BORSTRR I AR,
BB R — MR MTU )0 AR SR 1 s, RIS A7
P MTU KA1

=! MTU=9000 MTU=1500 ' '
=
S

7 7 N, 4
&) i i 2R 55 2%

E1

M PG R IR B EI R B A, BRE B EA, BiEMS A X EL
ATIZEMEREMEEWT T DF (Don't fragment) ¥ri&k. MNRE THEESR,
WRETHER 5T o M Wireshark FIRZ 5 E 2 DF Ak, W& 2 w5 HE N BT .
A RGO 2, RN 'E R — s s MERE, KEZ AR E R85 A H
FANBRS LR T, BAEAZEBELAZVEHEH, a—EX, 1
RiamigIEdH T B, UEESSEEHENER.

Mo,  Time Seurce Destination Protocol  Info
1 0.000000000 Client server ICMP Echo (ping) request id=0x0001,
4 I

# Frame 1: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
# Ethernet II, Src: Universa_50:a9:f6 (44:39:c4:50:a9:f6), Dst: Cisco_e3:ab:8
= Internet Protocol version 4, src: 10.32.200.23 (10.32.200.23), Dst: 10.32.1
version: 4
Header Length: 20 bytes
@ Differentiated services Field: Ox00 (DsCP Ox00: pefault; ECN: 0Ox00: NOT-E
Total Length: 1500
Identification: Ox1314 (4884)
= Flags: 0x02 (Don't Fragment)
[ = Reserved bit: Not set
pon’'t fragment: set|
More Tragments: Not set

& 2

=
g

FE1 X4 R wanlebing(15520495153) E5 BEEERIY



WA TIRFAEEELF 2 B LIXFER, AT DOk LI IR B g . RN P
Ui Mk 5% 2% I T P ping T 3K, B — AN 1472 5, B ZAMEAY 1473 54,
HHHT “” ZHRE T DFfrd. i RERIEER 3, A ping 2,
NIRRT

BN C\Windows\system32\cmd.exe ——— o ] -

C:\Usersilinpl»ping 1@.32.186.182 -1 1472 -f -n 1 -

Pinging 18.32.186.182 with 1472 bytes of data:
Reply from 18.32.186.182: bytes=1472 time=1ms TTL=251

| [Ping statistics for 18.32.186.162:

Packets: Sent = 1, Received = 1, Lost = @ (8% loss),
lWpproximate round trip times in milli-seconds:

Minimum = ims, Maximum = 1ms, Average = 1lms

C:\Usersilinpl»ping 1@.32.186.182 -1 1473 -f -n 1

Pinging 18.32.186.182 with 1473 bytes of data:
Reply from 18.32.288.1: Packet needs to be fragmented but DF set.

4 I 3
' -

&3

HF ICMP 3kl 8 245, 1P 3kl 20 75, FTLASE—A ping 18 sR7E M4 )2 1)
KJFN 1472+8+20=1500 75, %/ ping &R NN 1473+8+20=1501 F17. &
R FH#§ MTU 52 1500 7715, AMEEME —A> ping ERKERA#ET MTU,
T CART DME TSy 28 A ping 1SR K EEEE T B B 28t H I MTU, SUA
VY5, BT DA REARH T o 7518 3 JRCHS T UE 1% tH 23 3278 T “ Packet needs
to be fragmented but DF set”.

ARG AT LU 4 EF], SRR A Bl B A
“Fragmentation needed”, TiiA~/&ARS5 88 IS 119, B ping B (R4 7
B DF 4R, W4 1473 ST HLRAS ping RN, SRR E S DI A

FE1 X4 R wanlebing(15520495153) E5 BEEERIY
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TVERRY
Wireshark

MTU SEE9
AERY

94

Filter: | icmp |Z|B(prassion... Clear Apply Save

Mo, Time Source Destination  Protocol  Info
1 0.000000000 client server ICMP echo (ping) request 1d=0x0001, seq=44/11264,
3 0.001248000 sServer Cclient ICMP Echo (ping) reply 1d=0x0001, seq=44/11264,
4 5.311831000 client server ICMP echo (ping) request {d=0x0001, seq=45/11520,
5 5.313062000 Router Client ICMP Destination unreachable (Fragmentation needed)
< |

.

@ Frame 4: 1515 bytes on wire (12120 bits), 1515 bytes captured (12120 bits) on interface 0
® Ethernet II, Src: Universa_50:a9:f6 (44:39:c4:50:a9:f6), Dst: Cisco_e3:a6:80 (ec:30:91:e3:

= Internet Protocol Version 4, Src: Client (10.32.200.23), Dst: Server (10.32.106.102)
version: 4

Header Length: 20 bytes

w pifferentiated services Field: 0x00 (DsCP 0x00: pefault; ECN: Ox00: NOT-ECT (NOT ECN-Cap|
Identification: Ox132b (4907)
= Flags: 0x02 (Don't Fragment)

O... .... = Reserved bit: Not set
Li.. .. = Don T fragment: Set)
.0. .... = More fragments: Not set

Fragment offset: 0

Time to live: 128

Protocol: ICMP (1)
# Header checksum: 0x0000 [validation disabled]

Source: Client (10.32.200.23)

Destination: Server (10.32.106.102)

[source GeoIP: unknown]

[Destination GeoIP: Unknown]
Type: 8 (Echo (ping) reguest)
Code; 0
checksum: 0xdf19 [correct]
Identifier (BE): 1 (0x0001)
Identifier (LE): 256 (Ox0100)
Sequence number (BE): 45 (0x002d)
sequence number (LE): 11520 (0x2d00)

= [No response seen]
(& Data (1473 bytes)l

4

B YRR ) 52, f%@ﬁ%&?% (EAEZE P A8 P AR B BIX A 1]
Y, BRI MTU RS R E Gy, IO 1A MTU AHSCH) 541,
Eﬁi%&z&%ﬁﬁ%ﬁ%%ﬁéo

61 APARRLEHZERMNEFIHRSIEN, JEHEEBRUTS

REFIXFREIR, BMAEA ANSBREE MTU S8, Bl &t Kt a 4556
IS 2 5, TREMAEARIN T M. XM RIS 5 BN (R % i
TEML, MRABENO, WK 5 R, REHEIERE “Seq=193, Len=1460" fE#F

srEfL, AR —EEARIL, UFRRAEFET . ME 5 JREIE A LUE HX
M G B ZH RT3 (I Bk,

Bt XS R wanlebing(15520495153) £ &R



MNo.  Time Source Destinatien  Pretecol  Info
1 0.000000 client server SME Trans2 Request, QUERY_PATH_INFO, query File Basic Info, Path:
2 0.000165 server client SMB Trans2 Response, QUERY_PATH_INFO
3 0.008587 client server SMB Trans2 Request, QUERY_PATH_INFO, Query File Standard Info, Path:
4 0.008677 server client SMB Trans2 Response, QUERY_PATH_INFOQ
5 0.011474 client Server SMB Trans2 Request, FIND_FIRST2, Pattern: \¥
6 0.011986 server client TCP [Tcp segment of a reassembled pDU]
7 0.011992 server client SMB Trans2 Response, FIND_FIRST2, Files: . lost+found .etc sales TEMP Branch
& 0.033961 client Server TCP [TCP Dup ACK 5#1] 3476-445 [ACK] Seg=251 Ack=193 Win=64289 Len=0 SLE=3113
9 1.181895 server client TCP [Tcp Retransmission] 445-3476 [ACK] Seq=193 Ack=251 win=65535| Len=1460
10 4.178112 server client TCP [Tcp Retransmission] 445-3476 [ACK] Seq=193 Ack=251 win=65535| Len=1460
11 10.182512 Server client TCP [Tcp Retransmission] 445-3476 [ACK] 5eq=193 Ack=251 wWin=65535| Len=1460
12 22.183406 server client TCP [Tcp Retransmission] 445-3476 [ACK] Seq=193 Ack=251 win=65535| Len=1460
13 46.185134 server client TCP [Tcp Retransmission] 445-3476 [ACK] Seq=193 Ack=251 win=65535| Len=1460

P .

= FIND_FIRST2 Data

Find File Both Directory Info File: .

ind File Both Directory Info File: Tost+found

ind File Both Directory Info File: .etc

Find File Both Directory Info File: sales

Find File Both Directory Info File: TEMP

Find File Both Directory Info File: Branch cChecklist
ind File Both pirectory Info File: Thumbs.db

Find File Both Directory Info File: ops
Find File Both Directory Info File: PMS

& 5

SHERMREARE, B ANER MTU SEYE? HERLFRLT .

1. fu R 4B KB AE TR RE A, HESMN=KIBETHBUTE S,
AN TS5 20 55 H SRR o

2. WERMZMELTTREER, EH—BUNHJEREKE, ARSI E.

3. EMIBAaHER T 1460 7 CFHZT (53 184S 1500 FI5 MTU), &
BRI . TR BT 2 S 4 SaHEES TR FY R, 1 E
KARPRER U R /T RERLE MTU S301.

4. FRH “ping <server_ip> -1 1472 -f” WK, FIRKW T . EEIR/INE X ping
R, 27 1400 T AL A BY), XS AN RS MTU LT
LA

5. TR % EMRI MTU MRS ECN,  FRERSREE L T .

6. Z T LA SE A H S A SEHL, T e PR IR A H S 10 GR) B

Bb, BEAR AR,
ﬁaéé 10 2 7] AR E B R, ARV AR BIRLT 1 5 RUREIR, ek
W MTU L.

=2 EPumk MTU A 1500 %5, BRSSE3ERAY MTU J9 9000 F¥5, At

T4t X< R wanlebing(15520495153) 5 EEARKY

TVERRY
Wireshark
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Wireshark

MTU S209
AER

96

EELEE. THARWRAIRN MTU &5, FRFLUBZFHRRS MTU 1253
9000 &5, MR EERMEEM T .

BEARZEBINT EBAKEE, HEURMS S EH A& MTU & 1500 7
T, XA S R A RS AR SS B R S AR TR, XU P
flEH— 1460 745 (MTU-TCP 3k-IP k) ) MSS, B LART LU i@ AR~ MTU
N 1500 M4 . AR PG AR & 9000 F T T, AR = ikiE T At £ 75 5 8960
FATHMSS, KB A AN 2 4%

£B13 FETTR Kerberos HHMAIE, EEFIRITEIFIEME 6 7R,

& 6 ] W& S IR ERF S ) KDC k% TGS-REQ, {HAZUAFYTA[H & .
AR B I Ff o175 150 B U E KDC EWAIMANEE B, (H2& KDC — A ENE .
EATpE?

Mo. Time Source Destination  Protocol  Info
95  256.218750 client KDC KRES TGS-REQ
95  261.218750 client KDC KRES TGS-REQ
a7 261.988281 client KDC KRBS TGS-REQ
98  266. 218750 client KDC KRES TGS-REQ
99  ?66. 988281 client KDC KRES TGS-REQ

4 L1

# User Datagram Protocol, Src Port: 62744 (62744), Dst Port: 88 (88)
= Kerberos
= tgs-req
pvno: 5
msg-type: krb-tgs-req (12)
# padata: 1 item
= reg-body
Padding: 0
@ kdc-options: 00000000

6

MIXJUAS P 280 R IZIMAHTE 2 2R T, AT ReHE I L 8] 35 22 2 5L
TGS-REQ 1§ A EIEI S o A —ANn] B2 o A b7 K, (R 03 2 11 1) HoAth
Kerberos £, (tb4n ASREQ) tHAFAF|[HE, AATREES] TGS-REQ X—#, [tk
Bii KB 0T DUHERR . B — Al Reit 2 MTU SEMER T, BnMgseE a4
AL MTU frivhs, KB ToVm A nT B tH IR IR o XA Wireshark s3I0
IR Pt K 4 KDC B BT, ik 2 KDC [ % P it E6 T, R ae it
) MTU BUh— s, [RERSREE R T o HSLRIA “ping -f -1 <75 40>7
R R B &N MTU ATEL,  RTEE 2 M4 A 25 H 1ICMP,

T4t X< R wanlebing(15520495153) 5 EEARKY



7] Mk

ANIBHEN FRBE 7 — . a5 i B G MRS, (HIER
HoAh R 55 #5E0 A T AR 5 A 5% A BRI A 2 P i R R A ARG, EAE B A
FPEHAMT . IXRPE OL QAN RE I HRERIEORE RARIE T e R EA TR A
—F.

BAERINCAB T TIRZ R, 2K, TRIMER mIl 7 Mgk
oriire B LRI, IXAMERIEH 1. BAAD T

1. 1588 2 542 MAC Hibbftrid 2. BVE P umidid ARP 8, 3R15 T
JRZ5 4310 MAC Hiuhik 00:15:5d (A H T 78 MAC sk T 435843 .

2. 3. 4. 5 5 P A RS A AR Z AR T, TR E SR I BEE ),

&6%@%§F%E%W%%%ﬁﬁ,@m%%%%&%%@,%ME7%
BEAAE T —E. X220 RR e 1

4. 8 AR A MRS MII[SYN,ACK], R 4 SHMEML. i,
MRS ZRIAER, 4 SEIEKAXRIEE i, BWE = IKEFEEEIE
5K

5. RO EME, BIEIMRATCE EF @5

Mo.  Time Source Destination Protocol Info

1 0.000000 O00:60:48ff:ff:ff: ARP who has 192.168.47.2507 Tell 192.168.47.200

2 0.003906 00:15:5d00:60:48: ARP 192.168.47.250 is at 00:15:5d

3 0.046875 Client Server TCP  51754-389 [SYN] Seg=0 Win=65535 Len=0 M55=1460 SACK_PERM=1 wWs=§
4  0.046875 server Client TCP  389-+51754 [:SYN, ACK]ISEq=0 Ack=1 win=8192 Len=0 M55=1460 wW5=25§

5 0.0486875 Client sServer TCP  51754-389 [ACK] Seq=1 Ack=1 wWin=139264 Len=0 TSval=433697 TSecr|
6 0.046875 Client Server LDAP bindrRequest(l) "<roOOT=" simple

7 1.156250 Client Server LDAP [TCP Retransmission] bindrRequest(l) "<ROOT=" simple

& 3.058594 server Client TCP  [TCP Spurious Retransmission] 389451?54m5eq=0 Ack=1
9 3,058594 (Client Server TCP  [TCP Dup ACK 7#1] 51754-389 [ACK] Seg=15 Ack=1 Win=139264 Len=0
10 4.156250 <Client Server LDAP [TCP Retransmission] bindrRequest(l) "<RoOT=" simple

11 9.070312 server (Client TCP  [TCP Spurious Retransmission] 389‘5]_754|[SYN, AO(]ISeq:O Ack=1

1
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BATRENOXA I G P AT A WE 2 2 /DAl DUNE 3 5 ReHE Bk R4 4%
A 24 4 SERI[SYN,ACK]. {HiE 5 S AERIAIR S 2%, RIS 28k
AET 4 SARIN, ARAEREA . XMRAFRT, MR 35 an LLBIEMR
5598, VLB ANAEAE RS B AC e B B K B 75 THI R ek, AT 4 B S EEEIEA T ?
AT AT 250 2 TR R R R, R A4k4EE Wireshark 3R ER,
BT REEE 2 T 3 54, RAEFHKBIRS K MAC Hilik
00:15:5d, 5 ARP H1& H sl —5L.

Mo,  Time Source Destination Protocol Info

1 0.000000 00:60:48ffF:ff:ff: ARP who has 192.168.47.2507 Tell 192.168.47.200

2 0.003906 00:15:5d00:60:48: ARP 192.168.47.250 is at [00:15:5d]

3 0.046875 Client Server TCP  51754-389 [SYN] Segq=0 Win=65535 Len=0 M55=1460 SAC
|

]

LU
Frame 3: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)

Ethernet II, Src: 00:60:48 Dst: |00:15:5d
Internet Protocol version 4, Src: Client (192.168.47.200), Dst: Server (192.168.47.250)
& 2

HERE 3T 4 SHIVER, AL MRS 2K MAC Hidik ec:bl:d7 & Hi K1,
AR Z A 2 FBA 00:15:5d. A4 &4 Kb HBLIX N MAC? B2k
Ha5em? HRTIEAST .

Mo,  Time Source Destination  Protocel Info
1 0.000000 O0O0:60:48FffF:ff:ff: ARP who has 192.168.47.2507 Tell 192.168.47.200
2 0.003906 00:15:5d00:60:48: ARP 192.168.47.250 is at 00:15:5d
3 0.046875 Client Sserver TCP  51754-389 [SYN] Seq=0 wWin=65535 Len=0 M55=1460 SAQ
4 0.046875 server Client TCP  389-51754 [SYN, aCK] Seg=0 Ack=1 win=8192 Len=0 Mg
|

]

I

Frame 4: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Ethernet II, src: Dst: 00:60:48

Internet Protocol version 4, Src: Server (192.168.47.250), Dst: Client (192.168.47.200)
3

HEE 49K 554, B/ e REIXAHF MAC Hiuhik ec:bl:d7 1.
TEIX e TeyRIE IR P IR R 2 3R A5 AR5 A v e .

Mo,  Time Source Destination Protocol Info
1 0.000000 O00:60:48fF:ff:ff: ARP Wwho has 192.168.47.2507 Tell 192.168.47.200
2 0.003906 00:15:5d00:60:48: ARP 192.168.47.250 is at 00:15:5d
3 0.046875 cClient Sserver TCP  51754-389 [S¥YN] Seg=0 Win=65535 Len=0 MS5=1460 SA(
4  0.046875 server Client TCP  389-51754 [S5YN, ACK] Seq=0 Ack=1l wWin=8192 Len=0 M3
5 0.046875 cClient Server TCP
|

51754-389 [ACK] Seqg=l Ack=1 wWin=139264 Len=0 Tsval
n

Frame 5: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

Ethernet II, Src: 00:60:48 Dst:
Internet Protocol Version 4, src: Client (192.168.47.200), Dst: Server (192.168.47.250)

&4
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ST ELX R, BATAT A bR

1. AR%28 ER—A IP AR T A MAC #iulik, i 00:15:5d fgdlets, (HA
HIE N AR A 1 ecbld7 AR B HCARIE ., L2 —IKE X
FEVE S PRI o

2. FPunRDABIR AT . W REELR ARP JR1FARSS 2511 MAC Hhhl (R
00:15:5d), {H—F FX% 5 Ak HI L MAC &M (RIZE R ec:bl:d7),
HEAL BRI E A 451X A8 MAC, — ) SEMLER & RR S -2/ 7 ARP R HLIY
HAE MAC Hihk 1.

Bt v, XWE BT EA DA IR, PR AN 2 A
EREE] BT 1. RATAZMIEH P I 194708, RS REMR R 1o

IEYE N ARG IR FRAEZ e ) ARP 3, AR R R T, RO P
v R L4 00:15:5d. AN FREBGERIE 2 I G RS AR ECE, N A—4 1P
SXTRIEA MAC We? JaRATER TRERGE, FRRSH LHZAMEE
SER— NIC Teaming, 257K Transmit Load Balancing (TLB). TLB H%E &5k
WA TIER B — AR5, KETIEMNSPSA AR, WE 5 fos. i
A& 00:15:5d BEREIS AR R, 12 ecblid7 HAERAREIL, FT LA % P it A [l 45
ec:bl:d7 [IIHERAE K55 T .

XA RGN ) e, B A Wireshark SLANK3E Qe fig oo 145 1 Wireshark
HEARE R, B ES S Jepr Rt ae I ) A . W R A4 TR AET
JEE TAEARLR, FRA 2 22 o5 [ 2 Wireshark .
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Se—IAImMY
T{erhiy
Wireshark

EX—IN

e 1008 45, {5 BRI R NELL, TLREA N B ) T2 ]
100 HRAEIEES EMC B TR, H RIS ol A I 24498 B

P REIS -

SRIERNCEHMELER 20 ti2d 90 AR 58 AT AT 1. W1
ERE O B IRSS A # A IR, JRRA RN EIR . MU HLAE — & RRA A AT
CABTIERT, KA — IRt BB I I 28 2V 5 o IR S A A
U AN R, AR Al 2 IR 55 2 A A 7™ BRI 17, L AnE R 28 A7 i |35
GREHIEIRE GRitILE Do BR—TF, RURE A R s lizhm T1E =K
WL, REREVIASH 16GB UL LM, ThaERI A ZRkE. AHar
V2T A GRR A ] e ?

[ ]\ */\

EATK [ ZE L [0 465 47l

JiFE 55 2%

E1

CARR G e D ARRALET , R 2 53X AT H A1 H ez, e
etk R RGBS oK. MRXANIHARREF R, AR 72
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22153 2 Gbit/s Y] FC (Fibre Channel). f&Diffifin] AN E &2 2 2 Ghit/s, 1

L RN —

R AR T IR . i 2 s, it s reie e Wireshark
SANFEALR LUN (Il B 7 540, S5 FE7E LUN b Ol 5 4%,

HELLR I 1 NFS 8% CIFS & 7 it i 17 SEX W
X
Ethernet ﬂ O /‘

&

AR FC BalTLAKRM, EXFFAE LUN, BRZFHEIHRS. i
W, FAVTHER R MITE 2 ALK MBS R FCo IR i Al LUN 2[R
HI FC H#EHGEAK, AR 3 HIRET, AW TR Mty 2. SRITH Y 17
SORT B P RN EE SCHAFE LUN BRI B, B DARIESE b 7 A R
EAET . MR T — PR

1. & impeiE UKD R SCPF R 48, B 9K/ T

2. BPumAe N FC i) LUN, #EIANFIIE SCAEE LUN BRI B

© e A AR T L T RS AR A
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EX—IN
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Ethernet

Fibre Channel

&

EATME? XATH AR T — ANk MATHELCRMA FC R HALE Al
Ko FCBEUKMIFEXHRG:, RAXGERAE LUN EMAE, ARHEBET
FC & LUN EiE5. T30 B 8RR/, B DU /Ny 52 1)LLK I g
PRI TE K 10 SCPE B IBEE AR K, FC IR 3 AR 78 70 R FE AR # . ARTEIX A
JREE, WHAIFK T FMP (File Mapping Protocol) R, 1 THF
& g ) SO R R SO AR E . B 4 R TN FC RERE S RSN, B
P ) 22 B A SR PRI 1

LUK 9 22 4L
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Ui ) S MR AR S A 20X 4 f 5 i@%&%‘éfﬁfuiﬁzﬁ%nﬁﬁawrﬂ‘@%
5, U CIFS FI NFS PMMAEX 7 TH AR T, BTl FMP BRI EA145 &
KfEH. RESEFmEEEEARNIERNEHAER FMP, AEHEIEAE FC
HEIEXHRE, HtEHERBAEE CIFS# NFS. %47, WREBAIIEF T
PER G —EB 10 GB RIS, HlHtilid FMP 3R51% B Y SCEAE LUN B RFE UL
B, A5 FC P T EE . i RIAT A T EE A 1KB /N, BE
Bt CIFSELNFS 4T T, RN T FC A LG ReEm 2 D ERe. Hfgidil,
W FMPIRJE T CIFSFINFS, el & Tathaen s

EARA BN IRREE 1 FMP N2, W& 5 Frox, Protocol EiRA
FMP, AR5 #silit GetMap Reply #3044 WA E LUN _EIOAZE (Extent) 2540
B . SEP D SR IR 4 f AL

Filter: | fmp |z| Expression... Clear Apply Save
Mo, Time Source Destination Protocel Info

27956 331.583083 Cclient  server FMP v3 GetMap call (Reply In 27958)
27958 331.583930 server Client FMP v3 GetMap Reply (call In 27956)
27959 331.672564 Client  Server FMP V3 GetMap Call (Reply In 27961)
27961 331.673070 server Client FMP V3 GetMap Reply (Call In 2r959)
27962 331.686955 Client  Server FMP v3 GetMap call (Reply In 27964)

27964 331.687712 server Client FMP V3 GetMap Reply (Call In 27962)

4 | L}

# Transmission Control Protocol, Src Port: 4656 (4656), Dst Port: 1021 (1021),
@ Remote Procedure Call, Type:Reply XID:0x51239349
= File mapping Protocol
[Program version: 3]
[Procedure: GetMap (8)]
status: ok (0)
Message Number: 175
Cookie: Ox00000000
File size: 1070735360
Extent List Length: 5
B Extent (1)
First Logical File Block: 22272
Number of Blocks: 20
volume ID inside DART: Ox05b57a04
start offset: 274892
Extent state: VALID_DATA (0)
F Extent (2)
@ Extent (3)
# Extent (4)

&5

FMP NIt 0 i s s it , - RO VERESR TR B R 1, 3 v [ 5 THUZR B RLATE
HURIANIE S 24 W) AR I RN ERL IR 3 ) Wireshark #5 EAT 10 Hrid JLIR FMP £,

FE1 X4 R wanlebing(15520495153) E5 BEEERIY
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F3R E AR RS ERATHIE S KL, XANEARBE R “R=B T « RS mIT
WA, AT ERIERRE . Gk pNFS (B NFSvA.1) SR T BB,
K 6 Y LAYOUTGET #:1E, AFi_ LA 51 GetMap & 5= #H 7] 1.

Filter: | nfs.main_opcode == 50 EIF_xpression... Clear Apply Sawve
Ma. Tirme Source Destination Protocol Info
10 6.342130000 Client  Server NFS v4 Call (Reply In 11) LAYOUTGET
11 6.356517000 Server Client NFS v4 Reply (Call In 10) LAYOUTGET
19 9.195982000 Client Server NFS v4 Call (Reply In 20) LAYOUTGET
20 9.210407000 Server Client NFS v4d Reply (Call In 19) LAYOUTGET

-

L

[ Remote Procedure Call, Type:Call XID:0x86249770
= Network File System, Ops(3): SEQUENCE, PUTFH, LAYOUTGET
[Program version: 4]
[v4 Procedure: COMPOUND (1)]
E Tag: <EMPTY>
minorversion: 1
= operations (count: 3): SEQUENCE, PUTFH, LAYOUTGET
[+ Opcode: SEQUENCE (53)
[+ Opcode: PUTFH (22)
[ Opcode: LAYOUTGET (50)
[Main Opcode: LAYOUTGET (50)]

& 6

A A, S ORI SRR, i @B B2 il 7 FC. BifE
L NFS 8¢ CIFS it n] LASEIUR = I PERE . #K8 FMP (137 stttk b 1, i
EPEREERE —F ARG FMP 5% pNFS #6 o 30 i 5 350 H 42
AR, FRILE R BEAH BUR R BX T LA Z [R F 6 44 5~ Jeff, Boris, Jason.
Peter, & —hilk Jang IR N . (EHEFIT S F, Rlaris s s ik AL,
FIFMREE, MBEEL . WEXFECEIFARZN TAFXAFAT 0
P, AR SRR 1T N R A —— P 2 B r) T 2 52 117 37 75 SR kA
(Fro FAIEA P LRSS B SRR ZE B — AR, AZELURIX AR R
fh o AR EBH RSkt B T ge Rt %, M ey
DIMe RS — 4. ME—Ref A AKIER), A Wireshark 7.

FE1 X4 R wanlebing(15520495153) E5 BEEERIY



S—HiiE

IR
Wireshark

AR
A ERITIB R 7 BT, MBITIR SN2 N TIRSuE Sk, B E)
FIP AR T, TR ARE TR, Arixm&edaxg . 105
WA AR T, A RAT A JR A S B L IpaR T IR

BSOS 5 B Sa RARINE 1 FTR o SEHAURIIR 55 & 2 [ N T-JE T+ 2175 I8
T, M AN L (R T IRAAE

PP
> 5 :
% P fig ZTHAL 5525

& 1

BT T BUERT S, RIS EEE N E P iR RS AR, EE AN
HATAT Z2 5] o AER 80 IR 25 280 101 0 o, o508 S5 I B AR S W T
AT ALE Wireshark | ity Analyze 325, B it Expert Info B2 E A S0, W
Kl 2 Fiowo

r ™
M Wireshark: 4752 Expert Infos [E=REE
| Errors: 2 (6) | Warnings: 3 (159) | Motes: 121 (4587) |Chats: 0 (D) | Details: 4752 | Packet Comments: 0 |
Group 1 Protocol 1 Summary 1 Count 1 -

Sequence  TCP This frame is a (suspected) fast retransmission 9=

Sequence  TCP

This frame is a (suspected) retransmission 384 -

| [C] Limit to display filter

i
==
{

& 2

RHEEA U T, RERD R E O ELRL RIS B KT, 2
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SRR
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Jey 3 P E A% AR I 0. 1%t AR B T 1 PR S % AT I A% F) S i R A
—Ff, TR ANLEENASE . RAREFRIRR T MR R hf, HSLPrE 0.01%LL
I EA AR AR AET R A o

M Wireshark BB EAEIR )5, 15T RIVES R 5K T4 il 58 i
FERE L2 HAL 1. RN RRRAKRZE, REFHLZREMRT, EH
TERRERTRE, —FHEERATRAZE, FABERMEE SN L. 532
BRI E R X S, BABSAREERE, NS AR R MA NS

P2 B B ROR IS 1, A DABRATHIIET 3 SRAGBIBEAR . 7Kk TR 5%
& ISR TR L. S R K Sk U AR S H U R R — 2L TR
BARAPEBAR TR AR SOER K )5, HEEd 1R R
W, i T — BN K i R S NIRRT EIELE T AR A B,
A DA S — T AR [R] Ao 41 28 S 2

_— ;\-): — — O— -
O @ N
I\\\m ’/// / \ /

N y, ;
\ s \ /
\\ // N
\7 ] / \\ y /
G AT dit s
3

AR —HEE T I ol IRt A s 2 Hseth A —5E, R 10 %
o [N AR 55 2 R BB, ARAE AR S5 4% TR R &3, PIOAIZ R
Sl P RERCR, BRI SIS HNL L XA 2 AR B RZ 9 K
M, WEAZE TR 7o #A)iE0, RB[EHEEARMEIZEEFIRK T AIE,
AEREZFIRTA SR, TEATERRE, REIT—MRENG, 2

T4t X< R wanlebing(15520495153) 5 EEARKY



R ESHBHRSHEAE— R, MESEEENSRESLEREEZERT.
|EEE 802.3x il & X i “#{5Mi” (Pause Frame) HiS<il 17X IIRE.

o HRMHMEAXENFHEFRE, ERURRSHFL—NEFM, LEF
F—aB%k. IHRBRTHEES, NMmBRTESR. CHPLESR
(] B e AR S0 5% o X B AR 45 % 7 i, A AREAS ORI

o ST SO K A gl T PR ) peuse time S50, 3 T4
RINRLZ IR, B 4 T LR AR

o BWAHHLE X BB AL T EET UL R SRR A
pause time 4 O U, RIS SR S5 T

TSI B ML LA 2R =M, FOAERIRE T« 478 Wikipedia -H—
Ao, R F R AN 65535 quanta [ (&EAN quanta #H24F 512 LhAFES[E]D, 4
B 4 fioR. A XETIXRE NS, BT L] Wireshark B M N HR G4

= Ethernet II, Src: 4Znetwor_30:41:50 (00:07:5d:50:41:50), Dst: Spanning-tree-(for-bridges)_ 01
B pestination: Spanning-tree-(for-bridges)_01 (01:80:c2:00:00:01)
Address: spanning-tree-(for-bridges)_01 (01:80:c2:00:00:01)
....... 1 over vven wnen wens = IG bit: Group address (multicast/broadcast)
cee. 2200 Ll Ll il il = e bit: Globally unigue address (factory default)
= Source: 42networ_30:41:50 (00:0f:5d:30:41:50)
Address: 42networ_30:41:50 (00:0f:5d:30:41:50)
....... 0 ier viie weee wvw. = IG bit: Individual address Cunicast)
ceve wx 00 i o weee wew. = LG bt Globally unigue address (factory default)
Type: MAC Control (OxBB08)
5 WAC Control

Pause: Ox0001

Quanta: 535

& 4

PH{E i) Destination MAC Hbhik [ 7€ /& 01-80-C2-00-00-01, it LAZEASFI KR
B & B E b B AN B 5. AAh, B WA DR RUE ), BIARSS S AE
DAL R Bkt ] DL ) A2 e ML SR B S .

FEIE 2 U B, JRAEAN DA P A5 bR B 45 U R 14 e il /. IAE FCoE
(Fibre Channel over Ethernet) i ARMLFAH K RIS, &M 77 MM 5 Wik 22
FRAZE, BT DAAEAR 45 M B 2 R ER T2 1o CAF AR FHURI S He bl #AH
NECEE, HWRASRAN, REGSESR HRAEmFit.

FH1t R4S R wanlebing(15520495153) = BEERRIY
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IEF R TR TR, T AR A IR OVERE, FTLAZE P 1 i Re
- FRBE T LTI (REEI 5 OFFBId, S 2 o — AR
Wireshark  FVBZ %, WEAMSET. U6 TOP R, A AR r R T A 2.

SRR

E P il B ihas e h 28 el | AR 45 2%

108
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IR R
TVERRY
Wireshark

AR
WMFRBIZEEM — R AT, £ TRMB MRS . BRTEREER%ES
AHs, FHACLHEMRE NREBRMTMAAT, AREATEEsEkMAE, R 109
BFTE TIRAH A R, 2% 2 T Wireshark, #7 MR

AN 1 PR, BT A, FEE T EEE R
DRI 2, HR O G T[]2D .

5 [H R 4%

i 5[
E1

B Wireshark TP 10, $£5] Analyze>Expert Info SZHET, RRE
FITHE 2 fiRiREEMEL. BTERMGEEmt2H0, XA EARH DS
HAEAET .
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IR
Wireshark

WA

110

F
Ml Wireshark: 43750 Expert Infu! g- o o S

||
|Errors: 0 (0) | Warnings: 4 (261) | Notes: 23 (41797) |Chats: 1 (1692) | Details: 43750 | Packet Comments: 0 |
Group 4 Protocol 4 Summary 1 Count 1 -
Sequence TCP This frame is a (suspected) retransmission 8821 —
Sequence TCP This frame is a (suspected) fast retransmission 5318
4| T | »

[T] Limnit to display filter

=

& 2

IS EEALM R R AME? 243K 5 5 Statistics> Conversations =% FLi%& I,
K 3 Mg AT T — 25 R XGRS weE AR T 50 > TCP B KA

—— - —
M Conversations: tcpdump_ZSﬁ_‘HQ.cap - - - E@u

| Ethernet: 22 Fibre Channel | FoDI| 1pva: 12] 1pve: 6] 1px] s | race | Rsve | scTp| TCP: 50 | Token Ring | upP: 4z use| wean| |l
TCP Conversations
Address A 4 PortA 4 AddressB 4 PortB 4 Packets 4 Bytes 4 Packets A—B 4 Bytes A—B 4 Packets A—B 4 Bytes A—B »
Middle East 47309 Britain 2051 3388 2945830 1687 2811670 1701 134:0 | |
| Middle East 49989 Britain 2051 3590 3214316 1782 3081322 1808 132¢ |
Middle East 33305 Britain 2051 3679 3183774 1829 3010150 1850 173¢
Middle East 59533 Britain 2051 3574 3130584 1773 2994 062 1801 136!
|| Middle East 41991 Britain 2051 3746 3302434 1860 3148778 1886 153¢
| Middle East 48475 Britain 2051 3408 2998 506 1702 2853590 1706 144¢
I Middle East 53170 Britain 2051 3549 3100630 1763 2913990 1786 1861 -
I < | T ] 3
1
= Name resolution  [] Limit to display filter I
1 [ Help ] [ Copy ] [ Follow Stream ] [ Graph A—B ] [ Graph A—B ] [ Close ] I
H

3

I 2 A TCPIEREH R A MERE AR . [ROUMZEAEIE o I ZE AR 2045 A
R, BAERTUESEEAMDIRMER . TSRS U 3 R R %E’J
NSO, FEBERG L AT RETE BIET 4 SXRE A I TSR SE OB, AR T R e k)
IFRRE KRR .

— B0 H HEEEENE 0
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XA [ R PR A AT DG S B — S A R R AR . B 5 TR TR
AR S RO (R L X e i A RSO, AR T AR ey
PSRN T . Wireshark

AR RO 2 Bl ? IR BRI IR, HERR LR B ALH

B, BEMERMRBEEXT, BEEARETRAEAMR. K2ZHU TR
ESECIBin

/ AR
EENEEEEERE ¢ ~
111

& 5

o ZMERTEERMBHEMA . WUBER RS AW, DL YE R
ERERCHINAT, AR HFEAR S S 10 BT

o RZIEHIG LA —MER, AARSEMECR. BB kishbt
PoeT LIINPRIE FE — B, M2 2 2 SRS F O a7
AEE 2 P E A —#0Rd 2 E R .

DA R E b, BRI R SL 0 B RS AU — N o XSEIR IR K
RIE T 12 65535 71, I A G FH—A TCP &z, “ Wi AR "R IR at & 1% T 65535
TR “AERTHH”, RIFG T kKiEdE I, Kk Wireshark 27~ [ TCP window
Full] (LB 6). XFMELT “HR” RIFE T RER “J8E” (1 Ack, 13 Ack
JEAREHE AL M. XMW UL T SESA S R, ROZIE N R I BE E
PHORHNTE . HRICEREE IR 3, FARMAHEBIX MR T .
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No. Time Source Destination Protocol Info

71 0.392805000 Mmiddle East Eritain TCP [TCP window Full] 64560-12345 [ACK] S5eq=202344 Ack=1
72 0.395142000 Britain Middle East TCP 12345+64560 [ACK] Seg=1 Ack=142521 win=65535 Len=0
73 0.3295219000 wmiddle East pritain TCP [TcPp window Full] 64560-12345 [Ack] Seq=205200 ack=1
Iﬁ*ng 74 0.397470000 eritain middle East TCP 12345-64560 [ACk] seq=1 Ack=145377 win=65535 Len=0
75 0.397549000 Middle East Eritain TCP d 64560-12345 [ACK] 5eq=208056 Ack=1
76 0.400139000 Britain Middle East TCP 12345-64560 [ACK] Seq=1 Ack=148233 wWin=65333 Len=0
Wireshark 77 0.400218000 wmMiddle East Britain TCP [TcP window Full] 64560-12345 [ACK] Seq=210912 ack=1
78 0.402431000 s&ritain middle east TCP 12345-64560 [ACK] seq=1 ack=151089 win=65535 Len=0

<[ 1

Ehecksum: Oxaddc [v;ﬂ'idat'ion d:isab1ed]
urgent pointer: 0O

N 7N = [seq/ack analysis]

Qﬁt ‘ & [1RTT: 0.040996000 seconds]

Evtes jn f1jght: 65532

& 6

/\ /\ 2 JE & Wireshark 3249 [ TCPwindow Full 1 #= [ TCP zerowindow ] & SR F],
QRIS ALRA, WHAFEACLHREF FIRE) “ERF I CBiAF
R RARIE T, FRAAT: B AR 4R EIRE 8 T8
BHERCZHT, REBKESHIE.

4

JaH 34~ TCP &R MtEREW & 7 Fron, 4 5.055 Mbit/s, R ERAE S IR B2
T GZA TR sz T 5D, B E B Wk BB Ek,

[ M Wireshark J— (=] o
M Wireshark: Summary; A “-- et n(E]
Display -
Display filter: none
Ignored packets: 0 (0.000%)
Traffic 4 Captured 4 Displayed 4 Displayed % 4 Marked 4 Marked % 4
Packets 2534 2534 100.000% 0 0.000%
: Between first and last packet 7.904 sec
| Avg. packets/sec 320604
: Avg. packet size 1971 bytes |
|| Bytes 4934424 4994424 100.000% 0 0.000% M
Ml Avg. bytes/sec 631899.786
: Avg. MBit/sec 5.055 E .‘
| ; y |
| e G L
L I S -

&7

M7 ARG IS 50 AN, StfE 2] 7K 8 Fran ) 4.081 Mbit/s 1, Z 4% 20%
IR, R B AN D A CHLAR B0 R 1) ) IS ae 4 SRANBATT A
wartr—2.

FE1 X4 R wanlebing(15520495153) E5 BEEERIY



Display
Display filter: none
Ignored packets: 0 (0.000%)

Traffic 4 Captured 4 Displayed 4 Displayed % 4 Marked 4 Marked % 4
Packets 13623 13623 100.000% 0 0.000%

Between first and last packet 34.745 sec

Avg. packets/sec 392.088

Avg. packet size 1301 bytes

Bytes 17722364 17722364 100.000% 0 0.000% -
Avg. bytes/sec 510073.000

Avg. MBit/sec 4.081

& 8

CLE2rdr, MBS RISCIe#U ] TIERBOM M L. BT L DR REE
FWe? IXANPIZ%T B8 AT I (8] LA ORGE T A 5 & . BB [l i THSE A 5,
FURE— R TR, 0 e PR RER BN OIE T ATk R
BIRIIRAS A7 BRI, R R IR . AL AL — BRI
WEPEATPR, X AR AR AR L 502 RIRUL, e ELA T 24 15 202 M S e 5 A 48

BIXE, R AEAETERTATNZAAE T LA, HERZRH2
TR B R P ZOR ST R ? LK A T E Ry, AR MR
I A 100 KBYs, H T MR AR 200 KB/s [ o 33X AN Ji B SEAUA ST e
MR A—FE, EAERMERSHAEERESEMEIMY L, MERSHES
BMERMEEREE RSN ZRAE MRS EARRR 1 RRA, HRAR T A FR AL i It e
o A] DL 200 KB/s.

Bt XS R wanlebing(15520495153) £ &R

TVERRY
Wireshark

AR

113



T{echad

Wireshark

BT IRIBE

114

VEONBRVEREREHMT 56 RO RIGE B 2L, BENRAME B EE U, iR
AT 2 E R A O HRIEAE . SRR AR R s AE A ARy, &%
2 25 FP AR, JCH R BOX RSO GURAE AT 1) B o 25T
By, TR — R M R I Z AR R AR, A0 Al AR R 7 2
BZSCrE, RAFN S REMR . XMEIMEZA L, DA TERAELI S f
M BIA MR, SFomiELy 7 b %,

NATTAL B AR R& 1 7 B AN [R], A N\ P 1 P S K B 45 %2 H # 1
AR A RIX — i, — o BT R EE A R 2 ORI “
B TADERR . e ET R 2= SO ORAE, WR A Wireshark #R70—
T, SRKIEHARBAR S &, Wit BRI e ek e .o g sk,
FARTT BT R — A BSC A B8, AT PLZ (shan) % (zhal) X ITH, AL
FtIERE LR SES, 43T Notepad. Notepad++F1 Microsoft Excel 7F 47
SCAHR I FRAN [F) 2 I

Notepad 3255

1. Ak NN ZE Sy 5076 B C R B ) Notepad 1 JT [A] — /> 3% = 30
\W10.32.106.84\nas_share\Home\test\abc.txto

2. /NIIE E—A) CHGRANT JRRAE, RJE/ANAS Ef) RN I
TRAT

3. PINERSRIE S 2 R BATIF, REUAA/MNLGKBAIERE R R T .
MSEREE AR WL, Notepad 5845 3cAT DRI B, BT L BRI A N AR TRAT BTl »
BN ERAF I A BN AR o 1o XM 1% 38 31— VO 23 28 DB AE B 3 B

T4t X< R wanlebing(15520495153) 5 EEARKY



TETFHRE.
Notepad++325§

1. ib/NBF/N L5 0 FE B SR H G B A Notepad++#T F [A] — AN L = 5
\W\10.32.106.84\nas_share\Home\test\abc.txto.

2. NE EA) CBFEDMT IFORAF, XIS R/ NELH NotePad++3#H ] 1
NIRRT o

r = ~
Reload e —— L]-‘_

" This file has been maodified by another program,
Do you want to reload it?

1

3. /NI Yes IR /NGRS KA R, BS B RN IR R A
4. PINHRRAS SO JE FHT T, B AT AR R A7 TR T

MSEES £ FEAT WL, Notepad++H A IR HLE], BrUAAS FEEIE R K. B
B ERESZELIXA LI IVE 2 B Wireshark BAEBLHIE 1o AL/ N LS
AL, RI 2 /N RERAER, SCHFIR 55 2 45 /N AL UG R 7 — > Notify
Response, Vil A1 S0+ abe.txt #2045 7 (WL 2 45 F ). Notepad++ 23X />
Notify 2 J&, #in] A7 /INLEFINE SN T o JRB RS A .

T4t X< R wanlebing(15520495153) 5 EEARKY
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Nao,  Time Source Destination Protocol Info

1 0.000000000 File_server xiaohong SMB2 Notify Response
2 0.000618000  xjachong File_server SMB2 Notify Request
[ 1

4

o Transmission Control Protoco

# NetBIOS Session Service

£ sMB2 (Server Message Block Protocol version 2)
F SMBZ Header
= Notify Response (0x0f)

0000 44 39 c4 50 a9 f6 ec 30 91 e3 a6 80 08 00 45 00
0010 00 8e e3 0a 00 00 3a 06 56 b4 Oa 20 6a 54 0a 20
(el < B V01 bd e8 43 4F 6c 60 27 bd 13 bl 35 50 18
0030 CDNOE-ERERnDEnhl 00 00 00 62 Te 33 4d 42 40 00
0040 00 00 00 OO 0O 00 Of 00 00 00 03 00 OO OO0 00 00
0050 00 00 1f 04 QO 00 00 OO 00 00 3b 00 Q0 00 03 00
0060 00 80 01 00 00 00 Oa 02 00 00 00 00 00 00 00 00
0070 00 00 00 0O 00 00 OO0 OO0 OO0 00 09 00 48 00 1la 00
0080 00 00 00 00 00 00 03 00 00 00 Qe 00 00 00 61 00
0090 ©2 00 63 00 2e 00 74 Q00 78 00 74 00

2

Excel 2

1. ib/NHTE A S B A Excel 37 JF 3% % 3C 14\\10.32.106.84\nas _
share\Home\test\test.xIsx -2 %H .

2. /NI IFE A SO, S5 RUE] T 1 3 Fon i3, B/NBHE S
BiE T, AFRVFHARNIFIN il

i
T | B

test.xsx is locked for editing

COpen 'Read-Only' or dick 'Motify' to open read-only and receive notification
when the document is no longer in use, ance

3

HI SIS E5 R AT UL, Excel BRI LN BE 0™ 55 HIG L, S YEAE G B2 SO R 2
AR T o DI/ AT DARE SEos R BN, LA S AR A AR5 Ot A4 ]
AR T, Excel Z2EMMENX—VIKWE? FANMLAIHEN LI (LK 4D,
RIVAEFTIT test.xlsx I, 222G — MU ~Stest.xIsx AR ST 1 R Y23

Bt XS R wanlebing(15520495153) £ &R



P2 Hoth NG IE80E , BT LN R 7 “ STATUS_SHARING_VIOLATION”
MRS . Bt /N ~Stestxlsx FINZS, BB THEENLT (WK 4 5T A

] xiaoming)

Ma. Time Source Destination Protocol Info

121 0.543945000 xiachong File_server SME2 Create Request File: Home\test'-~§test.xlIsx
122 0.544708000 File_server xiaohong SMB2 Create Response, Error: STATUS_PENDING
123 0.545529000 File_server  Xiaohong SMB2 Create Response, Error:
125 0.546684000 xiachong File_server SMB2 Create Request File:

126 0.547681000 File_server xiaohong SMB2 Create Response File:

127 0.547922000 xiaohong File_server SMB2 Close Request File:

128 0.548450000 File_server xiaohong SMB2 Close Response

129 0.549457000 xiaohong File_server SMB2 Create Reguest File: Home

130 0.550251000 File_server Xiaochong SMB2 Create Response File: Home

131 0.551476000 xiachong File_server SMB2 close Request File: Home

132 0.551716000 xiaohong File_server SMB2 Create Request File: Home\test\~$test.xlIsx
133 0.552214000 File_server Xiaochong SMB2 Close Response

134 0.552413000 xiachong File_server SMB2 Create Request File: Home\Test

135 0.552443000 File_server ¥iaochong SMB2 Create Response, Error: STATUS_PENDING
136 0.553227000 File_server Xiaohong SMB2 Create Response File:

138 0.553292000 File_server xiaohong SMB2 Create Response File: Home\Test

139 0.553447000 xiaohong File_server SMB2 Read Request Len:le5 off:0 File:

140 0.553467000 xiachong File_server SMB2 Close rRequest File: Home'test

142 0.554411000 File_server xiaohong SMB2 rRead Response

“ | L

00cO 20 08 00 78 00 69 00 61 00 6f 00 6d 00 69 00 6e

EEdE 00 &7 00 20 00 20 00 20 00 20 00 20 00 20 00 20

AL R g . K 5 TR AR B | ~Stest.xIsx JFAE B

5 ETHCKAT.

& 4

Write Request Len:165 Ooff:0 File: Home‘\test'~$test.xlIsx

Mo.  Time Source Destination Protocol Info
239 5.995377000 xiaoming File_server SMB2

240 5.995938000 File_server Xxiaoming DCERPC

241 5.995997000 File_server Xiaoming SMB2

Response: call_id:

2, Fragment: single, ctx: 0

Write Response

<

00cO 20 20 20 20 20 20 20 20
00d0 20 20 20 20 20 20 20 20
00eQ 20 08 00 78 00 69 00 61
00f0 00 &7 00 20 00 20 00 20
0100 00 20 00 20 00 20 00 20

00b0 69 6e 67 20 20 20 20 20 20 20 20 20 20

ing

TR, FATHENIE T Excel f&EFERT b S R AME 75 19,
ZwAE N A RIS 1o FATIE W] ARGEIXASHLHI B TE — 2870 A =0% AR . b

Yl /NUIRTBAFE Excel HYIETE HAHIEH 7 A SURRER 4T LA 6 IR,

XA A NIT I AZ S il 2 DO R KR IEAE 4 T

HUF 85

FE1 X4 R wanlebing(15520495153) E5 BEEERIY
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M : - =t A
T %o - b b - W
I"ﬁqlng General options for working with Excel. M

Formulas

Wi reShark Proofing User Interface options
I Save Show Mini Toolbar on selection ()
s . Lanauage Enable Live Preview (i) I
/Dﬁ?%ﬁﬁ | g1 Color scheme: n |
| Advanced ScreenTip style: |5how feature descriptions in ScreenTips EI
I Customize Ribbon = I

When creating new workbooks

/‘ /‘ 8 Cuick Access Toolbar
Use this font: |Body Font EI

Add-Ins

Fant size: n
Trust Center Default view for new sheets: n
Include this many sheets:

Personalize your copy of Microsoft Office

Username: |Big Boss | i

E6

AR, Wireshark 78 5 i) TARE E AR o A0 SRR I 7 TR )
SEAT ] LR E ORI FE AR, A 2L W] DU B BIRIRA FEE

Bt XS R wanlebing(15520495153) £ &R



BEARESTE
Tiehry
Wireshark

ARG TR

M LR T —5e, HERE AU+ 90 7E SRE R N MK . B
MR FEIETE T I, XA SRR T AT RETT DL ek 2, BEA st fesis 119
CURIIRL A /7 3W IIHEGE LR 4 2 il idea HIBINVTFAE, #5725 — MR Sk
AL R T, IR IR BRI 2 AR AR i — SR AR AR AR, Ll
WRNE 1 ORI TALITE 2422, IR T K T R IRRAL— R . X — 53
LERHE IR A LR, A Rt — 1 Wireshark R 0IFiE— FRIEE.

KRB TAEAAREN . S ISR, ERA R TEIE R T,
VRABRZ RN, KR BHEFEE™ D7 (s, S BERENAA TR
PRABXIE T o BT ZMB R TR %2 Wireshark #F, A ARG 13 B3R 51
af—,

BARE WA G IEGE, (HIE AT T ARE IR . JERk A R IR :
XA T A B i RS g, TR LR R R R, FARMBFT .
WAIBAR AN MBRAEME ., S5RE[/IK. FAEIKRE, HECD
LM, RIRIREGEMEAER/NFE], FA TCP #HlE N R A H
16 KB (Wi 1 JTHERTR ),

Mo.  Time Source Destination  Protocol Info
112 0.001260000 client server TCP [TcP segment of a reassembled pDU]
113 0.001261000 client server TCP [TcP segment of a reassembled pDU]

114 0.001450000 server Client  TCP 445+63225 [ACK] Seq=4244945014 Ack=105065333 win=16384
115 0.001450000 server cClient  TCP 445+63225 [ACK] Seg=4244945014 Ack=105068253 wWin=16384
o

i

Frame 114: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
Ethernet IT, 5rc: Cisco_e3:a6:80 (ec:30:91:e3:a6:80), Dst: Universa_50:a9:f6 (44:39:c4:50:a9:f]
Internet Protocol Vversion 4, 5src: Server (10.32.106.84), Dst: Client (10.32.200.23)
= Transmission control Protocol, Src Port: 445 (445), DsT Port: 63225 (63225), Seq: 4244945014,

source Port: 445 (445)

Destination Port: 63225 (63225)

[stream index: 0]

[TcP segment Len: 0]

Sequence number: 4244945014

Acknowledgment number: 105065333

Header Length: 20 bytes

.... 0000 Q001 0000 = Flags: Ox010 (ACK)

window size value: 16384

[calculated window size: 16384]

[window size scaling Tactor: -1 (unknown)]

& 1

FE1 X4 R wanlebing(15520495153) E5 BEEERIY



T{echad

Wireshark

BARETH

120

XA R RICEOARSHFBUE 75 By Wireshark 2 A3 AT, 16 KB I
RN T ERWER S IR 16 KB FIEURE LA AT T RSEAF I 5243 1
Ack, T—GHRMEBICARZICE DAAR 64 KB We. HHIELRR, XAHEEH
REFRF RN T TR R RS, BREORSCR IR KK . B
WEPE A 2 e, R BfE, IEEREE T A B A R . BESEAE, BT I
fE b, RABRINRA B R fHANREEE, 1hHEKRAER IR
gy JE AL RO R )

o M Wireshark 7] WLk 5545 ) TCP HUCE L HIBAIR /DN, X 2% P g g
o FRINCET D R/INE RE 2N R RE
o HETMEVEREIRIRZE.

A AR A R A N, R B BEPIE e E TR T — W5
FRIRCE BB IR NS ? AFdn itz e, ARIIEEA—E . HEE 1 KK
Wireshark $275: “window size scaling factor: -1 (unknown)”, 4B WA 2 A4
BE, RARWAELEREE, & TIRZ O EA ki L KE CE.

£ TCP VNI A IR AR, At 5 (s SEARAR D, BRI AN E — D<A R 45
RIE KBRS . 2T RXA R, TCP Sk RE I sl DT 1 16 ASLEky, Xmt
R B R R REFRR 2'° —1=65535 5. BEH I E ar et D, W4 5
KK, 65535 FH DA 1o A LINEAT LAY A HWE? TCP =k
HREEEERAZRAZMNT, Bl RFC 1323 T —MERIRIKITR, MLk
SORBFANGEL—NI “Window Scale” FIESMTG . MHKEIESIEX
MESME 2 B9EH, FUHRMEBFEAEETEONRY. T XMTRERATLE
BWELT REFZET .

BB URRA A, AT LBRRS T, B2 R=REFHLRE, k%
PRI 2 S I E A Window Scale 3, T2 M im i) f5 wtit 3 158 2 KIf6
¥, 582 %T 8. SRR R, R I R AR 25 A iR A R B E O
B HBNIRLL 8. LLUNFER: TR 3569 S (UL 3), R4S & 5 B el i O
N 16384, J8%% 7 i 5 R0 TE L L SE RIS T 1 R %02 16384 X 8=131072, AT R

T4t X< R wanlebing(15520495153) 5 EEARKY



7 65535 HIFRH. Wireshark 02 R 4% =X 48 F B & 2] Window Scale {8 # FA]
R, REEFESHRRER GEE, MIRE Wireshark BER—/NES, B
A ERE LN B IniEs, MARMNSERGHNE).

No.  Time Source Destination Protocol Info
1 0.000000000 cClient  Sserver TCP 63225-445 [5YN] Seq=104758059 win=8192 Len=0 M55=1460
2 0.000791000 Server client TCP 445-+63225 [5YN, ACK] 5eq=4243639809 Ack=104758060 Win
3 0.000840000 Client Server TCP 63225-445 [ACK] Seq=104758060 Ack=4243639810 Win=6553
[

I

i

OpTI1ONS: (LZ DYTesS), Maximum SEegment 51Z€, NO-UPeration (NUP), NO-UPEFATION (NOPJ, SACK perm
Maximum segment size: 1460 hytes

No-Operation (NOP)

No-Operation (NOP)

TCP SACK Permitted option: True

No-Operation (NOP)

window scale: 3 (multiply by 8)|

HiH B EH BB

& 2
Mo, Time Source Destination Protocol Infe
3567 16.396874000 Client server TCP [TCP segment of a reassembled PDU]
3568 16.396875000 Client Sarver TCP [TCP segment of a reassembled PDU]

3569 16. 397462000 Server Client TCP 445-63225 [ACK] 5eg=4244945014 Ack=105041973
3570 16. 397463000 server client TCP 445-63225 [Ack] Seg=4244945014 Ack=105044893

<

m
ACKNOW | edgment number : 1050419/ 3
Header Length: 20 bytes
.... 0000 Q001 0000 = Flags: Ox010 (ACK)
Window size value: 16384
[calculated window size: 131072]
Iyindow size scaling factor: 8]

& 3

TREGRT, MREZREBEFZREAFRIMELELAH? THER, BA
Wireshark Jo M EABE Window Scale B{E, FRLARI AT E LAY, RFEREE
BAREERIX ), B 1 HH “window size scaling factor: -1 (unknown)” IEUF$HE/R
TIXFREFN . XWEBEHE 1 EoRE) “window size value: 16384” J& KA Wireshark
HER 7XME, HARME BSEEICE a2 16384 715, 2 0 1 iXEes)
PrEPEAR KR, S ic g NI, RACE M5 A AR R W EORE 1, B fa R
SRR I 1] AR AN R 55 28 T0 9% o Al I R EHORBIE FAF R IR N, B I8 ] LA 4

N —

VLo

LR D4R 2 D TR BIEHL T, A% P H R BB BURL, (1126
IUIEBIE R & B R MO 2 b RS2 oh A 1R, 0T AR5
P AL TS . A — U E AR R, A SR T BRI SR DL
B ORI, IR AT LN, EARBILZAT, HH 8

T4t X< R wanlebing(15520495153) 5 EEARKY
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T{echad

Wireshark

BARETH

127

RAALS

WVFIX W R XA — PR E I, (HIR 3% B ARG, BAMN
ZEAHT AN . THRABATIARRELR, BRA—ERiES S OREE, GRS
% 22 (IR TA) ] DAAE AR OE 8 3 RoRk, B KA SRR m 2. I E
o f i e MV 22 AR, fa] B — ISR AR I8 BIR 2 n) AR RE AL 2R
WA DT 5k . AR B BRI A S AR A T, ORI BRI 1R
I, X TR (el Wireshark) tHANBM . AR QX A7 TAZ T Al — /> 23K
1 A3 P4 I e A S R —BR AL, RS =AM B HIEBEREA, EAFLMIRE
4, SATAEANRERER, Rt —FEMWNARKPFREAZ, Hid—F
WA SR T T TRKIABA—ERERFE . £ PPRAR TIRZER
N, AARERR A Z KA, AR 2R AR 1, — EAR B 200% i)
(PR BR ZN R AYE 7).

T4t X< R wanlebing(15520495153) 5 EEARKY



TR Fib ST

TER— 4w I TREID, AT IR 5 R THE, XL R A o — 3R
AR FAEE SRR At 7, AEEHAKEITE S B, bR SUEDS
KA T o

RIMK 73 THEHFAR S . RE—F 1T RGEEL LA mK b,
Oracle MJE#E FESEAE T EMC 176 |, S8J5 H Cisco M8 B & RIBOUE TR 8L
T H 2R 2% KA B AR AR IO, (HAE B H ] I e 2 5 k0 1. i e
FREREB R ERFEDA T, REEF XA —REEE HRE), RGN 1%
YER AN DI ? R E R AEM %% F, ik Oracle () RIS AE A S M B i i (8]
T MEARERR A EH LR S22 I | Wireshark, il7 51 F 5k ) 5.2
T REIAGITEiAT. A0 SR IR — A2 6.

TR AR 9 7= i A S ) e B — MR, BT R BB IETE AN K .
FORSCR TARIMAES IR, At & 7 A RCE, RIERXA: S T M
B, A ping fFIE—— B ZE LR AERLIFN, (HEUREAEK. —
FOZFEEAZ M IR RIRE A, Bl )2 20, fE5E A= R 55 25 2 i
FlR &AL, WE 1 iR,

- f/" "\
t 3 T
re .}o y
f‘ bl f‘ b
ErRA S gk &g &5 R HE T HR S 22
& 1

EATME? VRATBEZ SEAT PLAR MG 70 I R BIEGE I, RS 4f
] Wireshark fiff sl 7 (Fy BBEA 4 S A8 T XA ESRINEIG). AdiX

Bt XS R wanlebing(15520495153) £ &R
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TVERRY
Wireshark

LIIEIES S ithiEs
T

124

RHA SR, R EEFRSS LI 70, HEFEAEEHRER. SE L
Kl 2, A/=355 (Prod Server) 370 40ds Bk 1)K % Ik %548 (DR_Server) Z J&,
VB 7 KR RST (B RESET) [H1&, UiHAMIEL T .

Mo,  Time Source Destination Protocol Info
24 3.042969 Prod_server DR_Server TCP 54395-8888 [ACK] Seq=46613 Ack=291 win=139
25 3.042969 DR_Server Prod_server TCP 8888-54395 [ACK] sSeq=291 Ack=32133 win=209
26 3.042969 Prod_Server DR_Server TCP 54395-8888 [ACK] Seq=55301 Ack=291 win=139
27 3.042969 DR_Server Prod_server TCP B888~54395 [ACK] Seq=291 Ack=36477 wWin=209

28 3.042969 Prod_server DR_Server TCP 54395-~8B888
29 3.046875 DR_Server Prod_server TCP 8888-+54395
30 3.046875 DR_Server Prod_server TCP 8888-54395
31 3.046875 DR_Server Prod_server TCP 8888-54395
32 3.048875 DR_Server Prod_server TCP 8888-54395
33 3.046875 DR_Server Prod_server TCP 8888-54395
34 2.046875 DR_server Prod_server TCP BBBE-54395

& 2

5eq=63989 Ack=291 win=139
Seq=291 Win=262144 Len=0
Seqg=291 Win=262144 Len=0
Seq=291 Win=262144 Len=0
Seq=291 Win=262144 Len=0
5eq=291 win=262144 Len=0
5eq=291 Win=262144 Len=0

BT R, “URE—H THRIE, Wireshark b7 RST Ak ()6 BH S5 AR 2 M
KA RS A8 R R, BT DU AR B & A I, RO EARAT ISR 01 55 7 i
MIHEERTC )R EL, I ROZ S K & s DA AR E A H &, X el TR
RFRIR T, AR 9 A IR 55 2% b 58 A AN 1]

FAVRNTERE T — 26 FEHA . Wireshark LI K517 1 9 4%, HIRAIER % E
SCBRA R FER T2 bR, R MRERE I, HEA AR A.
B JaIE FALFARS) — AT et —— BAREAE RS 4% LB R T RST 4, HXIFA
RENE W% B — 8 At AR B AR o B2 2% A B 0 R Ve D 2R i ok 75
KM, ASRATRA T DT, SAZAE R IL AR 55 4% L BRI E A fEHlr. HoR
SR LR B A Inik, R T, SRR R, RGBT RN
AR RST A, 2 P AERRIE T AT A R 7 BATHI AL X SRR AR e 56

BESAFIFR R To oG, AR FEIIEIX G 7o AR JLR G A F Sz R,
WF SR R E%A 145 HFAFTr 7 —F, BoRE P AREER ALK RST
B, LA L R ARRA T« HAHRIK, G875 H Wireshark K4 B e fr e ?
BAIEFE T —F, RIGEAFTLI: AR RFC 1812, —AMMZALH) TTL &2 1
MEREESRET — R H . BN RIATHER 3, RST &1 TTL ¥ 62. HT TTL
IAIIEIE— M 64, Ak U B AR AT BB A2 BE B A 7= R &5 28 Wik (64-62=2) IMIlk&
W R RN B R TR MR INE, e KM E 6 3E T .

T4t X< R wanlebing(15520495153) 5 EEARKY



MNe. Time Source Destination Protocol Info

27 3.042969 DR_Server Prod_server TCP 8888-54395 [ACK] Seqg=29]

28 3.042969 Prod_serwver DR_Server TCP 54395-8888 [aCK] sSeq=639

29 3.046875 DR_Server Prod_server TCP 8B88-54395 [RST] Seq=29] I‘lﬁang

30 3.046875 DR_Server Prod_server TCP B888-54395 [RST] seg=29]

31 3.046875 DR_Server Prod_Server TCP 8888-54395 [R5T] Seqg=29] H

32 3.046875 DR_Server Prod_server TCP 8888-54395 [RST] Seg=29] ereShark

q 1

Identification: 0x000d (13)
@ Flags: 0x00 AR

Fragment offset: 0
[Fae to Tive: &7 M

Protocol: TCP (6)
e 125
EAETHUILEA T, B TR AR, (ER RSB A SRR S5
E AR TTL I, S B IR BRI R K BE AT, B Z P R I T
B, EEO AR IR SS  EINE A IEH AT RST WAtfT 1. IEH A TTL iF I
B4, UL IRST s MO 4% e g5 2 Z A1 1 6 B

Mo. Time Source Destination Protocol Info
B DR_Server Prod_server
28 3.042969 Prod_server DR_Server TCP 54395-+8888 [ACK] Seq=63989 Ack=291 win=13
29 3.046B75 DR_Server Prod_server TCP 8888-54395 [RST] Seq=291 win=262144 Len=0
30 3.046875 DR_Server Prod_server TCP 8888-54395 [RST] Seq=291 Win=262144 Len=0
31 3.046875 DR_Server Prod_server TCP 8888-54395 [RST] 5eq=291 win=262144 Len=0
32 3.046B75 DR_Server Prod_server TCP 8888-54395 [RST] Seq=291 win=262144 Len=0

4 i

Identification: Ox6daé (28070)
Flags: 0x00

Fragment offset: 0
IT'ime to live: 58'

4
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AT TESHFENTFIRS A TRRE AT A£G, L5 AR ERR
%, LTFATHREESRANE, IhAAHLKLSER 1 YA L5 E R 2M.
AXAREEIX— 5, A RO T REE.

AN BRI R ? A Wireshark 90T ML, HE NIV
Mot

mili Wireshark 1) Statistics S 5., F /il Conversations %770, 7] A3 2 Fr
RIE E . AR IR FE B T 54 TCPIEREE N4, K i 5 42 80,
Bt LR N 1% & HT TP,

§ —— W - Wpes W e = | B i )
! Conversations: download.pcapng - e
| Ethernet: 3| Fibre Channell FDD]l TPvd: 10| IPvi | IPkl JAT.'i\l F-.ICPl F‘.S'u"Pl SCTP| TCP: 22 |Tnken F‘.ingl UDP:1| usa| WLAN
TCP Conversations

Address A 4 Port/4 AddressB 4 Port 4 Pacl 4 Bytes ¥ Packets A—B 4 Bytes A—B 4 Packets A—B 4 Byte: »
1921680102 54350 101.95.503 a0 6901 6368802 2662 158118 4239 {El]
1921680102 54351 101.95.50.3 a0 5868 5410103 2267 134727 3601 b
1921680102 54347 101.95.50.3 80 4649 4730479 1835 109 741 2814
1921680102 54348 10195503 &0 4064 3740504 1573 92992 2481 K
1921680102 54346  101.95.503 a0 3281 3088534 1221 72 264 2060 HES
4 1 3

Name resolution  [] Limit to display filter

Help ] ’ Copy ’ Follow Stream I ’ Graph A—B ] [ Graph A-B ] [ Close
& 2

A BER P SANER, T AR B 2 B8 AN ? S Bk BURA V.
ZHTUAS BAERE, RPN MERA RN ZI# M50, AIR2 R & SEE
AFARLE S . R MERIN, HENERGE T Igka e, XAt At
RIRFEEHAI 8. AE (I E 98 R NN E) lEAT L brEt, d il
ME T M 2R E AN (N=4)7,

K 3 & —ANEREK Time/Sequence Number AEARE, FAETE Wireshark
i Statistics = TCP StreamGraph-> Time-Sequence Graph (Stevens) % ¥k A4
HRE o
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XEXANERRI S, Aefmid Rl 7 2 s, ™ £i12 0.3~7.8 7
2 1], Sequence {ELJ L-F- AT I K o i i HoAth TCP HEd3 £ 3K BUN 8] BLTS 76 1R 3 1% 5,
BT UL 98— ROESAIR B . Z BT T E 2 (A, 28 2 B — e RE it
WHEBENT, HELHN TCP MR HIRCE . T iPerf MBI, VW I
A5 A KD — 3o FEHZ DALY, X2 T Z, AT
ARNGIIR R HHEZ S 5. BEE AIRKE N T &, MERINNUE2E
B 2 EEE

FEF] Wireshark (1154, B 4 B, £ FEIF G2 0T, %7 b
F—> GET 5% 3) N5, Bl http://101.95.50.3/test.img. EL#% M 1P K975k
A, RIONANS: 3251 DNS 201 i a] 520
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Mo.  Time Source Destination Protocel  Info

9 0.300174000 192.168.0.102 218.1.60.39 HTTP GET /speed/PluginAccessLimit. do?method=acquire&uip=KD10230
10 0.304187000 218.1.60.39 192.168.0.102 TCP [TcP pup Ack 8#1] 80-54345 [Ack] seg=266 Ack=1558 win=8704|
11 0.304189000 218.1.60.39 192.168.0.102 TCP 80-54345 [ACK] sSeq=266 Ack=3138 win=11520 Len=0

12 0.327770000 218.1.60.39 192.168.0.102 HTTP HTTP/1.1 200 oK (application/json)

< m

= Object
= Member Key: "id"
string value: 8585031
E Member Key: "url"
string value: |http://101.95.50.3/test. img|

& 4

PRI S5, T LEESL 5 A TCPER T T . I 5 2 i — ANz,
M Time — A2 0] Wi SOE EEAR 24 R, GET iR & % 3.1 =/ )5 (A1 16 A1 18
SRR ZE) HUT R EdE 1. X2 101.95.50.3 7 1 E i HE RIAL
B, BEEAIZE. MHXNZZE G LT THREMIME RS 4, RATaewe
A T AL EAMREATLAR R, RAGAEK 10M AR 2 BARE T
(1A T8 o 76 SR IALIOE A BT T8 1) AU R AEAE 3RS

Mo.  Time Source Destination Protocol  Info
13 0.420906000 192.168.0.102 101.95.50.3 TCP 54346-80 [SYN] Seg=0 win=8192 Len=0 MSS=1460 WS=4 SACK_PH
14 0.424337000 101.95.50.32 192.168.0.102 TCP 80-54346 [SYN, ACK] Seq=0 Ack=1 Win=14600 Len=0 M55=1412
15 0.424425000 192.168.0.102 101.95.50.3 TCP 94346-80 [ACK] Seg=1 Ack=1l Win=66364 Len=0
16 0.426084000 192.168.0.102 101.95.50.3 HTTP GET /test.img?q=0.2612285758368671 HTTP/1.1
17 0.428562000 101.95.50.3 192.168.0.102 TCP 80-54346 [ACK] Seg=1 Ack=415 win=15744 Len=0
18 0.429200000 101.95.50.3 192.168.0.102 TCP [TcP segment of a reassembled PDU]
19 0.429270000 101.95.50.3 192.168.0.102 TCP [TcP segment of a reassembled pDU]
20 0.429299000 192.168.0.102 101.95.50.3 TCP 54346-80 [Aack] seg=415 Ack=2825 win=66364 Len=0
21 0.429380000 101.95.50.32 192.168.0.102 TCP [TCP segment of a reassembled PDU]
22 0.429520000 101.95.50.3 192.168.0.102 TCP [TCP segment of a reassembled PDU]
23 0.429545000 192.168.0.102 101.95.50.3 TCP 54346-80 [ACK] Seg=415 Ack=5649 Win=066364 Len=0
24 0.429638000 101.95.50.3 192.168.0.102 TCP [TcP segment of a reassembled PDU]
25 0.429809000 101.95.50.3 192.168.0.102 TCP [TCP segment of a reassembled PDU]

&5
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T Wireshark 73 81. A 7 AT, 360 AL £ 1 54> TCP i
BORTN#EG b Sthig 80, Sy slnth —f. FER M, ZHH
RSB I R FE, R SRS AN 3.1 =F), 360 MRS AN 4.9 =Fp, X
VAL S R A A FER R BARMZURE 5 RE, 7 AR E IR A
MEHR T .

r —— -_— e e
M Conversations: 360test.pcapng‘ lilﬂlg

—

| Ethernet: 1| Fibre channel | Fooi| pvas 1 | us | x| x| e | Rsve | scTp| TcP: 5 | Token Ring| upp | uss] wian]

TCP Conversations

Address A 4 PortA 4 AddressB 4 PortB 4 Packets 4 Bytes ~ Packets A—B 4 Bytes A—~B 4 Packets A~B 4 Bytes A—B ¢

182168.0102 52618  101.227.153 80 1106 741 265 438 23878 668 71738
1821680102 52619  101.227.153 &0 1013 720883 360 19 666 653 70121
1921680102 52617 101.227153 &0 995 714759 347 158963 643 695 82
192168.0102 52616  101.227.153 &0 1008 698025 i 20 561 631 677 46
1921680102 52620  101.227153 &0 976 686122 354 19342 622 666 78

| T | b

Name resolution  [_| Limit to display filter

Help I ’ Copy ’FollowStream] ’ Graph A—B ] ’ Graph A—B ] ’ Close ] lJ
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P Wireshark 73#1. A 9 AT, IXIRER 7 HTTP &, A A0 HdER
Wit P2SP |, A&k ZEAERE UDP . R E R MATHIE R ANER, i
WHIK R — NG, U X Fh P2SP M J7vE, Ba kit mftgdE T

AT B A R RORBEAT I, A By — /\”*)f—i, ERAERN
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| Ethemet: 5 Fibre Channel | FDDI | 1pvé: 378 | 1pv6 | 1| 1x72 | i | rsve | scTp | Tcp: 84 Token Ring| UDP: 353

UDP Conversations
Address A 4 Port A 4 Address B 1 PortB { Pacl 4 Bytes ~ Packets A—~B 1 Bytes A—B 4 Packets A—B { Byl
10611817590 61487  192.168.0.102 10102 591 529147 401 513221 190
192168.0102 10102  182.200.188.88 10100 468 462142 133 11230 335
1921680102 10102  113.26.21739 10100 465 453782 138 11 849 327
14.208.24979 10106  192.168.0.102 10102 265 232417 172 224 463 93
1921680102 10102  113.69.20.255 1948 273 231636 186 224 613 87
420213289 10640  192.168.0.102 10102 240 218815 162 212164 78
180111109.197 10102  192.168.0.102 10102 198 196174 7 4603 141
&9
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(¥) Wireshark 52 AR ES AL, AR VFR5 ZTH B RBThRA

M Wireshark: Capture Interfaces EI@
Device Description P Packets Packets/s
|:| 7 ERPISEIEE 2 Microsoft feg0::74d3:702e:dba5:55d6 0 0
O] frl HbinEss Realtek RTL8168D/8111D PCI-E Gigabit Ethernet NIC fe80::9cd5:1f56:11cd:25f4 4 0 Details
[[] fr] REFESEE  Microsoft fe80::38f3:ecd7:82:5b78 0 0
[ & #amEg 2 TAP-Windows Adapter VO fe80::4d45:5%a0:b10e:061f 0 0 Details
Start Stop Options ] i Close

LA BB RIS, DUAFEARRPAET S, B ™ ROE e 1 20 IR R I

&9
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ATRE, HLanAT e oA R RAEA SR S8 . RGBT — AN, s
HEPRY 5 AGRTH - HEAR L, MEEHEK TIRE DHCPIERA GRHL, HEKA
Wireshark FH/EIE. ik 10 fox.

Mo. Time Source Destination Protocol  Info
iziwlfﬂ;fﬁ 950 97.044089000 0.0.0.0 255.255.255.255 DHCP DHCP Djscover = Transactjon
B V= 953 100.052233000 0.0.0.0 255.255.255.255 DHCP DHCP Discover - Transaction
957 109.057178000 0.0.0.0 255.255.255.255 DHCP DHCP Discover - Transaction
1035 125.056014000 0.0.0.0 255.255.255.255 DHCP DHCP Discover - Transaction
1055 157.064822000 0.0.0.0 255.255.255.255 DHCP DHCP Discover - Transaction
10680 180.075296000 0.0.0.0 255.255.255.255 DHCP DHCP Discover -

. . Transaction
/‘ 4 4 4 I

# Frame 950: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface 0
= Ethernet II, Src: d0:df:9a:cf:88:30 (d0:df:9a:cf:88:30), Dst: ff:ff:ff:ff:ff:ff (Ff:fF:F7:7f
# Destination: ff:ff:ff:ff:ff:ff (Ff:ff:ff:fF:fF:ff)
source: dO:df:9a:cf:88:30 (d0:df:9a:cf:88:30)
Type: IP (0x0800)

& 10

N T AT IE], IR EW SRR DHCP [ 8, TRETFHI EATRE
TP, WRREEFRIEH, HEELUE 1. 2. 3B HEAM, Google —F “ LM
RAWIF #R7, Bk B 3 58 X BB IR . AN I IX A (AT HE 8 B IR TR R
4, A RERIIE .

IR 2% UG AR B AT, A A SR BB LI 9 45 60, mT LAA Wireshark
MENT, FREFZZHAFING ., R RE FHFHUG 5 — A R4
SERAT 4, I EE—H TR, ME 1171, Escilil DNS i) NTP 4%
(1 1P thdil, SRSt NTP L2 A I ) 1 o X a2 A4 FHU A A3 %,
BRER LR PHIEE . 2T AT LR BN FER R App, k2 RIA®
AT AP BT, ATt TR, PR T .

MNo. Time Source Destination Protocol Info
4 0. 086701000 Android publicl.alidns.com  DNS standard query Oxbbc7 A asia.pool.ntp.org
5 0.095904000 publicil.alidns. com Android DNS standard query response Oxbbc7 A 194.27.44.55
6 0.100035000 android asia.pool.ntp.org NTP NTP version 3, client
31 3.546978000 asia.pool.ntp.org Android NTP NTP version 3, server
1

T4t X< R wanlebing(15520495153) 5 EEARKY



HBANLEE
&5
Wireshark

MERHA

REBEARA 4, RIOMIBARESEE, WIRIEHN 24 Loading LK .
EARERIANNERZ, R MAHRST. MEER - NFEnmE, En 145
HRF A Wi, 30V X AMER . BARXAN I B B, (B2
WOERITF R BY, R AR R4 ok

China Mobile

2 BRifiss o T

1

I THINEIA AL, 55— AR o (0 [t X A BRI T —
FPA, BARRARLRIREL (HISRIEEIUTR T TR LM B 2 fir.

MNo.  Time Source Destination Protocol Info
1 0.000000000 android DNS_Server DNS standard query 0x917c A api.weibo.cn
3 0.009664000 DNS_server Android DNS standard query response 0x917c CNAME weibo.cn
4  0.011417000 aAndroid weibo. cn TCP 48658-+80 [5YN] Seg=0 win=14600 Len=0 M55=1460 f
7 0.044534000 weibo.cn Android TCP 8048658 [5YN, ACK] Seg=0 Ack=1 win=14600 Len=
& 0.045467000 Android weibo.cn TCP 48658-80 [ACK] Seg=1 Ack=1 wWin=14720 Len=0
2

PO T — ARSI AT R, JF kLMK 3 Frs.

No. Time Source Destination Protocol Info
1 0.000000000 android DNS_Server DNS standard query 0x860b A ps.im.weibo.cn
2  0.009506000 DNS_Server Android DNS standard query response 0Ox860b A 180.149,134,252
3 0.011703000 Android ps.im.weibo.cn TCP 425558080 [5YN] Seq=0 wWin=14600 Len=0 M55=14860 S
4 0.040482000 ps.im.weibo.cn android TCP 8080-42555 [5YN, ACK] Seq=0 aAck=1 win=14600 Len=0
5  0.041463000 Android ps.im.weibo.cn  TCP 42555-8080 [Ack] seg=1 Ack=1 win=14720 Len=0
3

EIRPIIRFR B IR, (H RN ZE ] W, Gl (0 A Oy 0™ H AR st
DNS. ‘&L HAEM ThREZ AT #5671 DNS k55 a5 &, 75 2R LD BE R IR 55
&% 1P, KA PR TCPIER:. Ahar 2 ARG R, i 2%

FE1 X4 R wanlebing(15520495153) E5 BEEERIY
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HE AW DNS. AT e, TRMES 7 EaNER, X A2HEi
R R AWE ? BT — AR ME R RAEXTLE, Wk 4 fos.

Mo, Time Source Destination Protocol Info
1 0.000000000 Android 14.17.52.137 TCP 37613-80 [S¥YN] Seg=0 wWin=14000 Len=0 M
2  0.032016000 14.17.52.137 Android TCP 80-37613 [S¥YN, ACK] sSeg=0 Ack=1 win=14
3 0.034825000 Android 14.17.52.137 TCP 37613-80 [Ack] Seg=1 Ack=1 win=1792000
4

TLAR, PSR P E A — AN 1P HubE RS T . AEEA IP REER
BRI ATRAAEFII AT B, X E /DU T 0SNG IR
ki DNS.

N T B BIRAEIX AR, R HCEIETHLE R DNS RS2 BC R — N AEAE )
Hutiko ANHFTRL, USSR RERE TR, A ERA TR T . R T
EPCH) DNS IR @802 T2 [, 7T fef ks EIERATSE, il S8 T s m <
WL R . FREHIX— N, A T —AENK DNS (L 5, R
R T, R AR .

Static IP Address @
IP Address

Gateway

Network Prefix Length

DNS

5

ARG BRI, MVFIRAS R DA CER O T, RO E 4R
I HEOAR N A it (B AT 5 D2 s . MERRERE AL R, NG
TAE —FEGEAF IPAUAT LA T o HRH TR, 37 R ¥ App Store A/ oK AL thil i DNS
FERITERE L FrUBEEBRZREHEREFATLLFIA Wireshark LIL,
REBERIENSEHITTR, R EMELIVETSOEAIMT .

BE AN AN R I N A 2 “capture test, will delete it soon.”,

T4t X< R wanlebing(15520495153) 5 EEARKY



Sy EEREBER AL E I, BARFILE Wireshark FEEHUEF TS (LK 6
JEHR), KAMEHEA XA M, FHIRATEA L WiF R g, 22N
O—le AEDCHER “HHn W7 85 “IMVE I MR T, HSLE
Wireshark - #BEEE .

&5
Wireshark

Mo,  Time Source Destination Protocol Info %}% Jﬁﬁiﬁg/H»/L\
36 0.097649000 weibo.cn Android TCP 80-48658 [ACK] sSeq=1 Ack=1538 wWin=19968 Len=0 -

37 0.099154000 Android weibo. cn TCP [TcP segment of a reassembled pPDU] A=

38 0.099310000 Android weibo. cn HTTP POST /2/statuses/send?uicode=10000017&c=android = |~

39 0.100289000 weibo.cn Android TCP 80-48658 [ack] seq=1 Ack=1703 win=21248 Len=0

40 0.100330000 weibo.cn Aandroid TCP 80-48658 [ACK] Seq=1 Ack=1913 Win=22656 Len=0

< [ n ﬂ 47

= Line-based text data: text/plain
lcapture test\357.274\214w11] delete 1t soon.|

6
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F# HttpDNS

RJVEETIRMAT AT 2K ? BT BB A et gt Gl el X, A RE REAI 21 4 37
BRI, BB J VR IR BB, ARG B C AR 1T 1. A
AHTIA L SR AE RO 1R8] CRIE, RIS IRARD) ) HitpDNS, 43K
HEER, B REMAB A il .

N TN E CRARESER, BAHEM T Rk, RBUXEARIESEAT B .
TR, i MR SE T DNS JFia it .

FRATVHJRNTE - 0 P I ik 75 S0 AT Il 1P ik, B A e 0 N A
www.qg.com FHZ R %, fioxidid DNS &) B[4 Fras B 1P, SR )G Fi 5 2
SLERE. HRRZ AIEARITE, DNS T2 3R REM . X T/ — M4,
FipRERR T — @ 2 E T R RS R 1P ks JERUBGE I T — R
B 2 FACAUBGE R 1P bk 35E T AN www.gg.com A FRIEHT 45 2R -

g EA S PR T 101.226.129.158 (WA 1). &&E, % IP @ T kil
s,

Filter: [ ] Bpression... Clea Apply Sove
Mo.  Time Source Destination Protocol Info
1 0.000000000 Dianxin_client Dianxin_Local_DNS DNS standard query 0x0002 A www.qg.com
2 0.004274000 Dianxin_Local_DNSs Dianxin_client DNS standard query response 0x0002 A 101.226.129.158
1

bt BEE H P A 3] T 61.135.157.156 (L& 2). &8iE, % IP & Tkt
S

© 48 % W AT DA 1P Mk B R B, A SR 4 LR www.ipip.net.

T4t X< R wanlebing(15520495153) 5 EEARKY



Filter: BExpression... Clear Apply Save
MNo.  Time Source Destination Protocol Info
1 0.000000000 Liantong Client Liantong_Local DNS DNS standard query 0x0002 A www.qqg. com
2 0.033494000 Liantong_Local_DNS Liantong_Client DNS standard gquery response 0x0002 A 61.135.157.136
2

XA R A R ERESLHLNE 2 JF K DNS 3% GSLB (Global Server Load
Balance, £F 7 &t9%), 8EiR1E DNS iEKRTESHNIEINHRE REER, M
MERERMX,. FEE®R IP, FAARERIRTFIMEEE. K 3R T XA ENT

b ER P

I
8 = www.qg.com?

| 61.135.157.156
= T

=

B GSLBER % 58

JE R G P LB BG4 HiDNS

3

A IEAHLEFEAETE S, LAy P B CECAS DNS AR S5 2% 1 5k aT Bg H 1)
. B 3 MR GSLB RRFSH[REIHAZIET At RAMTHZIRE T4 1P
Y, TRRHE DNS BR S50ttt kBT A . R LB ER P RFBER —NER
EXi@AY DNSthik, FE%i% DNSEERT, IRt REESE%A GSLB A, Eit
SEEMBIBFALREGER |P itk b E B2 E M — 2 s, Brel A
FURLG SR RERS o I8 e G 1 2 7E £ [H 1Y) DNS iR %545 8.8.8.8, Ml i R fift Al
Fl—ML TR ER P HbE OFH T ABRY R umbRsh), MIEBEZET .
R AT “R " Uk, 18IS K GSLB M@icEIRE, hinEhift
AW, BICHIA——FIZEET .

T4t X< R wanlebing(15520495153) 5 EEARKY
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IRET HRYITRRA A TR A SIS HUpDNS. B FHLE
) App ELIEZ B ERA HHtpDNS ARSEE, B ALHRIR A A oMbl ) i
RE 2 1P, NTTBKITfe % DNS BB, B3R5, LA I U7 F £55 DNS
A, FiOAE T BN R, RSB RE HTTP Bk, 4
HOR TR

HttpDNSHR %528

JeEBGER P
[ 4

MR FF, HitpDNS ZFHEEH), AR 2R LR . RYs “/8) WHE”
MIEfE, PN O T

“HUtpDNS & AR A FREANT 2404, BESACA P, FFOFERTEBAT
AT —F 0], mIEANT HitpDNS 691k 5 A P 37 F 4R35 7 @mARK T 4k % K94k
FHeeee B A IR K49 public DNS R 47 114DNS 2% 2| J5i DNS #9 B £ T, if
4 T HttpDNS R 4-+--++-”

ZAEAY EEAEERIIN . BFERED ke EVER DNS ik, Hif#s)
LR CHedn QQ AiifE) #BEIER A, Pl — M ifkiE. R
]SS PO RN 7 8L, IR E IS KR, BT
ML BB R A= 52 2] DNS i\ R . A el A A= A
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TR, VL K2 IR L HtpDNS 7. BTS2, i Bt R B
J\ENH B MR, —E 2515 HitpDNS B4 (R Ei7E DNS T . #Edpy
T ? B AR, B . Wireshark

o N AR % N HAKH DNS f@ett, 1 HAE i LIRAE S DNS R =+
%45, B B REMEE R, R ABAE HtpDNS? FHLER HipDNS
DNS Huht— 2 1a 75 7 H 2h A Ee ), B B RNER N, 4 S B 2 167

o RIMEZER/HCH DNS A R, A AT CUEATET BORME R, b2y
PERBT Xl ?

o [EAMNYEIKM A 7] B BIXS M, A eI K HitpDNS?

o 144 DNS T UDP &) HIE R, 17 HittpDNS %€ /& 3& T TCP |, I
B2 3 AR T 4 YA Tt A]

o HttpDNS WIRAINE, MARE YRR WA T, T ReR N 2K

SN o

B AR HMEURE I BE I T, BB S HUBAR G 6 HttpDNS (1) 1L H i H .
NTFEITIRA R, WA FHIMEIMEZ 5, slicih 7 — RIILRR T HRIX
AU TR .

S|

1. JA3)) Wireshark #IUfd .
2. EXTHIEE.

3. FIEATEIF AT

Wireshark #58 ILIE 5. XGRS NKITE, FORTIHE LI LS
DNS # i) £ T i % %% d.taobaocdn.com ) 1P Mk, S8J5 58 = IREF T . HE2 U,
"B HI £ HitpDNS.
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Mo, Time Source Destination Protocel  Info
1 0.000000000 Android DNS DNS Standard query 0x6123 A d.tacbaocdn.com
2  0.009048000 DNS Android DNS standard query response 0x6123 CNAME d.taobaocdn.com
3  0.010750000 Android d. taobaocdn. com TCP 45134-80 [SYN] Seq=0 Win=14600 Len=0 M55=1460 SACK_PE
4 0.016174000 d.tacbaocdn.com android TCP 80-45134 [SYN, acCK] seg=0 Ack=1l win=14480 Len=0 MSs5=14
5 0.017097000 android d. taohaocdn. com TCP 45134-80 [ack] seq=1l ack=l win=14656 Len=0 Tsval=1205
5

TR T IS SRR BB TR B AT U T ARk
Sl )

1. BRFHEE.

2. WRIGHGEAR T AL DNS JR% g8kt , RILTHERe .

3. BT, KSR, BEHER LT,

A X AT T ZRAANL REB R JGEAF IPTE, HAZH HitpDNS H
X DNS. BEARFEAT, HTREEFHI NG 1 QQ ki, X —IRIHE M
— IR ECES DNS.

1. fEFHLEEATER DNS, 45 T4 Wireshark VAL
2. BFFHLQQ.
3. {FILIME It

Wireshark KTl 6 s . FHUKR 7 JLAMES ) DNS 21 #RBAT 15 2 Wi 5,
SRETEARBEA IP Motk 113.108.90.53 = XIETF T . XN IP MR ? BiiZH 2k
H HttpDNS T I ? SAT7E Wireshark 1 F R &-Ff Filter 1 Find ##& A 2148 B2 £ o
HEA XA 1P 2 2% QQ Wi AEERC & A )2 A IP FE R & B B A7 T 1500
ABAMORINTT, P22 5 B BRI HitpDNS fEDT Hi K 1.

T4t X< R wanlebing(15520495153) 5 EEARKY



No. Time Source Destination Protocol  Info
231 41.944338000 Aandroid wWrong_DNS DNS standard query Oxf3cf A msfwifi.3g.qg.com
232 41.944542000 Android Wrong_DNS DNS standard query Oxe8df A configswvr.msf.3g.qq.com
233 42.463699000 android Wrong_DNS DNS standard query 0x3e39 A monitor.uu.gq.com
237 45.945841000 android Wrong_DNS DNS standard query Oxbb54 A strategy.beacon.qgq.com -
238 46.943161000 android Wrong_DNS DNS standard query 0xf403 A monitor.uu.gq.com E;E*Hg
239 46.969910000 android 113.108.90.53 TCP 34777-B080 [S¥N] seq=0 win=14600 Len=0 M55=1460 SACK_PERM=1
240 47.010944000 113.108.90.53 Android TCP 8080-34777 [5¥N, ACK] Seq=0 Ack=1 win=5400 Len=0 M55=1350 5 -
241 47.012451000  Android 113.108.90.53  TCP 34777-8080 [AcK] Seq=1 Ack=1 Win=14720 Len=0 ereShark

& 6

SALRKERBABARGARR, HSAOEES, EERARBENEGEER  S5
AIAE? RIERFIAHRTE TIX 42 T, RMEH %, MRMEERE QQ I  THoDNS

1. fEFHLER—AE#K DNS, AR5 Wireshark 4L .
2. HFFHLQQ.
3. fFIEIEEI T

Wireshark # W& 7 fis. QQ ZE LS f£4: DNS &3 IP, 2R =
WIRT T . ] WEE IR /E%5 DNS, HAY4 DNS &2k, &4 HiEEH (7]
REAFAERL B SO B IPRE S, HRABA H 2 HitpDNS.

Mo.  Time Source Destination Protocol  Info
10 0.978862000 android DNS DNS standard query Oxf044 A msfwifi.3g.qgg.com
11 0.989012000 DNS Android DNS standard query response Oxf044 A 113,108.16.66
12  0.990810000 android msfwifi.3g.qgq.com TCP 40188-8080 [SYN] Seq=0 win=14600 Len=0 M55=1460
26 1.030616000 msfwifi.3g.gq.com Android TCP B0B0-40188 [SYN, ACK] Seg=0 Ack=1 Win=5400 Len=
27 1.031460000 android msfwifi.3g.qgq.com TCP 40188-8080 [ACK] Seq=1 Ack=1 win=14720 Len=0
7

—RINTIMT R, BSTREA R EBNE U P HitpDNS. #8) 541 “ 24
W57 FEEARMRMRLE, RMABMA . NdREAE QQ MTFWAKAAEH, M
Sett it L AR Z D App TERE . BIER, RBEAZIHETFRT. 4
SR T XSRS AN —TopTER, BADBEAE 1L A App 7RI A AT AT

o FURMIE: —H I DNSEEAREN, LR E LTS, FNEAZE
7 1P, PRSI R B T .
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o FHIAE: —HHI DNS R TCiEER, HAFFGHE DNS A @i
ANMAT, BFNERZA P,

o FHLQQ: ¥ DNS I thaeH], FINER LAEEM (W REAFERCE
FERED 1P, P32 DNS RER 15200 B /)N .

AR ARAAMET SRR, FRABLEA App tb e £ et
o B A B R B, SRR FARE R B L, X App 69474 A B -
Fl, £Z A9/ £ HtpDNS 7, 3| BHEIR & 4 4ot

XA thffe Ao R T R AL B P 15 AR 3 A BT U, “ R E MR & B,
MIREZX ‘KEMRNALIY FReVREEUAAR” Ffm, 21T K
TRMEHL > = — IUEORI 28 PR I R A4k I, BRATI 2 AR 15 =
K EEER. mESHFRaf, MRAEE MR A R NI, J5 R

T4t X< R wanlebing(15520495153) 5 EEARKY



EED 7 FEAIRIES

TERNTPEME, BATZAZEIMEFHRE KRR, KRR ZEI 3T
AECEE N BILERA S ERERHR, RERAERMRIREA LT, 1L
FRUGK R P, EIRE P LT, EHRBET hosts IF. T RN
FIXATTEWETT, RGELF T DNS Hhill. ESLEH A RIAN, LEERAE
T AR A R e 2R L2

T B, SERE IPHREA LT AR, XS T HTTPAUH
AVPN S8R EREOR . jiXHE, HILE N REZ AR, A ER TRS
PILEEOR, BERHBERI SN AT FEATA TR A . BUERIZER, HFIRERZ
IRZNE RN, MR A2 o] S s A (. BUEA T IS T Wit At
IRBEERGE, HEBEINZET N, ERFEARK, BEORARARZ S
MIRL2s o [E] 2 4R AT FF I E2% , Duang~~ 7 B3 H IS B R i) 2 . k2
AR BGERIRIE, 18] Z AR A i 0k

ASCEFHR IR — AT P ERF O B EOR, HSUR 2 NGB RIE, H
B BRI met BB AL ORI, AEST I www.17g.com 3X i
RRIREGI A — MR 2 A HAR R ik, L an xunlel 1. il sE SR 44T
R 7 — S R HE A .

1. —JFRPREE 2 M BE, TRAE R M2 T A Al R BT, REIRIE 2
—F.

2. HABXEIRA CRIEHD FTIFIZAS R A A DU 7] 1)

3. fbbrEER iz E N (FiZE R EMA Y 7)) BIR, TR TR
i, ARIRABRE T

T4t X< R wanlebing(15520495153) 5 EEARKY
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ESTINEEYES
P02

106

AL AARAE S, AB AN S P 90 7 0 A 0 IR 2 i 1A TR, B AR T A
Hh i) RS ) kIR . FRIFFIR LA AR E 2, BERIEE MR DNS &%, BIEE
7EULE) DNS ZifiRt B R —MERAY | P ik, N S B i mEE RN S E
FRIITIFMLA, H dns /E Tid3E, &I www.17g.com %Eiﬁﬁﬁﬂ? IP Hhihl
123.125.29.243 (e il —AN54 Y w3.dpool.sina.com.cn, WK 1), Al &%t —
MARIGAE, RKIIXA 1P HhE TSR R, FE AR

Filter: | dns BExpressmnm Clear Apply Save
No.  Time Source Destination Protecol Infe
1 0.000000000 Client DNS_Server DNS standard guery Oxcdd8 A www.17g.com
2 0.001818000 DN5_server cClient DNS standard guery response Oxcdd8 CNAME w3.dpool.sina.com.cn A 123.125.29.243]
1

BESAAN /2 DNS HiRE, I SR TR FEUINE 2 AT R A X A AL (1 B F
Wi EF T ORZ N, BTUFRaR 2, ok AR 7 ok G2 AT E,
FHRRIEFTE G — AL 0. EA “ip.addr eq 123.125.29.243” it
BRI 2 MR, PPRIER, RRERABAET T, HAKEIXER
Ft 4o JaREA FERHRLR L —, BARFRFE G .

Filter: | ip.addreq123125.29.243 |z| Expression... Clear Apply Save

o. Time Source Destination Protocel Info

3 2.466565000 Client w3.dpool.sina.com.cn TCP 58578-80 [S¥N] seq=0 wWin=8192 Len=0 M55=1460 wWs=|

4 2.486628000 w3.dpool.sina.com.cn Client TCP 80-58578 [SYN, ACK] Seg=0 aAck=1 Win=14600 Len=0

5 2.486716000 Client w3.dpool.sina.com.cn TCP 58578-80 [ACK] seq=1 Ack=1 win=65700 Len=0

6 2.487789000 Client w3.dpool.sina.com.cn TCP [TCP segment of a reassembled PDU]

7 2.487807000 client w3.dpool.sina.com.cn HTTP  GET /game?game_id=1l HTTP/1.1

& 2.491232000 w3.dpool.sina.com.cn Client TCP 80-58578 [ACK] Seq=1 Ack=1461 wWin=2102400 Len=0

9 2.491663000 w3.dpool.sina.com.cn client TCP 80-58578 [PsH, ACK] seg=1 ack=1461 win=2102400 L|

10 2.492254000 Client w3.dpool.sina.com.cn TCP 58578-80 [FIN, ACK] Seq=1595 Ack=558 Win=65140 L

11 2.507937000 w3.dpool.sina.com.cn client TCP 80-58578 [ack] seq=1 Ack=1595 win=17536 Len=0

12 2.508130000 w3.dpool.sina.com.cn Client TCP 80-58578 [ACK] Seq=1 Ack=1l Win=14720 Len=0 SLE=1

13 2.508153000 client w3.dpool.sina.com.cn TcP [TCP Dup ACK 10#1] 58578-80 [Ack] seg=1596 ack=5

26 2.739402000 w3.dpool.sina.com.cn client Tcp EU-vSBS?E [Ac|

27 2.739403000 w3.dpool.sina.com.cn client TCP 80-58578 [FIN, ACK] Seg=4381 ack=1595 win=17536

28 2.739439000 client w3.dpool.sina.com.cn TCP [TCP Dup ACK 10#2] 58578-80 [ACK] Seg=1596 Ack=5

29 2.739474000 client w3.dpool.sina.com.cn TcP [TCP Dup ACK 10#3] 58578-80 [Ack] seg=1596 ack=5

30 2.739608000 w3.dpool.sina.com.cn Client TCP [TcP out-of-Order] [TCP segment of a reassembled

31 2.739637000 client w3.dpool.sina.com.cn TcP TCP_ACKed unseen segment] 58578-80 [RsT, ack] S

32 2.739970000 w3.dpool.sina.com.cn Client TCP [TCP out-Of-Order]| [TCP segment of a reassembled
2

W T IXRERE IR SR, BTG EEG, 20 i B R R 57 W
Fo 2 “RF EREFRISARTERTE 1, A E R TR AL IAE 7 HTTP
HiFrp U e Hpy — Mgl TR, R TR N E 3 pow,
LRATR AR IEH MR, EEET KRNI E R T

T4t X< R wanlebing(15520495153) 5 EEARKY



e TRWeb/i % 25

E _______ l HUE‘E:_R _____ %E

.Jl\ we'; -
- WL
2 . \\"5\5" -
Al '\'1- -
E! ”
Tl
- I
- e -
i H @D HTTPiE R T HTTPiR R D HTTPi# R
i @) EHTTPE
G €mmmmmmmmmmee @) HHTTPE R ,_o .. @) HHTTPH
7~ (3) FLHTTPHA N
il e g= L) b E.Webi]h?fiﬁ
3

EE: XRAMENTER, FTAAFRF TA LT,

EIEEERT, AP RHEE HTTP R (EHHO) &t 22 b4 fE 3
KELSEH) Web RS 28, ARG ESEH) HTTP IR (EPET G X4 BREhA
RN o . ZEM T FEIME S, EERAIAERERS EEH HTTPIEXK,
BRABRE Web FR%E25. REHEESA HTTP M ZA], BERA HTTP M
(BEHMQ) FEAF. XAMENE 2 S EH P EWE KL HTTP RS,
DYp v (AT D

AR XA AR SR B, FRATT R A HED AR HT TP Wi B A7 A 2 R EWE 2 dn SRR,
FR At AEHE T U8 O T R B IR R0 R L IE IR : B AR Web BRSS
BERMENEWN, MAELZHNBEIZAAE, TTL (TimetoLive) AIREFIESE
HEA— ., WEEAMBEHESZN TTL NMiZeZ/b? HED 3 KiEFRAER
HTTP iR 2 i, FrUABATT LMRES S 3 KIBEF MG MEH2HT, ME 4
Al WLEH TTL M 54,

T

Filter: | ip.addr eq123.125.29.243 IZI Expression.. Clear Apply Save

Me.  Tim Source Destination Protocol Info
3 2. 466565000 Client w3. dpool. sina. com. cn TCP 58578-80 [S¥N] Seq=0 Win=8192 Len=0
4  2.486628000 w3.dpool.sina.com.cn cClient TCP 80+58578 [syN, ACK] Seq=0 Ack=1 win=
5 2.486716000 Client w3, dpool. sina. com. cn TCP 58578-80 [ACK] Seg=1 Ack=1l Win=65700
|

0
Fragment offset: O
Time To live: 54

Protocal: TCP (&)

& 4

PR R B A T R AR A T o AR R bk R FE Y 123.125.29.243, {H

Bt XS R wanlebing(15520495153) £ &R
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Wireshark
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TTL AT 54 (HFE, A “(ip.srceq 123.125.29.243) & & (ip.ttl == 54) 7 L E,

BEIE 5 A, B8 S M9 S, BEA NAEMR THAGE

REFHRABETIE “sre=http://jump.niu.xunlei.com:8080/6zma2a” " ?

:lu_n- TJ__E/_\E

No.
8

Time

2.491232000 w3.dpool.sina.com.cn client  TCP 80-58578 [ACK] sSeq=1 Ack=1461 wWin=2102400 Len=0
2.491663000 w3.dpool.sina.com.cn client TCP 80-58578 [PsSH, ACK] Seg=1 Ack=1461 win=2102400

Filter: | (ip.src eq123125.29.243) && !(ip.ttl == 54)

Source Destination  Protocol Info

|z|Expre;;mnm Clear Apply Save

erver: A

68 65 0d Oa 43 &f 6e 6e 65 63 74 69 6f  pache..C onnectio
63 6c 6f 73 65 0Od 0a 43 of 6e 74 65 6e n: close ..Conten
79 70 65 3a 20 74 65 78 74 2f 68 74 6d T-Type text/htm
63 68 61 72 73 65 74 3d 67 62 6b 0d 0Oa 1; chars et=gbk..
2d 43 6f 6f 6b 69 65 3a 20 61 70 78 6c  set-cook je: apxl
3b 20 65 78 7 69 72 65 73 3d 57 65 64 p=1l; exp ires=Wed
38 2d 4d 61 7 2d 32 30 31 35 20 30 11 , 18-Mar -2015 01
3a 34 33 20 47 4d 54 0d 0a 43 &f 6e 7. 19:43 G MT..Cont
2d 4c 65 6e 67 74 68 3a 20 33 3B 34 0Od ent-Leng th: 384.
3c 68 74 6d 6c 3e 3c 68 65 61 64 e 3c <htm] ><head=<
61 20 68 74 74 70 2d 65 71 75 69 76 3d meta htt p-equiv=
6e 74 65 6e 74 2d 54 79 70 65 22 20 63 "content -Type" c
65 68 74 3d 22 74 65 78 74 2f 68 74 ed ontent=" text/htm
63 68 61 72 7 65 74 3d 67 62 6b 22 e 1; chars et=gbk">
74 61 20 68 74 74 70 2d 65 71 75 69 7 <meta ht tp-equiv
72 61 67 6d 61 27 20 63 6f 6e 74 65 6e ='pragma ' conten
6e 6f 2d 63 61 63 68 65 27 3e 3c 2f 68 t="no-ca che'=</h
3e 3c 62 6f 64 79 20 73 74 79 6c 65 3d  ead=<bod y style=
65 72 66 6c 6f 77 3a 68 69 64 64 65 6e "overflo w: hwdden
6f 70 6d 61 7 7 69 6e 3d 22 30 22 20 " topmar g

74 6d 61 7 7 69 6e 3d 22 30 22 20 7 1eftmarg "r
74 6d 61 7 7 69 6e 3d 22 30 22 3e 3c htmarg in="0"><
61 6d 65 20 66 72 61 6d 65 62 6T 72 64 '| rame ¥ ramebord

22 30 22 20 6d ©1 7 7 69 6e 6B 65 69 arginhei
3d 22 30 22 20 &d 61 7 7 69 6e 77 69 mar ‘ir‘lw‘i
3d 22 30 22 20 62 6f 72 64 65 72 3d 22 border="
73 63 72 6f 6Cc 6C 69 6e 67 3d 22 61 7 Ting="au
20 68 65 69 67 68 74 3d 22 31 30 30 25 ht="100%
69 64 74 68 3d 22 31 30 30 25 22 20 7 100 s
22 68 74 74 7 3a 2f 2f 6a 75 6d 70 2e //jump
2e 78 75 6e 6C B85 69 2e 63 of od 3a 38 niu. xunl ei.com:8
2f 36 7a 6d 61 32 61 22 3e 3c 2f 69 66 080/6zma 2a"></if
65 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 7 rame=</b ody=</ht

ml>

XA RIA A ORI, ARz W H .
7 A jump.niuxunlei.com ) ¥ iE ¥ .

ETEILNE, KRR

A XA 38 i 03 T Bk A R T

“http://niu.xunlei.com/actives'welcomel426---+--” I (WL 6). Bk 2 b lE 5 X

T4t X< R wanlebing(15520495153) 5 EEARKY



Filter: BE}(pression‘.. Clear Apply Save

Mo,  Tim Source Destination Protocel Info
14 2.535"4"000 client jump. niu.xunlei.com TCP 58582+8080 [SYN] seq=0 win=8192 L
15 2.557662000 jump.niu.xunlei.com client TCP 8080-58582 [SYN, ACK] Seq=0 ack=l]
16 2.557712000 client jump. niu.xunlei.com TCP 58582-8080 [ACK] seg=l Ack=1 win=|
17 2.558448000 Client jump. niu. xunlei.com HTTP GET /6zmaZa HTTP/1.1
18 2.579387000 jump.niu.xunlei.com Client TCP 8080-58582 [acK] seq=1 ack=1134 ]|
19 2.580233000 jump.niu.xunlei.com client HTTP  HTTP/1.1 301 Moved Permanently (
20 2.582205000 client DNS_Server DNS standard query 0x3851 A ct.niu.x
21 2.583707000 DNS_Server Client DNS Standard query response 0x3851 (|

4 ‘ n
= Hypertext Transfer Protocol
| HTTP/1.1 301 Moved Permanently\rin |

Location: http://niu.xunlei.com/actives /welcomeld26,/7advNo=201311051482698383" r" n
Content-Type: text/plain; charset=UTF-&\r:\n

& 6

FHA T AR BB Z 4T 1, PAEIESE O 2 PLA TAEAB0F. R BFa
IEE TR M ERGEHEFRA, 1S 2 EURESE S AR R AR 1
iy L RIS, SAEART BRIT IR 1, BATIE R 4R S ITEFHOR [ .

XA, JT— BB AR TTL W80T —FRE, G H 4 IpETT LR R
LD 2 AFAARARE R 1. B iR SS 8 BRIk — M, w2kt 2% 2 1)
Identification fE N 1 ##4 . T 4 5K Identification vy 4078 (LI 7), ATEH
T, e 8 S Identification Mt AR 4079 T (B WS —LL), T
M 8 HT L, ER Identification — R FBkE| 1 55872, IXtHE—MEE R A
B RFIE

Filter: || D Expression... Clear Apply Save
Mo, Time Source Destination Protocol Info
3  2.466565000 client w3.dpool.sina. com.cn TCP 58578-80 [S¥N] sSeg=0 win=8192 Len=0 MSS5=146
4 2.486628000 w3.dpool.sina.com.cn Client TCP 80-58578 [SYN, acK] Seq=0 Ack=1 win=14600 L
5 2.486716000 Client w3.dpool.sina. com. cn TCP 58578-80 [ACK] Seg=1 Ack=1l Win=65700 Len=0
4 | m
|Tdentification: OxOfee (4078)|

7
Filter: |Z|Expressiom.. Clear Apply Save
Mo, Time Source Destination Protocol Info
3 2.466565000 Client w3.dpool. sina. com.cn TCP 58578-80 [SYN] Seq=0 win=8192 Len=0 Mss5=1
4 2.486628000 w3.dpool.sina.com.cn Client TCP 80-58578 [S¥YN, ACK] Seq=0 Ack=1 Win=14600
5 2.486716000 Client w3.dpool. sina. com.cn TCP 5857880 [ACK] Seqg=1 Ack=l Win=65700 Len=
6 2.487789000 cClient w3.dpool. sina. com. cn TCP [TcP segment of a reassembled pDU]
7 2.487807000 Client w3.dpool. sina. com. cn HTTP GET /game?game_id=1 HTTP/1.1
8 2.491232000 w3.dpool.sina.com.cn client TCP 80-58578 [aCK] seg=1 Ack=1461 win=2102400
4 | n
[Edentification: 0xda40 (55872)|
8

M B, 3 TTL I Identification #4a %t 5 7, FATEHH
QHFAERT PAFRIS ? 3B AR WM H BB ANEFIE AR AE 48 )2, 4% R RFATAT LA

T4t X< R wanlebing(15520495153) 5 EEARKY
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F TCP 2. K 5 WUER 8 SH 9 SXHMIEMBEAEY T
“Win=2102400", 37 AR 55 2% A FEUA BF 152% 2102400 775 o if B — T HoAh 2%,
IR RIMIEAN BT RGHE . A RPN ? X2 KA IER) Web Ik %5 38 1E
AN P o S 3 KR T, 20t T e B B R DL 128 (WK 9) A
FREIEME H KA. B GRS HEAFIEX N2 E, bl B ERE
B (win=16425) Kk, X4 —FmAE MK | 16425X 128=2102400 F-77, K

"BEik.

Mo,  Time Source Destination Protocol Info

3 2.466565000 client w3.dpool.sina. com.cn TCP 58578-80 [SYN] Seq=0 Win=8192 Len=0 M55=14
4 2.486628000 w3.dpool.sina.com.cn Client TCP 80-58578 [SYN, acK] seq=0 Ack=1 win=14600
5 2.486716000 client w3. dpool. sina. com. cn TCP 58578-+80 [ACK] Seg=l Ack=1l Win=65700 Len=

B options: (12 bytes), Maximum segment size, No-Operation (NOP), No-Operation (NOP), SACK permitted, No-Op
Maximum segment size: 1460 bytes
No-Operation (NOP)
No-Operation (NOP)
TCP SACK Permitted option: True
No-operation (NOP)
|#= window scale: 7 (multiply by 128)|

&9

RAFLAEARZBI T AR P, AR TCPIERG M FrE Al RILH K
(1o fBcn 3 4R T B I 9 Fron i) Window Scale fi,  ARBLJCILAFAE 1o

FLSRARAE —IFORIEER RN T 5 — A%, HIEl 2 h Wireshark #2751 [TCP
Previous segment not captured] Al [ TCP Out-of-Order ], MWREEELLR . N4
SHIXLFIRIE ? X2 BN BRSSO et e 2A, WiNT Seq 5, FEE
FIFARSS g8 2 BB EIAR, Seq 5 EAMWA LT . Wireshark 1% 2 it 2t )
Wr EAR B AEE, AR Seq T R/NMERFELT T .

BMEZ, AR TR )5, RAVEREHERE R ARAE, 285 R
PRI SERF AL I8 oG A o (HANE T AT RF AL AT REAE R RSN RF rP AR B R IK, - B
PUCE NIRRT RER IR, FTBL— € ZIZ RN E M. KiEH 2R Z
TP — R, WRCRA T A, AR EE BRI A,
FRTER T, BE5 - RRAKDE.

T4t X< R wanlebing(15520495153) 5 EEARKY
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Wireshark

— DI

sl
HIBMATILE B A 5 U RTAL THE D = AR B 5 R IR . AFT

AT FHBIREY, JLFEEARN. SZARMROR, THNFKkE 07
AR M ——HTTP A — B RAH 8. FIEBEREH I HTTP 1.1 2t A
BRGNS ? 20 HELESR | I TR AR K R AR IR D 4, ILLE R AR HB Al

TR T £ R 2E B R

WA A HTTP 1.1 FAHKEENE? 28 e TR A aTHE TR 2 w]
MR RN . M4 MK IFAEHE, SEHTTPLL D& At amm

o IUEMZIATELL 20 ARG, FEEH I EA 10 JLLLE, ALz
P L AR 200 K FEEE .

o FATMHMARZIL 20HAWFEE, LS TEZ/NEA. KM
Www.qa.com IXFEISAENZ H MG, ST E TUstaE ik — @ £ GET
iER, HEA GET MEHEEZA K.

XA HTTP LI A A ph W 2 AT 58 I —AN1a7 B A 1] 7T 46 ke
B 1R e — MR I U T T IR, 207 i R MR 9% 28 5L T — 4> TCPIEH:,
SRJE MR SS & BRI GET 1 =43RS REE E#R /N, 3 MU aline e ik
Rf 1-3, 4-6, 7-9.

O R ITERS, FE IR B T sk R SR N B R, RS TR A

mEY .

T4t X< R wanlebing(15520495153) 5 EEARKY
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Mo, Time Source Destination Protocol Info

0.000000000 cClient server HTTP GET /interface/getsub?callback=customorder&para=%7B%22busi_id%2
0.078748000 server Client  HTTP  HTTP/1.1 200 ok (text/html)

0.107910000 client server HTTP GET /ghome/uinterest?num=4&callback=contentInit&random=0.260833
0.151834000 server Client  HTTP  HTTP/1.1 200 ok (text/html)

0.179456000 cClient  Server HTTP  GET /newalgorithm/groupnews?callback=entcallback&channel=ent&ra
0.225205000 sServer Client HTTP  HTTP/1.1 200 oK (text/html)

&1

[ R T

ML BLT AT A AN ]

1. B2 ZA GET R —EK MK, Mk —AER, s
W2 JEA R T —ANER . IR —MRERE T EA, e EEY
Wi 31 f5 2R 4R, o “ 2k SkFH%E” (Head of Line [HOL ] Blocking) .

2. MMEHRAER, 84 GET £/ WEFES — RTT (ERIED. KR
XFPIEH & 177, EEAS GET AL 2% (i [a]e S I nT M.

3. XM ITAEF X SEIAR K HBEERKD, Bl TCP & K H K HIRA A
Yo XM T SRR T, KBS 200M i 5E AT 10M A FE B
R EARL, MR — T NEEDE FuItig 3T4, IRk s AR R
™Y

4. H—AEIER, AR BEOR D> 2 AR il A Pk 5 A% e 7 19 31> Dup
Ack, BlIt—EA R RESF AR B4, AR .

B 1 VR BaE R B SCAL SR I I, T SR AL A £ B B ™ B A AE R
B 2 & —ANHTTPLL a4t 72, BT HTTP Bl & 52 B Set& s, BT
B 7 TLS k=,

T4t X< R wanlebing(15520495153) 5 EEARKY



o, Time Source Destination  Protocol Info

1] 0.000000000 Client Server TCP 57422-443 [5¥N] Seq=2414288222 win=8192 Len=0 M55=1460 WS=4 SACK_PER|
2 0.088498000 sServer Client TCP 443-57422 [SYN, ACK] Seq=2346460516 Ack=2414288223 wWin=65535 Len=0
El 0.088617000 Client Server TCP 57422-443 [ACK] Seq=2414288223 Ack=2346460517 win=66364 Len=0

4 0.091404000 client server TLSV1.2 Client Hello

5 0.178971000 server Client  TLSv1.2 server Hello

3 0.179328000 server client TCP 443-57422 [AcK] S5eq=2346460517 Ack=2414288447 win=6592 Len=0

7 0.179360000 client server TCP 57422-443 [Ack] s5eq=2414288447 Ack=2346461885 win=64996 Len=0

8 0.179674000 server Client TLsvl.2  continuation Data

9 0.179712000 client server TCP 57422-443 [AcK] 5eq=2414288447 Ack=2346461885 win=64996 Len=0 SLE=23
10 0.180481000 server client  TLSVI.2 continuation pata

11 0.180531000 client Server TCP 57422-443 [ACK] 5eq=2414288447 Ack=2346464621 Win=66364 Len=0

12 0.180678000 sServer Client TLSW1. 2 Continuation Data

13 0.180789000 sServer Client TLSV1. 2 Continuation Data

14 0.180822000 client Server TCP 57422-443 [ACK] Seq=2414288447 Ack=2346466709 Win=66364 Len=0

15 0.183432000 cClient Server TLSV1. 2 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Messagd
18 0.272740000 sServer Client  TLSv1.2 Change cipher Spec, Encrypted Handshake Message

17 0.473554000 cClient Server TCP 57422-443 [ACK] Seq=2414288789 Ack=2346466784 wWin=66288 Len=0

18 0.520483000 sServer Client  TLSv1.2 Change Cipher Spec, Encrypted Handshake Message

19 0.520554000 cClient Server TCP 57422-443 [ACK] Seq=2414288789 Ack=2346466784 wWin=66288 Len=0 SLE=23
20 0.644898000 Client Server TLSV1. 2 Application Data

21 0.734305000 sServer Client  TLSv1.2 Application Data

2 0.734498000 server Client  TLSv1.2 application Data

2
XA LR AT LA e T T =
1. i 3 MR =RIBFIRE, 5ER %52 0.0886 7).
2. ¥ENRH) 4~19 52 TLSHEFERE, FErinf %2 0.5206 7).
3. 20~22 FHZEIEM HTTP AR5 #2, SE it 212 0.7345 7).

AR, B SO IR 58 =00, TS T RE 3R (R I [A) 75 BEA e o
LRGN I AN, K2 I R AT 20 T3 T o Il NAEAR 3BT A sk N &
BN BAT ROR B 45 W Ok 22 D520

RESR ANERE AN REIFAT K% HTTP B3R, IBREARE RIS @R 2 AN IEHWE ?
WATT LA, & X T HTTPL1.1 [ RFC 2616 B i SOEHEE PRSI 2 4, JE T
L/

Clients that use persistent connections SHOULD limit the number of
simultaneous connections that they maintain to a given server. A single-user client
SHOULD NOT maintain more than 2 connections with any server. (f# K& B 1%
3 8 2 PR R — 5 R 5% de O (RTINS et . B P % P i AN RE AT 2 — 6 IR 5%
s [N ORAF I A DAL i )

gia Ul botlr, FATTUASE— A48, B HTTP Wil EF S BRI ML E R
BN EMAFENERER, MARHER. A RASEERINENE? KA L%

T4t X< R wanlebing(15520495153) 5 EEARKY
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PUACSE N, PLln ok 2 Bt 25 1k % P i 5 % B AR S5 AR 1 VLT R 10 TCP . 1 3
FERAEFTIFE SN R s 1) HTTP A, & EEBF&ETIRZ, 24w LA
Z GRS aIATRIE GET T AERMARBATE, BARINTHEN TCP &
ERATREIRSH, FMSRRR. MI TIREHMNER, EELTERT,
BRANERLZTT . HUth AL REE A IEERIEZ G 58 KA .

Filter: | http B&pressmn... Clear Apply Save

Mo,  Time Source Destination Protocol Info
289 5.345647000 Client server_3 HTTP  GET /sportscheck/shop-de/s?home. homepage&ns__ t=142797990

290 5.346611000 cClient server_4 HTTP GET /c1/1353134333236323131303. js HTTP/1.1
292 5.360960000 Client server_5 HTTP  GET /event?a=2150&v=3.1.0&p0=e%3Dexd%26C1%3D%2651te_type
293 5.368956000 Client server_6 HTTP GET /json/2011-03-01/applications/mediasTot,/0799C5544454
297 5.580102000 server_3 cClient HTTP  HTTP/1.1 200 OK (GIF8&9a)
302 5.643010000 server_& Client HTTP  HTTP/1.1 200 oK (application/javascript)
314 5.759077000 server_4 cClient HTTP HTTP/1.1 200 oKk (application/javascript)

&3

T AMRALHARTY Pipdining, AT EE) SR, Hohn QRS 35
S . AT LR YIS R Y RIS, 2
VA £ DR AR A T

o EAREZXEFHMERT, BBTH 2 MR E;
o EWHEREINERE, FUAS—HIEHAERIRE;
o EREIFATAIRIERAIM N, RISCHER “ZERE A (Multiplexing) .

WU, METH—A HTTP B B AR b (1 22 BE KRR 4 s . [FIRER
3 AR, BB EER SRS Z .

FE1 X4 R wanlebing(15520495153) E5 BEEERIY



LRI — HTTPIE $2 AR ) —NHTTPIE 2

| R |
| W
084 [

0 (——/
5
o e—— |
#R |
e e |
Egaki MR %2 & P 3 MR % 2%
& 4

R RPLX LT R, ZUABUA ) HTTP A TCP ALK #S B 72, 1555k
TF =BT . ZAEFA EWHAREA THE, AT Google 1 Microsoft
ZR AT A XSS, AR5 AR AT ——7E 2410 W0 g K 1
CEFNBLHIAT, WEREA L ZHEB T A P 188 B A il oo . ANE
TCP 1, #iE HTTP ZI AL B RIADI Sy, Hb R GERA A T akE. &2
B T

IV — 2l e sk T AR T 2. R B (2 Google
HEH ) SPDY B, & HAZSE HTTP R TCP 2 IR n 7 — )2, i< F 2 ik E H
ZEIhRE (RITE—A TCP BB BT LA HTTP 5R), R4 5159 3 BIA 3
N S R HET LT BTA 3 525 45 S kf SPDY, LLn?E Chrome E7T LA
Hit “chrome/fflags” Ja &, WK 5 TR B A1 =5 30 W sl R S FF SPDY,
kb4 Facebook. Wordpress. YouTube A Twitter 2, 0] ix S8 st JAT 1 HF A 5%
. SPDY 12 8% S F R U T ARSOHF SR BIMA D [0 3, - bLanafy 56 it e A
ZARTHE DL fid R DU AR SE . Sad JUE ISR, SPDY ATH7E 2015 4 “ikL” F
HTTP 2.0,

T4t X< R wanlebing(15520495153) 5 EEARKY
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J o chromed/fiags 2w |

%= C' | [ chrome://flags

ZOETE QUIC BHY.  Mac, Windows, Linux, Chrome OS, Android
BREEE QUIC =, -
EEH v

BASPDY/4

=L

# 5

PLE (201545 Af) HTTP 2.0 1) RFCIGHA k. AdEHERF,
ZHiZ~ “An HTTP/2.0 connection is an application level protocol running on top
of aTCP connection”, R EEIfLE3ET TCP I, il s i=s[al, KA TCP =
AR T-F01% 5 S R SR S AT SRAFAE . B AU ? WER VRS AT, Lo
7EKE 5 W B — AN S ME QUIC Bl ”, & BVF & AE DAJS S IE I F 4B IR 15,
1M HAZMAEHTTP E.

QUIC #& Quick UDP Internet Connections fI T FK, & 75 B 9 70 FH ) ZE 3R .
HTEAR 2 UDP, FTUARERETFHRARESIERE, SR Erfa .
H T R Google 1M S KF QUIC, BRIAFELL)EA, rh EHIAR N Rk A AN
B2 (VPN AT REFE—ALEDEERATIN T —MEFE AR, WA 6
(1) Seq 5 KRER LAE BI'E /2 I RAL R -

No.  Time Source Destination Protocol Info
18 5.062B8B000 Client Server qQuIc CID: 11989733321912874687, 5Seq: 1
19 5.068569000 Client server qQuic CID: 11989733321912874687, Seq: 2
20 5.070567000 server Client QuUIC CID: 11989733321912874687, 5eq: 1
21 5.079090000 Client Server qQuIc CID: 11989733321912874687, 5Seq: 3
22 5.083972000 server Cclient qQuic CID: 11989733321912874687, sSeq: 2
23 5.103229000 server Client QuUIC CID: 11989733321912874687, 5eq: 3
24 5.109300000 Client Server qQuIc CID: 11989733321912874687, Seq: 4
25 5.140611000 server Client qQuIcC CID: 11989733321912874687, 5Seq: 4
26 5.211370000 Client server QuUIC CID: 11989733321912874687, 5eq: 5
32 5.460549000 cClient Server qQuIc CID: 11989733321912874687, 5Seq: 6
33 5.496031000 server Client qQuIcC CID: 11989733321912874687, 5Seq: 5
34 5.555704000 server Client QuUIC CID: 11989733321912874687, Seq: 6
& 6

H AT QUIC IL B IATH K, {H Google L& RAT T APk, BikA R, K
NEGZOCHR, RBUHAER AR C WRAR R R A RR T BRI, W AR R

FE1 X4 R wanlebing(15520495153) E5 BEEERIY



BESCRL " LA Ae TTFRISE SR OISO KT,
WA 9 ORI, — S @ BRERER T, W T~ sy
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&~ m

218

108

RErmEE

M TR EAL L HIFETHL App FIBCHHARTT, I AR — OO R RACT, “ AR
Fe i BRI ? JERANERE . 7

PR BRI A5, DUAIR S “REFAR” IR 7 i st
BAREE (RRBAZZFEINN, AR . A —mEZ R 7K, 0
BRXAT ML 7= S BEAT T T LA Wireshark . SR 75 AR 500 F 17 5,
AEIRMEE S A SO, R st /252, (34K HitpDNS) 2
B 1P AT RRAF I 5 AR R B 2 i, I EEE W Rt
EAMER . AR Windows L H 4 i FTP 25 77 i A5 7L 2 421 bug, U1 1R A
KIL, EH Wireshark —4TJFmt—H 728, PG L E—AFPRR (—E=2
HI L ——FTP).

SRPIFARSE— F = &L, B Wireshark 3 #i— T 1# APP 2/E# L1&F0
TEHERE, X—14E32 App RIEXREE. LWRITFERE R, FIhiTe)E i
TR,

[EEY

BRI R 5k 3.9MB A B R, RER R

N

. BEEM AL AT e e Ak AL

3. miriX sk ORI/, TR .

I

- AERE Bl “RET, SRR IR

B e — A D ERA B L ping — X FAHLH IP Ay fabrid, X2—1 R
PRSI, BT R b X 2. B RITER T, SEM “httpllicmp”
e — IR, SERE RN DR R ok 7o W 1T, 1Y
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% ping KIFRICHESHRSRAE H (Protocol #2275 A ICMP), K AR 25 5 F1 ki ik £ 4, %t
AR IR FRAE AR R N A A OCH HTTP i R &SF 7 fEdr it ok, aX R
Hhn—H T4,

Filter: | http || icmp B Expression.. Clear Apply Save

Mo.  Source Destination Protocol Q

274 android unistore.weibo.cn HTTP IPUST {Zfstatusesfug'load_f'i'le[’act:send&f'i'Ietoken:].BBZ
323 unistore.weibo.cn android HTTP HTTP/1.1 200 OK (text/html)

416 android unistore.weibo.cn HTTP |POST /2/statuses/upload Tilefact=send&filetoken=1882
419 android weibo.cn HTTP POST /2/groupchat/query_multi?addsession=1&uicode=10
445 weibo.cn android TCP [TcP previous segment not captured] 80-59958 [FIN, Af
465 unistore.weibo.cn Android HTTP HTTP/1.1 200 OK (text/html)

475 Gateway android IcMP] Echo (ping) request id=0x0001, segq=434/45569, ttl=l
476 android Gateway Echo (ping) reply id=0x0001, seq=434,/45569, ttl=6
493 android whapp.mobile.sina.cn HTTP  POST /interface/f/ttt/v3/wbpullad. php?c=android&i=aa
500 android weibo. cn HTTP POST /2/statuses/send?uicode=10000017&c=android&i=aa
511 whapp.mobile.sina.cn android HTTP/XMLHTTP/1.1 200 0K

517 weibo.cn Android HTTP  HTTP/1.1 200 OK (application/json)

526 android wel. sinaimg. cn.w. alikunlun HTTP |GET /webp360,70398db5jwlepzp10g292]20xcl8gdos. Jpg| HT|
546 wwl.sinaimg.cn.w.alikun android HTTP HTTP/1.1 200 OK (image/webp)

552 Gateway android echo (ping) request 1d=0x0001, seq=435/45825, ttl=l
553 Android Gateway cMP) Echo (ping) repl id=0x0001, seq=435/45825, tt1=6
559 android wel. sinaimg. cn.w. alikunlun HTTP

798 wwl.sinaimg.cn.w.alikun android HTTP

800 Gateway android echo (ping) request d{d=0x0001, seq=436/46081, trl=l
801 android Gateway M Echo (ping) reply icd=0x0001, seq=436/46081, ttl=6
802 android wwl.sinaimg. cn.w.alikunlun HTTP |GET /large ?0398db5]wleeze105292]20xc189d08.]EE|H1TP
1244 wwl.sinaimg. cn.w. alikun android HTTP HTTP/1.1 200 OK (JPEG JFIF Tmage

1253 Gateway android IcMP] Echo (ping) request id=0x0001, seq=437/46337, ttl=l
1254 android Gateway Echo (ping) reply id=0x0001, seq=437/46337, ttl=6

& 1

R RBEER PR T4 TR —K ping Z 8, FRIERAE R 7EIH
FEFEFHE K 3OMB KB, ARGt 270 KLU ERIE R KE
HEFHAG, LIRS HMERE 4. BERMIE App X — % FEE
RT, WELATIVE R T WA POST Sk FA% (274 F1 416 IANED . SR 5 T I 2%
BLE, AT DAMERE A SIS L T 320KB. X 25 22 /b i B I 1 e
ZEETWTEE.

o BER#MiEEZEHABELE, MARFIRAFRRTEAERIMZE. XA
UL PR ERY, FRR—TIRMBREETE T SR L tf
B B PR T 2K I midy “ R 27, (AR X ek
BERT, TRAT “BH”, AP EONE QBA KRR, EH
T2 5K A AR AR 2R 1.

e 39MB MK XA T 320KB s, UEARIE APP £ LEERZ RIS
KIBREELE, Xl WAL LANTIFAE S PS5l k%, BRIFRCR
HIRAERE . M TR EAE A S R 4615 1X 4 8, X W& R A ha

T4t X< R wanlebing(15520495153) 5 EEARKY
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218

170

FBRERITFHUR i v 2K, 1R DRSO R A B H B

BER TR, 8 IR ping 217, ROBRMERSEROREH, FrolE R4
POST (35 493 f1 500) ;&5 2 H ). HF 526 54 “GET /webp360/70398db5
jwlepzpi0g292j20xc18 gdo8.jpg” LLHL AL N5ERk, Nit4 mURIERI EIL 2 GET
BIR EAE? S0 S RIETEHE, G NEVMNEIER R R T iR AR5
SEATA, 2 RILE F e AL T unistoreweibo.cn (L 274, 416 2541), 1 F#;
i 20 /278 alikunlun (L 526 Z541). it Google —4%, JF R HL B & B B 2 CDN
A4 T, G, AR R RS — N st BAEBRER L ERE R BA
NOERT, FUR—E=RITRIER CON ZEREMNERT .

R — SR, N AERXAFREE T, Wireshark 238 1P Uik 2R
B3 4 We ? Fsk R /4 | View->Name Resolution->Enable for Network Layer &
77, DBWE 2 iR,

File Edit View Go Capture Analyze Statistics Telephong Tools  Internals  Help

@ @ ¥ Main Toolbar ) ﬁ g Gl

_ v Filter Toolbar )

Filter: | httg Wireless Toolbar B Expression...
Mo.  Time o Statyuc Bar Protocol Info

465 0.9 . HTTP HTTP/1.1 2
475 5.3 v Packetlist ICMP  Echo (ping
476 5.4 v Packet Details IcMP  Echo (ping
493 10. e.51HTTP POST /inte
v Packet B

500 10. acket Bytes HTTP  POST /2/s1]
511 10. Time Display Format 3 HTTP/XVHTTP/1.1 2
517 10. Mame Resolution 4 Rezolve Mame

226 10. i i M Ily Resclve M

546 10. v Colorize Packet List anually Resolve Mame
ggg ig v Auto Scroll in Live Capture « Enable for MAC Layer
559 20: ), ZoomIn Ctrl++ Enable for Transport Layer
798 20.| 8, Zoom Qut Ctrl+- | ¥ IEnEb|EfDrMetwork Layerl

2

FFRFEF S =X ping Z AT AN, B AU RO R B e, il 3
PR, % imidid GET M T —3KE v, “Content-Length: 155971 15t B )
FTiE KL EAEIS (R38N, RN 156KB 247 1, X R4t —2F. X APP K%
LR BRE,
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Filter: | http || icmp Expression.‘. Clear Apply Save

No.  Time Source Destination Protocol Info

559 20.044203000 Android wwl.sinaimg.cn. HTTP  GET /woriginal/70398db5jwlepzpi0g292j20xcl8gdoB. jpg
798 20.670907000 wwl.sinaimg.cn. android HTTP HTTR/1.1 200 oK (JPEG JFIF image)

800 23.288365000 Gateway Android ICMP Echo (ping) request jd=0x0001, seg=436/46081, ttl=]
801 23.370392000 Android Gateway IcMP  Echo (ping) reply id=0x0001, seq=436/46081, ttl=

< n

[ Hypertext Transfer protocol
HTTP/1.1 200 OK\rin
server: Tengine\rin

Content-Type: image/jpegirin
Content-Length: 155971fr\n

3

IR B m A “RE” 24, B— A 0T 4 iR, XIRFE

FIE & 320KB £ 4. m WiiE AR R APP EAERTE4E i R4S, il E
EREE (39MB) ibfE/MEZ.

Filter: | http || icmp |z| Expression... Clear Apply Save
Mo.  Time Source Destination Protocol Info

802 24.994920000 Android wwl.sinaimg. cn. HTTP GET /large/70398db5jwlepzpi0g292j20xcl18gdo8. jpg
1244 26.240821000 wwl.sinaimg.cn. android HTTP HTTP/1.1 200 ok (JPEG JFIF image)

4 .

= Hypertext Transfer Protocol

HTTP/1.1 200 oK\r\n
server: Tengineirin

Content-Type: image/jpeg'rin
Content-Length: Egﬁ\r\n

4

FEEIF AR B — i b, A A R BER X A2 1. IR fha B
RA LM, MEERER I E LR, ERAAREME LA RZT,
W EE ORI S, WoE 4 n] DLt —2esils, SRR AMEsRBT . JAAM
T AT G FEFGAT TR, AR A SR 2 KA AN o

Bt XS R wanlebing(15520495153) £ &R
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BHERI5E0]

AR AFRI M TV MSE, SR R, M TAERZAT A 7R
A 7 WHLFINSEA S, “HSBRAAEATIL, AR AREY . XA
W ERBREMREWAFBROOE T, ERHZKE. RELEGRE “A%
e A, B S ARk, RS TR CRAE),
EAFAEBOR I T T3 T AR s B0 1, MK MEAF AT WL IRTCIRET 1R
ENANAME RGN EENE. 5K @BLFEs thigilk, XL
FERIVE T2 AT TN, WERIERG BB MAE W &K, BHET L2
RERHEEN, A= 2 MEM RS K. T RERXMEEBERNRK, RE
T EEREMFZEFTT, ASEETERIN], @B NEEEEEIZL
KFo ALEEN, RN ELEZEE].

B—#, NSRBI BERMEFE.

IATR B P2 ST IETBORIS - BIZEHE 77 R} ] 30 537 S S M T 46 -
JUF P BORERT DAE B RRE], WEREAHRAR], S B itk v T 2R i
FE T EAFRNRS T8 523] 1o K20 2% BRI ML 3 # Be B4 2UAH BB 1A 2%
behn TCP i) 2% B 2 Ui 2] handshake XM, B2 Temrl Uit EE5H.
RA T FONFHB B 58— MAl g%, LR ECRIBHRIB S R 1, M T
ARSI H . AT, Pis. BuasE Rl DU AN 2R
1, FOVEFZ B XK IEER/TRERALHIIRGER, MARREREKN
M FIR R R YERL F AL, B A FABEHAT IR Z AR I . Bl
KGR T T EBRAAET, —A/NOBEEE R T R R AR 2%
BT, N TRAAYIRREE TIRZ

BRI IR AZ, AT AR e R AR HoAh ? X2 P e b B
S, G RATER ARG . Xt — IR, (R RHER T R R E ), &
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TR T — AT IRIR RO AT RESR 124 S VG o 43k 1 RHE — B AN 2 3R] 2%
A B AT BT AT AN IS, A AHE G, #ORRAFRER) Plain English.
BORWE TR — 5 IR LA B G BRI, 3 rh [ 225 5 B TR S 2 93
f, FATATAS M T T i 2 2

B8, ERERSIE.

URARSRAE Wy, — @AW T ARG, PO 5L A i T e i 2
IRAEIRDY A TR SR o IR BT S K AR AR U R A , (HR R R =4
CLE RN T 2 2K TG, BRAF— BAERTR. EApe? H R
JUT- P BOR B RAAE W L, SRS IR R G Mme, mE rRr
HWRERE T . RADOAMBITHELT =5

BRI R R E ] Google, KB IR 1] {3k ) LAk 45 RATAE A2 FAH ZE Y o
— RG] T HURAE Google ANHEE 25 4 Mk i« = B, ORI
SR E R T AR FRSUR. BRI Q28] 7S8R, 72
FARIRIL, T Google LA BN 1

R R I R EEARR TR, Kb~ AR
BRI, TR R A S I ST SRR AR
ERMEEEERS, BRI SR ST X EER 7. AZN
FAEAG ], TtV mdE, (ER R maean 1. UIN, £45
5% E R P S L 2 e A RIE R fAEME, SCHRARSIE? HEFAR
T AR TR, OISR SR E R R E 1.

ANEBE A EZME. MBBRUHRS R, EARAE R0,
MAELAECA . AW RS A SRR A R, AR, A
JE FEMCE X B R BRI R M T . A XA T3 iRk B AT Aok
L

E=H, BRIk

AEENSKARRTT s Lot 2 Bokemt S5 T AR Z AR, B BIPRE S TR

T4t X< R wanlebing(15520495153) 5 EEARKY

EiEhRY

Wireshark

SEZ:Si

173



EiEhRY

Wireshark

SN

174

—RKBBLADHINR T, EEFEHAGFRKE L KB BEIRAZ,
ABBIME—ARER, XEEEEMEIR. BIIZMERATGRR A 2 ILXF
R, KRR BRI, SORZFIEAEIR RS T 1. RIELR A S H4E
MRS, REREE RN BUERAIRZ R W U e 2 b 3, B

=k

1 {The TCP/IP Guide), Hif3x) B H H & st Donate #2445 45 & A5 kK s ik
W, BN AR ZESIESEMNAE, FEESYRET.

=k

SBE, FHRE.

“CUR ASSRATR, ARMHEE T MWK . R A e FEAE
T, AREEMERRZ], EEAIEREE ARG . iR 5 D &R E -
(1) TCP A= HL AT 15UR I T, (HZ I8 B 45 14 B8 1) dlE & = F 2 oHs, 56
SN HAA LB RN X T BT FE R LRI, R ARTE
Wireshark B &t 7 HZEEL, Hik T TCP zero window, HZEFFMRTE, M
IR AR S BIUK . WE—FERO R BB, Z2FENE.

WVFA NI, FREIRE AR P2 RN GRe ? SIS fE &id, Ltk 1
EERME AL, T E/NEAR SN, IO IrRFls. RERAILS
WA LLE CeliE. TN\ UEFMECE RS | (FAREE 2T AR, HE2
PN IR, B CAE IR DS E A NE o HI RSN 2% B0 % 25 50 i
Hi# a4, BUEEAN AR E#EE Windows Domain 45, #BEH A H .

REMUF LA LA, R CARAR S 1, P MNZSRR. EH A2
FoaEiRS TEE SHERANMER, wilhkr®E—T.

o ANEGER T XEMALRLE, MFRAIRENE. RENEBIHEARD Fl
YA mark, ESFREMRASEISKEZE (it 75? D. BRI
T2 I B OAN RO, BUSCaiEEse, REICH 20 LLBIHT L AEHOEseE .

o UV NI, ERES RIS RE AR 2 THERR G EE . 8T
ORI E IR, RATREE R B IRI0IE, X RRIFHIZR>] . REEN
K&, RERR—MRIARHBIFTFRENTE, HEACERS T —RIER. AHN
A3 H AR 1, (ER AT e U RS S R AR, At i A
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REBOT. EAS T 2R RL SR LR RIS R,
KEHO A TR T R

o TG, BT AR A R S, — s Dakmy  Wireshark
R, BRI TARAAE S~ Bk, v, AT AL ;_;____
Spa
. EOMEARBNAI. R, AT, HOL AR, T
B RS R A T SRS R AR R T, R AT
BRI WR B A MR T A, R | O
RARBEIF A0, A EHS T — 2. BT P K A,
(R ARG R, A RIS AT, AR RN T
HH, WA R .

PALEARRERE DAL, A EXEAIK, BAREFESHENME.
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X—HyRARELE, L ERALRK. HF—BNEBTRET
TR G — AP RE AT M 3k, SIFE TR TE 24, 2-2TFA
TARTUALE, dedt, R T AA tshark 44 FF & — A dx L Mg
Fag B, A “tshark -r(file_name) -Y “http.request.full_uri” -T fields—e
http.request.full_uri” — &) 4438 7T vA £ R 46 338, RJe B hEM K
GHT. BZRANBT Mk %, NEFCLMEINZARARET, T
Wireshark fRi&E & koA Anik 5 691K % 4aif b, £ S2FRF XA A K
Z e,
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IiEECHB IR

Wireshark UF ANtf? 24984%F, JUFRRMG Bl ikds, SUEEAZANES T
A AR YRR, A TR A SRt A, inIRaEE B A L2
A A P

o SITHREEBMEMARERUL, Wireshark 1R 2 Dhae e e A AR . telnfH
A FENIT R BIBAISLERT BN, BEEERAREH] Wireshark, {HSEks_EA#H]
W s AR TIRE . H)7 3 EFRRAAFIE L D REE & B i TAE,
AIAEIRZR IR ARZ ]

o BN NHEHAKIZHRESACA LA, HAAAEAFFSRE, A 8I05HAR
o HCUNEAR NFS KIS R, 720 R AR A fedkE], 1%
RAICAME

AERAINE "B —Path TR, RIEHIREGENINGE, MARRE—
BT T YE ? VR T 4.0 WS HRXAIRS, AT, &AIH
BEECITR 7o SHERBAFEFM 74, AN, &R
HEEME.

FATHIIH 7 5RKAXFE

o RAAMRZBIATEMMBKATE, HIEIML. S8 WEEMH. 5
(L QI S NE 2R PRy 7 R R G A= TSP /AN D

o JRA]HYIRLL FIBA R LA E A PR ARG AR, eanae (TCPIP e 5 1
), (HRASRZ MW Hrine, BB E %2> Wireshark .

BANAE — AL TR T ER N ERE, BRIk R 5 18, & E
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DREXGLH . BIEIXA TARE AR AR ? TFREFN, REENW
®aE, —MAATLUZENDFREMERT . HE R H A FAE
HoEL EAEAFEZO, TR EBET AR, R THRMER Web
M, DUESEMZEd . 5 TORBEN — N HSE R, Br—TERRAZ
LSREE

RBIREIR

RS RGISATIRRAFER, ZARGEHI T RE AP — L 2% 170 L1
Hodl .

HEEE

1. JE—te BB B B B2 RGP A RS i, ST Rk T,
VI R GUA S BOA 1)L

2. MZKITRRIMEE — RIGE, FEML LA RIER F .
3. A TREINAE BUAH i AR B D, P DA AT A B )

—H A A S, BHFZEAR? s R T AN, BEE
AT LR Bt B 1 2z LRAMEIL EM2HA Network Performance
Analyzer, fiifx NPA. F /7 iE— 55 ZEA s 2 M it e, RESA—TF
Upload #%%H
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/BB EMC Network Performanc x

€ - C' [ npacom

©
Network e o
. ®e
performance "o o
Ana\\/zcr CHOPL.
/ 2@@ o %°0°
d o

Drag Network Trace file into the box below and click Upload!

Upload!

E1

JURMBH S, Mt ik 1 AEAETR 20500 “MRBL T s “ L JE 2B 7
“UERE N &, THERSZBHNA.

Kl 2 BoRm2 “MESLT7, HIRSHF £0—N B HEERRGL . i
“Databytesrate: 22 kBps” #l “Capture duration: 900 seconds”, &I #EHNELA) 900
PP, PYIMEREA 22KB/s, SLfERRZE. ERMHEARERARAR, JHIHXE
I 6] AR ), B R R IR R it i B T A

Bt XS R wanlebing(15520495153) £ &R
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Il EMC Network Performanc

€ = C [ npa.com/connection/9fde3bde-dfe7-4885-baf0-71e29af23d92/0 B =
Summary
I Number of packets: 58k
File size 22MB
Capture duration: 900 seconds
Data byte rate: 22 kBps
Average packet size 346 54 bytes
Connection: 102.200.164 30:50727 <-= 102.200.164.10:2049
Flow Analysis
Flow Analysis

8000

6000
2
]
3 4000
&

2000

]
& o o & ®
i & b & & & e & & B 5 r
& & o ' 2 & & o o *
o o - {bw \@1' 2 :P’ & \9’“ & o &
Time (s)
-

PR R CRHESMT, BRI 3. %A sk X AN N 2
PR NFSV3, [ H4E NFS mi i ] (Service Response Time, SRT) Al 10 Size
giit 7 k. MBS — AN T HERT I READ (1~ 20 B2 A) 2 0.226 =280, 51
EFULF T o AR MEE A ITHEANE BRI EE 18 & A 975 71T, B A3 1KB,
SEAERA/NT o X G A E M I RAE BifgiE 1000 M, BndEkEEE 100
A, A6 10 AR A AR 2 7. MR EIR A fgiz 14, #ifFiE 1000 Nk [E],
AR TEAERS ERI AR AT T . Bk, XANRGIMRRG X ARG
1O Size, EBKRE)FXIE 64K F5, MEENABEIXEERA. KTeirar, A
A FFER) 10 Size, ACFRAHUAEAE b R HCHE 5t V5 A 14 B e /G 2 3 2 DX 2% 1) 55
T, TCPIPJLZMFE TR, St —ue B, 2R m R 2 1B i,
TEIR PRI RS TR T

Bt XS R wanlebing(15520495153) £ &R



EMC Metwork Performan:

x

3865 bytes

| € - C' |[) npa.com/connection/84f7155b-25e3-41e6-8357-de639ffcfad4/0

NFSv3 SRT
Procedure Calls Min SRT (s) Max SRT (s) Avg SRT(s) Total (s)
GETATTR 3654 0.000000 0.003907 0.000012 0.042969
LOOKUP 6494 0.000000 0.003907 0.000019 0.121093
ACCESS 8622 0.000000 0.023437 0.000013 0.109372
READ 8384 0.000000 0.019531 0.000226 1.941406
WRITE 15 0.000000 0.000000 0.000000 0.000000
CREATE 13 0.000000 0.003906 0.000781 0.011718
REMOVE 9 0.000000 0.0035906 0.000434 0.003906
RENAME 19 0.000000 0.003906 0.000617 0.011718
READDIR 28 0.000000 0.000000 0000000 0.000000
READDIRPLUS 6 0.000000 0.000000 0.000000 0.000000
FSSTAT 110 0.000000 0.000000 0000000 0.000000
COMMIT 15 0.000000 0.003906 0.000260 0.003906

NFSv3 10 Size

|There were 8584 read operations with average size 975 bytes Iamd 15 write operations with average size

BLARAE N ]2t D22 4R BESS, BATRER L ERLBLMEZ 1. Atz
RV X, R T RS Z A, T RBAMERLS KR E MW

e

K 472 VMware PEREZ IS0 IR TR, KBLEIL 250 AP IRHM AL 7] £,
A 190.8 B IRRALLEEHIAN L T, HEXTHZ EREMENRA. BT AZ

&3

SREERIE, BT AE A% T O SR SO BB AL

ERAEREEE
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/BB EMC Netwark Performan: x \_

€ = C [ npacom/connection/0e674964-c293-4639-bf63-45ecaf8elc77/0

i
i

Delayed ACK
RGO ROEREIETR I BLCR0 ACKS from 192.168.100.243 and 954 ACKs from 192.168.100.220 might}
be Delayed ACKs.

Each Delayed ACK takes about 0.2 second, which means 190.6 seconds have been wasted in this
connection. You may disable Delayed ACK if the impact is high.

4

K5 MR E— AN (G54 ) SCE AR R AT =41,
PR M £ I 28 S B E AL, T H SACK WA 8 L, MMRIEHR X T A

Ko AN EXTA, W2 R

RAR
Lo Hir

P Sy e~
1,.-”. [F EMC Network Performanc X W4 - —
€ — € [} npacom/connection/5d1153ea-c558-4127-b459-9a7c83af8609,/0 B =

TCP Retrans

Among the 91379 packets. IEHEANGCELBEENSNES R GRE R 901 of them were
retransmitted from 10.70.16.10 to 10.72.15.10 . and 0 of them were retransmitted from 10.72.15.10 to
10.70.16.10 .

this retransmission rate is considered as high for your product. please work with network team to figure
out the cause. Limiting the TCP window or extending the bandwidth could reduce retransmission.

TCP SACK

SACK was not enabled in this TCP session, please check both sides to enable SACK. Enabling SACK
could reduce the impact of retransmission.

The Retransmission rate over 0.1% indicates a network congestion, and 0.01% ~ 0.1% is questionable. I

&5

HFRMEBIEHRZIRE, RIRFRPA ——F12 7. "R, JAHK
2B 25 PR RE i AR T LU IXAS TRAREESS . AIRZ BN N h 32, Koy
AT MR B S T, BBIRE SR, BARBIR =, BN LR
WAt R VES7 3, A T2 AR A U ik, BRI, ARITE/RZ SRR
g — g s B PR 2B TRIE? A EE S BRI R, K

AR =0,
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B—2: WEIAERE.

AR K — B BA N TR RERR P RO S M. #aiii, 8o
B TAEARR EASEE Wireshark BEHEH] . ALEATAILHEH i TAELRE “1%
B ERAER, EE L Wireshark #RERZ . ZANffgEime? 7 L4
KL B PEAAR R —UORAER), ALk TR B IET YR B @ &
X, PALENEIBAEMEEREFH AR LUSMBENE, MARXLE
EHFIERNEE, —ERXILES EMRMETAR. inkomf 20 M H =
SO R TERE, RN JRINTE RS A B A SRR, BaT DA I R 25 4 L
A1X 20 MRFAEZIZEANILAC . — BRIUAFT & RO SEBE A -, st ) 4 F1E] 5 RE .

Wireshark 75 % H J7 midy 2 MEEA 2 2004, BIRATH TR 2 E3) 70884
BRI P R U B BRI RIS . AN PR PSS PERE A B, AT AR I 2% AH 5K
(5 AR AU A P LR FHIX AN J53%, B WEF Windows Domain AH2C TAERIEEA A
R, ATREIRAEE LB E A KB, H A DNS fig#h Hi4% . Authenticator
K. UDP BB/ E5F, 6% X Lbpa] A T DAE ) 45 60 Hr DLEANREAE AR B
K, PR US BOfE F £ LR P SO At g anitl, 1R 237 5l 2 [ 2 1

XL IH R ARG 1) StC AR — Kb . AT SR EpE R T 5O
LR, ARBVE R B A SR BB T i R i) TR, SRR AT A R SRANIGE 1
A, ARJEFTRIEATI. AR PR B IH A 2 A, whiksE 1R
K TEA 2K,

FE: F tshark SkMILEL.

tshark 72 Wireshark ) AT, G EREF AR MM Fn
B S R SRR Y, BT DM 0 TR . 2 XA, iEH] tshark
RULHC CANRRHE R IR BTG, WARIRC A DRI T 20 MRHE, AT
i 20 5% tohark AT 2 ALFE AT LA E 1o tshark fiv & B4 I 7554 E— A4 e
ande, RERAER 7. RN, SRtER SR RHEZ — & TCP
HAf, BPAT NI ) AL AT BAULRE T
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tshark -n -q -r <file_name> -z io,stat,0,tcp.analysis.retransmission,"tcp.analysis.

retransmission and ip.src==<IP_A>" "tcp.anaysis.retransmission and ip.src==<IP_B>"

MR .
mTiaE R B
}rjiuﬁ;—' = 3/\—‘ [ E¥ Command Promp‘t - —_— L |

I\ C:sUsersslinplisDesktophStarlISNSamples>tshark —n —gq —» sample_filter.cap
JU;H%Tifi "tcp.analysis.retransmission and ip.serc== 18.72.15.18"
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IO Statistics

Duration: 56.5 secs
Interval: 56.% secs

i

i

i

i

i

! Col 1= tcp.analysis.retransmission
i 2: tcp.analysis. vetransmission and ip.sre==
'

;

1

1

1

1

76.16.18 i

3: tcp.analysis.retransmission and ip.src== 13:72.15.13
i1 12 13
Interval i Frames | Bytes | Framesz | Byteszs | Framesz | Bytes
8.8 <> 56.5 | 981 | 1364114 | 981 | 1364114 | a i a
C:sUsersslinplsDesktopsStarlIsSamples > 1
Fl (11} 3

& 6

K 6 [, 51 1 1) Frames SR BTy EAL AL, 51 2 Ros M IP_A 2 1P_B
HIEAL AL, 5 3R IP_B 2 IP_A KEMAAE. A 7 XEEMIRE S5 E
AR AL T ] o

R AN RN TE HEAS R AE T R tshark iy A A2 AE 4 BB, T LA 22K
Wireshark "3 & #8 Hi >, SR 488 i i AZAHAE , 1545 Prepare afilter "> Selected”,
T LA R AR R RIA T, W 7 R AT RRAREHRE S RN 3

tshark #r41.
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Filter: | tcp.analysis.fast_retransmission IZI Expression... Clear Apply Save

o. Time Source Destination Protocol Info

166 0.102757000 Client serwver TCP [TCP Fast Retransmission] [TCP segment of a re
167 0.102771000 server Client TCP 3260-61965 [ACK] Seg=145 Ack=58401 win=1024 Le
168 0.102778000 Client server TCP [TcP segment of a reassembled pDU]

4 | n
= [Expert Info (Note/Sequence): This frame is a (suspected) fast retransmission]
|~ “[inis frame 15 a (suspected) fast re,
[severity level: Note]
[Group: segquence] Collapse Subtrees
[Expert Info (Note/Sequence): This fram Expand All
TCP segment data (1460 bytes) Collapse All

0000 00 60 16 36 10 44 00 2a 6a b9 b0 41 08 0!
0010 05 dc a8 51 40 00 7e 06 1b 29 Oa 46 10 O,

Expand Subtrees

Apply as Column

0020 Of Oa £2 Od Oc bc 78 d9 55 bd f8 4545 2/ N
0030 80 00 02 b3 00 00 43 6f 6d 62 69 6e 65 6 PRty
0040 72 6f 64 75 63 74 20 61 6e 64 20 43 6F 6{ | Prepare aFilter » Selected |
0050 &1 /3 74 20 53 75 #£2 54 &fF T4 A1 Ac 22 24

&7

A L AR XA EIR BN, REEE O tshark IE 7SR T, %
4 http://www.wireshark.org/docs/man-pages/tshark.html . tshark 4> L JE & o8
K, RS, FTUASEIR 2 T ARG D RE .

X1 tohark a2 5190 2R, ALUGE TR R RN T HA 25,
E=H: EF K.

Fix—, ROGEM TIRZH WL, HEIE AT A tshark iy 4K UCHED
e, RS AR ORI TAE T . i, 25 M tshark it 15 2]
TEAREL, WEeT LA R R, HFoe &Rz . XA
FEFP A et BN B R RENSATHCE CHRIBIM M2 aaEH KR, B
RIVIEAT R R ILEEN, TN A SR 407, MAZ -
A HTTP. FTP. iSCSI. NFS. CIFSZ:thill, f—ANrESAE AN K A&, 4
] 5 S L AN AL tshark #ir 4y FRATEARBEE S — MK E, wLATH tshark
A HRIBAT— IR ? IRRERCR AR T o IERA R i AR AR e 0 W L 7 P 2
WEA4, ARG LM a4 . IBEREAIE IR B A4 Pl 2
FATRT LIARSE G 5ok W, L hnst 150 80 B, iR HTTP ARG M 4 U
F152 445 B, LA CIFS AHG Ay & ee - i LU SLTETC I IR T B 2 1,
Al UL PR B e . EhInTE DI AR AN, e R A A B kA
FHOER. BfiEe, MaasEugides AR S nE, FitxMeErs5Ha
[ O N3
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WA 2GR ERIMEF A7 ZTDRAEE. A2 Perl 51y
RATIIA, TR BRI, ST (HE WA B fsm, B AR,
HES R T GABAR BRI S5 RFRATEH Python+Flask i T Web B, iE1E Ll

A4 EE
BT AT RH, SCRMEE T (F— A E R = R 28, R
DR SRBAN T E B, LR AT R, B A E R AR A
PR TEAAE KO O, LR 8. ANTE NGRS, SRS W T e = 4,
SRR, PR R LR DRI T, SRR AR, R LT
188 SV, KRR, AR b TRA TR 5%

Designed by N.S.A Team for STAR Il Program
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BRATABN AR AL, FEMERASHENE. DRI ISR @R
A, YGRS WA E R, EREES TR RPN 7
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RSN, TR T Gk R B PR SRR, LIRS R IT
Bt &t se T — MRIFIIM . AR MR Sk 7, drig IRILE
MIRIENA TR . B A AR R — ANPGRS, B AR AT AR 2
MAEER, EIRRATIE MR 2 HREA R, AnEE R E 5 e, gt
PRI RS

AL 1 5 LR AL 4 =] e oL, KBRS A RS,
BIEsuh = (site) MUPLETFEMERERASN. il 1L IXPERIREErh, A0 Ui i)
I SCAEIR S A8, BCE I IR PR RD . M 18R T
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RRAEHAE TN L, —BEPRTAHEAL, R AR S KK
W98 IRMARD NFIERA — DAL 0, BB Rz (BRAHZ TCP)
HIEMRIESHE R MR, NIk . MR oy a 7ot
FITEAESE ) TCP Ph B AN BEAR AT SIS 3 sl B3 5%, P LA o R 2 iR
S R AR 500 LA, DRIAFAEAR K AER T As 18] Pl F B A] I SK ) 5
PEAR S5 S AE B AN DT R AR, (B2t e, PERERT BARTHPIAEBL L
R EMIAE: BRRATUESERA AR REB ML HE—HFRINR, i
AT EFTE . 13N RIS B A T

NTAEREM B S, B ERE B ar U s] . DR F AR 107 dh
CCHE R TCP WSl JRAE MRS 4% b, B AERS Ul 3755 b e S RE s T A%,
BRI TR HIRCR . AARRAUR IR A B EAE, JREA =.

o HIRZBIERGARVHMESUSEA R TCP MR, NI A MRS 42 58
REWR), =077 BRARIEE MBS GRS BRI S
Linux 2 Windows, $R EREMECL, HAZ) w7 W — B3l 7 isiA
PR .

o RMEARSS A LT Sl r iRk, 22 IR B LT, AR
o0y RAE. FLIfE e 7 TCP Timestamps (RFC 1323), HRFEIRSS:
# B RTT (HEIREHED B2 20580 B8 & P ik 7 SACK,
HAE AR %5 %% E )3 F SACK BT & X
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o WHMPIBEN TSGR EHE O RITTIR, RS T I 5 AR ) TCP
ARSI Eh JERm A R REE 4782

EE X ERBIAIE T e RE S R4 039 %, M AEBE EA ML,
FxECERLGT T TALEFRET, NELCEZARLLGFHT, sk
BH F | AppEX Networks 49/ 5] 3t th 69 3 32 Jnik 35 ZetaTCP s R4 KB R 4 &
I CEO Rz A, TR 5258, T8 LA —RRIBAE G ik 5, todo
BEHNCR AR KBS ECY, ARARRKARTATOLGE, TEURA,

BEARX AT e aE AN, BATRAEBE — DAFR™ 5 1, e 20202
AR R R AT

o EANTEN RS AR 3 1) TCP MR ARAE TS, i DASEHE R B fig 2>
MRZ

o ESEEMOLTAR, FrUIANSZZE AR S g L) TCP i B, tln%s
Jriim B BCA R F SACK I, B AR AL 73 S 25 A Y )

o ERMTHREELE T ORIMETERE, X AT R 22T

oK — B, MO REMP A 7. i 2 Prn, REEMN SR
O&BRE—aMRER, RIERNELZERIERE TCP &, #ALUSE LR
BFEK. HTREIERSS RN SR Z R AR R4, B U N 2V 78
P IR G Z 2% L, AT R FR AL O BIRTHX B M I PERERD AT . A Lk
B A P R, AER AN S E N A2 N, TR
HAHEA 7, RIEEIAT 2 ? BRI 2 AR T T, (HR M g e 2R
B, CHEATREEAR AR . RARE AT 7 EBZHMEN, FER
AR A 1 ST ANIE S &5k o BORZAMOTE A Z 3 T .
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AV AR — TR AR, A RERDIE T 245, M4 FoREZE
A A K ] L

I‘E.IFEEIE—: ﬁi& =] o

it

LT Al — 3l RO 65 B 2 TR AR I 18] — Bt gl J L2 AR, TS I 0 45 PR A IR
IR REIL 2 L2280, B5E ML RTNHE 2. miEl ottt a2 @nitag
We? BONERIERKI RN EE: RE— T MEONKIEER, XEARTB/LE
TRFFHREA A BIBHS, REAFTEFFHREIREK. —EETH,
Kl 3R 7 AIAE AR A2 2> MSS, IEIRIF ] 73 75) 09 10 Z R0 A1 20 AP &4
AR, ATILEFE AR RAAHE I V2, KPRt R IE T, W EHRE SR
HE M IS R RS 2 .
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I_ﬁﬁﬁﬂﬁﬂdﬂ+m% I_ﬁﬁﬁﬂﬁﬂﬁﬂ%m5

=SSN
- —
Ak —
“-“_::’_ 20ms
—— e o -
10ms | | )
Ack —— =
e
mms‘ =
Ak .‘:\.
= 20ms - 2
B -_ | q- ; Acl.("_____'__,,.----"
10ms- _ ...-"
___&c_K__________,___ )
i %5 2% o L

& 3

HIHEIRATSAE Wireshark 3] [TCP window Full ] [#7R, s kik
TEREN T ERIRAS o IXOPORE IR 7E 15 0 o508 (S B R AR WL, BT LA
(Wireshark f#27R) —SCHEIE 9o ABAIXAN ] EL B A Sl e ? 75 LEIB I [A] 8
P BIEILT, RIEE DK, MERmtELr, B EERATREKE .

FUA R PIMED: —MEMREESBNTEEM; 5 MEMES
BKEZEM. W B G IX W A R URE SR, TR . XREEN
REEG E B R 2, T EANF TCP &S B M43 ARt PRy
B0 LN 2 RGSCARIR ST A% HClE B AR IR 55 3 S5 2501 TCP R % H N
Bl HARSFH 90, HEREZUAE TR ZRHEHRE LD E B 2R,
NTIEMAREN 2% T, SR 5 R ASOEHE

FEAXTEREM R R, BT CAVL &ML — K, B EEAME L
—ARFFER T, XEEEREE N A5 TCP IR ENGE — B AN
RATHNEE, FrRARIE T2 SRR N RIE T 1, BN SRR (|
R AL 1% E A HERFK 1% RE, 17T BE A& 50%LA 1o 1% 7] B
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(M=)

— el

RF

IMEZEMARS? AT . E YT DUR AT REFR IR Z AR, LL G i F R B
WA ZER AL UG RS AL PE RS s, e G PR .

AT IR, KBUZPIA LS AR, ESRAHER L, BATE TR
TR ——FE IR RS LT DR R, KR S i P [ il R (i o A1
N EDNEEFRT, HSCBRATRLZ AT B0 AT RE™ 5L, 7 58 B F A S i #E 50%LA
T BPUNIXEWRE B RS RIS RBUR 1, & WS 5 REE 2 13K
Ry FRAMAEPE . T RENGRHOE S XA F B RORE I, A
XA IR A B B B

4 1: B A TCPwindow scale.

IXFE AT DM e KB A 65,535 7711 () Windows #fER G HE LA
17520 35 Hhn%F| 1,073,725,440 77, KIEE H e 2 R0 & 1 AP0 2E 5 1 4L )
PRI, J5 FH TCPwindow scale 2 J&, #E LAk LFIREIAR] T, MARNAHE
BERTE EA4T. % F TCPwindow scale M FE £ 5 8., i AP A — & (B
ARETEY.

Bt 2: MAIIAE IR SR 8% 6 I ZE

X 2850, 52 LARA B ) 5 2R I X 28 1345 1 o 24 2B BB A A, BAAIAR K, %E
B BERE. BT —DNEEVEE BN EAESIRR K, — BB T
FIAE IR AN 74 Z4#0 (LB 4 J5HEFR ) RTT), 14028 40 Kk A R 23 i in 5

1.69 MU E. MRAEIX—45al, FATATLULINRZAELEIRPAZIEMES, B84
EIRE, NTERRENLE.
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—HRTEGL:

Mo. Time Source Destination  Protocol Info
821 3.828125 shanghai Taiwan TCP 8888-60479 [ACK] Seq=553 Ack=435308 win=4096 Len=0
824 3.832031 shanghai Taiwan TCP 8888-60479 [ACK] Seq=553 Ack=437491 Win=4096 Len=0
827 3.832031 shanghai Taiwan TCP 8888-60479 [ACK] seq=553 Ack=439674 win=4096 Len=0
830 3.835937 Shanghai Taiwan TCP 8888-60479 [ACK] Seq=553 Ack=441654 Win=4096 Len=0 ﬁAlﬁE
833 3.839843 Shanghai Taiwan TCP 8888-60479 [ACK] Seq=553 Ack=443836 win=4096 Len=0 1
836 3.839843 shanghai Taiwan TCP 8888-60479 [ACK] Seq=553 Ack=445616 wWin=4096 Len=0

4 m

= T OUUT CUUX TOTT o e

wmdow size value: 4096

[calculated window size: 4096]

[window size scaling factor: -1 (unknown)]
@ Checksum: 0x5bb8 [validation disabled]

urgent pointer: 0
@ options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
= [SEQ/ACK analysis]

[This is an ACK_to_the segment in frame: 724]
| [The RTT to ACK the segment was: 0.074219000 seconds] |

FEREW-

Mo. Time Source Destination  Protecol Info

27323 122.937500 shanghai Taiwan TCP 8888-50637 [ACK] S5eq=6349 Ack=6085797 Win=4096 Len=0
27326 122.937500 shanghai Taiwan TCP 8888-50637 [ACK] Seq=6349 Ack=6087929 win=4096 Len=0
27329 122.941406 shanghai Taiwan TCP 8888-50637 [ACK] Seq=6349 Ack=6090705 win=4096 Len=0
27332 122.941406 shanghai Taiwan TCP 8888-50637 [ACK] Seq=6349 Ack=6090725 Win=4096 Len=0
27334 122.941406 shanghai Taiwan TCP 8888-50637 [ACK] Seq=6349 Ack=6093309 win=4096 Len=0
27337 122.941406 shanghai Taiwan TCP 8888-50637 [ACK] Seq=6349 Ack=6096075 Win=4096 Len=0

< i

= TTTT TTe= ToTT S

m ndow size value: 4096

[calculated window size: 4096]

[window size scaling factor: -1 (unknown)]
@ Checksum: 0x1f37 [validation disabled]

uUrgent pointer: 0
@ options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
= [SEQ/ACK analysis]

This is an ACK to the segment in frame: 27015
e RTT To ACK the segment was: 1.695313000 seconds

& 4

XH LR TCP Vegas . EHIEIRS & I A ASREF, HEA0E
M. B8R —GJaMH 7 15 TCP B MIR S 41— G 8 M T Veges M55 #3467
%8, HINZERDES BN, ] Vegas (& MEIN 2 1 AEIR I LB, i 2%
fift T NZE, (EAESGKBEIETER, —HMEHIET 5. REGRTREZES
FIAR G B | ——25 MK R . MEEMERSS ESIN Vegas BRA—HT,
MT 84 TCP EEHE—HMEX, FIUFUNEIREN KR AIUEARE, AT
RIET 2. XGRS R A PLARAL S L, st A SRS, Bk i
AT R B

B 7 Be BN ZE, MEISER R IS A B T X E R ZCOANMEEL, FIAK
EFREEARFER AL X BN AR XWR? 125 TCP Il R %
BH LR R AR T, SRV R R T X TIUDEAREE, FREE
BN EAL—NEAT T, Bl ETRUREE
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BARME T, AT DA SEA g U S e, P AR 2 S A
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%

a2t 4: B SACK.

SACK R[I Selective Acknowledgment, ‘& & AbFEHZE B LT, TTHEAE
I AEIR S AT, VR AT S E AR S — FCE CREARER). SACK
WAIAE RIE T RIS T HE L, Xt R BRATE A & 28 % — S B s . 3
121 TCP Jig &5 (8RR v B R A o5 — i %A 5 F SACK 1 RAT 941

& 5: IHIBEHE L.

FEGEH) TCP BMUHSR A T A% Or <7 A8 R sh 5%, BIHEHIZE & O wIas (e €
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BB wnlE 5 R .

1JH?EETIZII
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17

16 - i S AT
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() TCP ey, BA A LB — mfF o, a7 A0E)—E R “&he”,
R — RETR e RPIaE. RIERAZLE, EX—BRRAIRI N,
PEGEI) TCP FR3UR AU B AR BLA RN 28 SBAF SEAE RN T

2 6: 5 TCP Timestamps.

EARPBH (—RXT VMware FISCE) — 30, S8 Hid (R A2 dn ]
SUMIPERENT . AAEEM, RS TE N RTT (8. BATTTE Z0 6 1 W I 48R
I TR SR T 58, 5k 06 Z007E W1 #R JE Fl TCP Timestamps (JIL RFC 1323 [ RTTM
) RHEBR IR AN SR R A T4 X R RO i kb —, 7ERRSS #8 -
BRI A AR HMEHE R P i

AR, IR S SEIL T IARIRCR : AERD IR, e AT R
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HTJE FI2EAS TCP 4, A KRBT AT K 6 K& R.
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